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Foreword

The success of the Macintosh computer in business and education emphasizes the
importance of understanding Macintosh networking in your workplace. Today,
over four million Macintoshes are attached to networks, and this number is
growing at over a million users a year.

Macintosh networking has become mainstream because of the Macintosh’s success
and because of AppleTalk’s acceptance as a de facto multivendor, multiplatform
standard. AppleTalk is supported today by every major server, router, and printer
vendor.

Macintosh computers are often acquired by organizations that already have other
types of computer and networking products. Thus it is important to understand
how Macintosh networking can be combined with other systems to create
heterogeneous networks that perform well,

Dave Kosiur's breadth of experience uniquely qualifies him to write this book.
With personal experience as a network manager at a large corporation, he gained
hands-on experience in constructing and managing a large Macintosh internetwork
and its connections to other systems within the organization. In addition, he
founded the highly regarded Connections newsletter, covering every aspect of
Macintosh networking from the technology to the products to the problems. As a
contributing editor for Macworld magazine, Dave covers current products and
issues in Macintosh networking and provides insight into the future of this rapidly
maturing area.

Nancy Jones managed a large network at an aerospace corporation and is the
founder of the nationwide AppleTalk Network Managers Association. She brings
her extensive personal experience as well as insights drawn from other corporate
network managers to solve the problems of Macintosh networking.

In the Macworld Networking Handbook, Dave and Nancy draw on their exten-
sive experience to explain how to build, manage, and use your Macintosh
network, including solutions for cross-platform connectivity and attaching your
Macintosh network to your corporate internetwork. The Macworld Networking
Handbook will prove to be a valuable tool for beginning users looking for
networking basics as well as the advanced users interested in getting more out of
their network.

Reese Jones
Chairman, Farallon Computing, Inc.
April, 1992
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‘ x / e believe that a Macintosh network, with its ease of use, friendly

interface, and powerful capabilities, is more exciting to see in action
than ‘any other network system. Network users easily become proficient at
collecting and distributing information. To provide this easy interface, however,
the network administrator must deal with many complex concepts that are
unseen to the end user. This book is intended to help the administrator under-
stand networking concepts in order to design and manage Macintosh networks
that run at their highest performance potential.

Why You Need This Book

There are very few sources of detailed information on the construction and
management of AppleTalk networks. This book aims to fill that gap. It doesn't
make any difference whether you're a user of a network, a designer of a new
network, or a manager of a large established network — this book explains both
the background concepts and the working details of Mac networks so that you
can put the information to good use. If you're interested in making a network
work better —or even just making one work! — this book will help.

Whom This Book Is For

This book is aimed at two groups of network administrators: beginning Macin-
tosh network administrators, who may need help in understanding how to
design a simple AppleTalk network for sharing printers and files, and adminis-
trators of large, challenging networks, who need information on the various
aspects of managing multiple routers, servers, modems, and other network
equipment.

We have written this book for a wide audience because we believe that many
times, the network administrator of a small network often finds himself or
herself becoming the network administrator of a large network. So this is a
book you can grow with.

To get the most from this book, you should already be familiar with the basic
pieces of the Macintosh interface, such as volume icons and opening the
Chooser. You should also have an understanding of the basic use of the
Macintosh — manipulating the mouse, and so on. If you do need to learn more
Macintosh fundamentals, please study the manual Getting Started With Your
Macintosh or the disk Your Tour of the Macintosh. Both come with every
Macintosh computer. You can also consult other IDG books on the Macintosh
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for additional information. Suggested titles include Macworld Complete Mac
Handbook by Jim Heid; Macworld Guide to System 7, by Lon Poole; and
Macworld Read Me First Book, by Jerry Borrell et al.

The first section of this book will cover network fundamentals to provide
background if you have never worked with a network before.

How This Book Is Organized

Material in this book has been organized as much as possible to lead you from
simple and fundamental concepts to the more advanced complexities of
networking. We encourage you to read this book in sequential chapter order
because many of the earlier chapters provide underpinnings to discussions that
appear later in the book. Also, as much as possible, we have tried to use a
cross-reference icon in the margins to show you where the more detailed
explanation can be found. See the section in this Introduction called “Conven-
tions Used in This Book,” for more information on the icons used in this book.

Part One: Introducing Networking

In Part One, we discuss why we think networking is so important and intro-
duce the many exciting things that you can do with a network. We describe
how information is transmitted across a network and how network protocol
suites are used. You'll find that these fundamentals are very important for
understanding the material presented in later sections.

Chapter 1, “Understanding Connectivity,” explains what a network can do for
you and your company and why we recommend the AppleTalk protocol
system for Macintosh networking.

Chapter 2, “Understanding Networks,” describes how signals work over your
network’s cable to transmit information and the basics of how the various
pieces of your network — such as transceivers, repeaters, bridges, and rout-
ers — function. This chapter also introduces some basic network vocabulary
that you can refer to as you continue in the book.

Chapter 3, “Understanding AppleTalk Protocols,” explains network protocols,
the OSI Reference Model, and the AppleTalk protocol suite.

Chapter 4, “AppleTalk Protocols in Action,” gives you examples of several of
the AppleTalk protocols in action. You learn, for example, which network
protocols are used when a Macintosh sends a print job to a LaserWriter.




Introduction 3

Part Two: Installing an AppleTalk Network

Part Two takes a close look at putting together AppleTalk networks, starting
out with the basics of network design and layout. In this part, we cover
LocalTalk and EtherTalk network design as well as the design of large (20 or
more zones) networks. You'll find tips on what types of cable and connectors
to purchase and what topology pitfalls to avoid.

Chapter 5, “Network Design 101,” describes the various topologies you can use
for designing your network and the advantages and disadvantages of each. We
also introduce you to the concept of fault-tolerant network design.

Chapter 6, “Designing a LocalTalk LAN,” builds on the concepts introduced in
Chapter 5 and describes in detail the relations between LocalTalk and other
topologies. After covering the physical limits of LocalTalk network topologies,
the chapter then goes on to show you what devices, such as repeaters and
bridges, you can use to extend the limits of those networks.

Chapter 7, “Installing a LocalTalk LAN,” explains how to select connectors and
cables for your LocalTalk network and then tells you how to install a LocalTalk
LAN in either the daisy-chain, bus, passive star, or active star topology. You
learn the importance of testing your network.

Chapter 8, “Designing an Ethernet LAN,” describes Ethernet standards and the
types of cables and topologies that can be used for Ethernet networks. The
chapter then moves on to describe the hardware that's available for connecting
Macs and LaserWriters to Ethernet, and what kind of performance you can
expect from Macs on Ethernet networks.

Chapter 9, “Installing an Ethernet LAN,” is the Ethernet parallel to Chapter 7, as
it explains how to select Ethernet cables and connectors and how to wire them
together to create a LAN using either coaxial cable or unshielded twisted-pair
wire. The chapter also walks you through the procedures for setting up an
Ethernet connection for your Mac.

Chapter 10, “Using Modems with Networks,” introduces you to the terminology
of modems and telephone systems and then shows you how you can share
modems on a network or link a remote Mac to the network with a modem.

Chapter 11, “Designing an AppleTalk LAN,” explains Apple’s concept of
internetworking and how you can use routers to join networks together to
form larger internetworks.
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Chapter 12, “Making the Phase 2 Move,” describes the strategies you can use to
upgrade an AppleTalk network from Phase 1 to Phase 2 protocols and goes on
to outline many of the problems administrators may encounter during the
upgrade.

Chapter 13, “Designing an AppleTalk WAN,” is an overview of the methods you
can use to connect geographically separated networks, WANs (Wide Area
Networks), particularly using telecommunications services.

Part Three: Managing an AppleTalk Network

Part Three covers many of the aspects of managing an AppleTalk network, from
troubleshooting physical cable problems to maintaining security for your data
files. In this part, we cover procedures for troubleshooting network problems,
the monitoring of network traffic, and configuring routers, as well as ways to
maintain security and keep track of software usage on your network.

Chapter 14, “Fault Management,” presents methods you can use to gracefully
recover your network from an unexpected failure as quickly as possible.

Chapter 15, “Performance Management,” describes ways to spot bottlenecks in
your network’s performance and how to improve the throughput of a network.

Chapter 16, “Configuration Management,” explains how to configure network
devices such as routers, bridges, and servers. You learn about the proprietary
configuration tools currently available and the status on the development of an
open software toolkit called SNMP.

Chapter 17, “Accounting and Security Management,” explains how you can audit
usage of networked printers and file servers and then shows how you can
maintain secure access to your network resources.

Chapter 18, “Resource Management,” describes some of the ways you can use
resource management tools to find out what software and hardware is installed
on each Mac and how this information can help you deal with some common
problems.

Part Four: Using an AppleTalk Network

Part Four covers the various types of applications that you might run on your
network. We discuss the setup and usage of printers, file servers, and databases,
as well as the types of electronic mail and groupware currently available for
Macintosh LANs.
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Chapter 19, “Using Printers on the Network,” describes the differences between
print spoolers and print servers and how they should be installed on a network.

Chapter 20, “Moving and Sharing Files on the Network,” explains how you can
use file-transfer utilities and file servers on a LAN, and how distributed and
centralized file servers differ from each other. The chapter also includes hints for
setting up a centralized file server.

Chapter 21, “Using Networked Databases,” presents an overview of the various
types of databases and how they can be installed on your network for efficient
use. This chapter also introduces you to the concepts of client-server computing.

Chapter 22, “Using Electronic Mail,” explains how e-mail programs work and the
important features that you should look for in an e-mail program. The chapter
also introduces you to the types of gateways you can use to link different e-mail
systems together,

Chapter 23, “Using Groupware,” shows you what software is available for users
so that they can work together as a group over a network. Groupware includes
such items as group schedulers, document-editing programs, and document
tracking and retrieval programs.

Part Five: Working with Other Computer Platforms

In this part, we turn our attention to networks that are not using AppleTalk
protocols and how you can connect a Macintosh to such systems. Part Five
covers non-AppleTalk networks as well as connectivity solutions to Unix, VMS,
and IBM computers.

Chapter 24, “Using Non-AppleTalk Protocols,” describes the various networking
protocol systems currently in use and how Macs can be set up to use some of
these protocols, either directly or through gateways.

Chapter 25, “Sharing Printers and Files with Other Platforms,” explains how you
can use printers attached to other, non-Mac systems; a major focus is on non-Mac
print servers. This chapter also contains an overview of the many systems that
now offer AFP-compatible file servers and explains how Macs can use the NFS
filing system on TCP/IP networks, as well as some of the problems facing users
attempting file exchanges between different platforms.

Chapter 26, “Running Applications on other Platforms,” explains how you can
use terminal emulators to attach your Mac to other computers and how the Mac
can utilize X Windows, foreign databases, and distributed processing involving
other types of computers.
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Appendixes
Several useful appendixes supplement the information found in this book’s
chapters.

Appendix A, “AppleTalk Packet Formats,” graphically displays the data con-
tained in packets generated by the various AppleTalk protocols.

Appendix B, “List of Vendors,” provides product and contact information for
vendors that we've mentioned in the book.

Appendix C, “Glossary of Networking Terms,” contains definitions of the major
networking terms that we’ve used throughout this book.

Appendix D, “Networking Acronyms,” contains a list of acronyms.

Conventions Used in This book

Certain conventions are used in this book to help you better understand the
discussions.

Icons

This book features a variety of icons, which are located in the margins. The
icons are intended to alert you to information you can keep in mind as you
learn Macintosh networking concepts. Here is what to look for:

The paragraph denoted by the background icon provides some
background information on the point under discussion.

The tip icon points to a useful hint that can save you time and
trouble.

The caution icon alerts you to potential problems.

6;2. fe The cross-reference icon tells you where in this book you can find
Bl more detail about the subject under discussion.




Introduction

& ;
& The System 7 icon points you to issues specific to Apple’s System 7
operating  system.

Sidebars

Certain discussions in this book are expanded peripheral details. The information in the
with sidebars — shaded boxes that often sidebars can often give you an edge of
contain background information and other understandmg and insight.

Special notations

The dollar sign ($) represents the start of a string of hexadecimal numbers. For
example, an Ethernet address would be written like this: $0800899a724b.

Note that hexadecimal numbers and on-screen information and code appears
in a special typeface.

Feedback, Please!

We appreciate your feedback. Please feel free to contact us in care of IDG
Books Worldwide with questions or comments. You can also reach the authors
electronically via CompuServe. Dave Kosiur can be reached at address
742006,3270; Nancy Jones' CompuServe address is 70400,3676.
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Part One: Introducing Networking

Part One of Macwaorld Networking Handbook contains basic material about using
networks and how networks work. We start out by showing you how networks can
be used in different business situations and explain what actually happens on a
network cable and within your computer. Then we describe the details of the
AppleTalk protocol suite and give you some examples of how the protocols work.

Chapter 1 explains what we think connectivity and networking is all about and
presents some typical business situations in which you might use networks. We
also explain some of the unique features of AppleTalk.

Chapter 2 gets down to the details of what happens on a network cable and how
your computer's data gets transmitted over the network. In this chapter, we
introduce some basic network vocabulary as well.

Chapter 3 is a detailed explanation of network protocaols, including the 0SI Refer-
ence Model and the AppleTalk protocols. We start out with a simple explanation of
AppleTalk and then discuss each protocol in detail.

Chapter 4 shows you which AppleTalk protocols are involved in some typical uses
of the network.




Chapter 1

Understanding
Connectivity

In this chapter . ..

+~ What a computer network is

+# How computers and networks evolved

1~ Some examples of the uses of computer networks
1~ What's special about AppleTalk networks

\ x / hether you realize it or not, we live in an age of networks. Almost all

the information we get every day arrives at our homes and our desks
via some sort of network. In this context, we can define a network as a collec-
tion of things that share a common purpose and are interconnected in some
way. Such a broad definition can include television networks, telephone
networks, bank ATM networks, and computer networks, as well as non-electric
networks like the postal service. In this book, however, we're going to deal only
with computer networks,

But the title of this chapter is “Understanding Connectivity.” How does that title
relate to networks? It's simple. Connectivity is a term that encompasses all of the
networks you come into contact with. Networks by themselves are the comput-
ers and their physical links; connectivity is what results when we humans use
networks. Connectivity is the guiding principle behind networking, for connec-
tivity is the capability to acquire and share information.

What Is a Computer Network?

A network is a collection of devices that share a common purpose and are
interconnected in some way. We'll get more specific so that we can talk about
computer networks, which are the subject of this book. A computer network is a
collection of computing devices, such as personal computers, large mainframe
computers, printers, and modems; this collection of devices is interconnected so
that all devices can share information. Such information might include stock
quotes, a printed report, or even a typed message about the next intramural
baseball game. If we had to pick three words of importance from that definition,
they'd be the following: collection, interconnected, and sharing.
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A single personal computer connected to a printer is not a network. Neither is
a computer attached to a modem. But if you connect more than one computer
to a cable to use the printer and share information with each other, you have a
network.

What can be connected to a network? We mentioned the basic devices —
personal computers, printers, and modems. You might also connect larger
computers, such as minicomputers, mainframes, and supercomputers, to your
network. Or you might use a cellular modem to link a portable computer to a
network. The possibilities are nearly endless. In this book, we'll introduce you
to many of the common networked devices, along with the common applica-
tions of Macintosh networks.

Before we show you some examples of Macintosh networks, we'll take a brief
look at how computer networks evolved from the first electronic computers to
the present day.

A Short History of Networking

When electronic computers were first created, they were huge beasts of
vacuum tubes and relays that required large air-conditioned rooms and teams
of workers just to keep running. Not just anyone could go into the computer
room and start programming the computer to solve a problem. In fact, very
few people even knew how to program these computers. The usual situation
was for a group of workers to coddle the big computers (called mainframes)
as they solved their assigned problems. The computers and their support teams
usually were in a large room all by themselves, isolated from the rest of the
workers or users. But, as the computers represented a large corporate invest-
ment, these rooms often had large glass windows so that executives and other
visitors could see the results of their investment. That situation hasn’t changed
much in the present, either — the glass rooms and large computers are still
around and are likely to stay around for some time to come.

As these large computers became more sophisticated, they could actually

. process more than one job at a time; this capability became known as time-

sharing. Time-sharing led to the first attempts at networking, more properly
known as terminal networking. Each user could sit at a computer terminal
located somewhere in the building and submit jobs to the computer for
processing. The computer queued jobs according to available resources and
requirements and ran a few of them at the same time, spitting back results to
the users at their terminals (or on a printer). But the idea of handling the
contention between all these users’ terminals and the submitted jobs is similar
to what we face today with local area networks (LANs) consisting of micro-
computers.
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Eventually came the PC revolution. Now we have more computing power on
our desktops than existed in the early mainframe computers. But until LAN
systems came along, each PC was fairly isolated from the other PCs. In fact,
sneakernet was the main transport for exchanging data. One thing changed
with the introduction of PC LANs with respect to control of communications.
With mainframes, most, if not all, of the intelligence was located at the main-
frame and not the terminals; communications control was located at the
mainframe. With PC LANs, however, the computing intelligence was distrib-
uted among the computers, and the control had to be distributed. So commu-
nications control was built into the network itself.

There’s a tendency to associate the term
networking with the smaller Mac or DOS-
Sneakernetis a common term denoting a based computers and workstations. This
non-network method for transferring files reflects a frequent pairing of the term
between computers. With sneakernet, you
transfer the files by walking — in your
sneakers, of course — from computer to

network with LAN, or local area network. But
there’s more to connectivity than just net-

computer with a floppy disk containing the working as we've defined it here. Connectiv-
files. The term is variously called Nikenet, ity means connecting to and exchanging data
Adidasnet, or Reeboknet — pick your with any kind of computer, small or large,

favorite shoe manufacturer. wherever it may be. So, although most of this

book focuses on LANs, we will devote an

entire section to using a Mac to connect to

larger computers, with or without a LAN.

Sharing Information and Resources

The common work environment these days necessitates working with other
people, either in your own company or with your customers. That means that
if you're not networked now, you probably soon will be.

Networks are built for two main purposes: sharing resources and sharing
information. Resources can include such tangible items as expensive computer
peripherals — laser printers, imagesetters, slide makers, and so on. Informa-
tion, on the other hand, is likely to be the lifeblood of your enterprise. All
those sales reports, parts inventories and orders, sales contacts, and personnel
histories are integral requirements of the business.

You might say that you can share all this information without a network; after
all, you've already got sneakernet, so you can copy your files to a floppy disk
and take them down the hall to someone else’s Mac. That may work in some
situations. But what about the times when the person you're sharing data with
is in another building, another city, or across the country, and the person
needs the data “right now™? In these cases, sneakernet just won't cut it. You need
a real live network to make data exchange easier, regardless of the scale.
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One of the most important advantages of sharing information on a network is
the capability to continually update information. As an example, imagine what
the New York Stock Exchange would be like if every stock transaction had to
be hand-carried to a computer operator, who entered the transaction and then
printed out a report for every interested party. Even worse, imagine that this
manual exchange had to be accomplished with the interested parties residing
all over the country, and that each party required delivery of the information at
the same time. That's what would happen without a network. By the time
some of the reports were printed, they’d most likely be out of date.

With a network, the transaction can be entered once and that data shared
immediately with anyone who's interested. You can get the same type of
interaction by sharing data in special files (usually in a database installed on a
file server) with the other members of your workgroup. The data might include
only your company’s current inventory, but with a network, everyone gets the
same data at the same time. This sharing of information from one central
source also ensures that duplicate, perhaps incorrect, data isn't being circu-
lated.

In our opinion, sharing information is a more important justification for
networks than sharing resources. It's true that not everyone has a personal
LaserWriter, and networks are, in fact, good for sharing printers. But printing
reports and memos is only a small portion of what networks can help you
accomplish by sharing information. Even more importantly, future networks
are likely to offer even more opportunities to share and use information than
you thought possible. But we're not going to get starry-eyed here about future
prospects. We're concerned here with what networks can do now.

One of the appeals of networking is its versatility — you can do so many
different things with a computer network. If you surveyed a group of network
users, you'd probably get a different response from each of them, where each
pointed out a different way that they used a computer network to their benefit.
We'll go through a few examples to give you a flavor of how networks help
you work.

Using electronic mail and groupware

Electronic mail, commonly called e-mail, is just what its name implies: an
electronic form of paper mail that follows the same type of conventions used
by intercompany mail or the U.S. Postal Service. You type a note on your Mac,
select the names of the people it's supposed to go to, and send it over the
network. (We'll give more details of e-mail in Chapter 22.)

A new class of computer software, called groupware, is similar to e-mail.
Groupware is designed to make the exchange of information among a group
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of workers easier by having the networked computers take care of some of the
details. For example, the computers can keep track of a group’s schedules. They
might also track different versions of a report and propagate the changes to that
report among the workgroup. We'll discuss groupware in Chapter 23.

Relieving telephone tag

When Steve Jobs introduced the Macintosh computer at Apple Computer, he
claimed that he wanted to make the Mac an information appliance as simple to
use as the telephone. But, as we all know, the downside of telephones is that
the person you're trying to reach sometimes isn't there to take your call. Often,
we're left talking to an answering machine or voice mail. Conversely, even if a
human being is answering phones for you, your desk may get covered with
slips of paper from past phone calls that you weren't able to take.

Fortunately, computer networks don't suffer from the same problems as
telephone networks. With products like electronic mail, your computer can
take care of relaying information to others whether or not they're available at
the time. So instead of passing telephone messages back and forth as you try
to talk to each other (rather than each other's voice mail), you can compose a
lengthy discussion of a subject and mail it to your co-worker. The co-worker can
sit down, read your message, think about it, and compose a suitable reply.
Each of you gets to do this at your leisure, and you'll have accomplished
something when the process is finished. If nothing else, the hassle level is
reduced when compared to playing telephone tag.

Of course, you can’t always avoid telephone tag, even if everyone in your
company uses e-mail. But what about all of your clients and contacts in the
outside world? Even here, electronic mail may be of some help. A receptionist
answering your phone can use e-mail to send you all the telephone messages,
rather than writing them down and adding to the pile of papers on your desk.

Scheduling meetings

Meetings are one of the most common activities of businesses. Keeping track
of all the meetings you have to attend as well as their agendas can often seem
like an overwhelming task. But there are ways to use a computer network to
keep track of, and schedule, meetings more easily than with paper-based
systems.

You can use e-mail to send notices to your co-workers about a proposed meeting.
You might include the agenda for the meeting or even attach a spreadsheet or
graphics to be discussed at the meeting. When the other workers receive their e-
mail, they can read your proposal and send back a reply; they may confirm that
they’ll be there, give you an excuse why they can't make it, or even offer com-
ments on your agenda. All this can be done via e-mail, without using a single
piece of paper.
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As mentioned previously, groupware software can accomplish the same thing.
One type of groupware handles meeting schedules, including searches of
workers’ schedules for open time slots to identify a feasible date and time. A
product called Meeting Maker (ON Technology) does this for networked Macs.

Using a shared database

Databases have become a common way to store and share information over a
network. That's because everyone who accesses the data stored in a database
sees the same data, and any changes are propagated to everyone else using the
database. Databases also offer security options which you can use to control
access to the data. For instance, some users might be able to change, or update,
the data, while others could only use the data to generate reports. We'll mention
more about networked databases in Chapter 21.

Passing around sales contacts

If you work in a sales organization, you may have a method for sharing new
sales contacts. You may receive some leads meant for someone else’s territory,
for example, or it may be that the sales team distributes the workload of new
leads. This is another area where networked computers can help.

One way of maintaining a collection of sales information to be shared is to set

% up a shared database on a file server. This database can compile essential
information about each sales lead and may even include assignments. Because
this shared database is centrally located on the network, sharing data is easier
than if each salesperson were to store sales information in a separate database on
his or her own Mac.

o Tracking inventory
9*233?' Tracking your company’s inventory is another use for a shared database. The
< % inventory database might be more complicated than our previous example, as it

probably contains information on parts availability, suppliers, pending orders,
and similar items. Because some of this data can be compartmentalized, it's
probably best suited for what's known as a relational database (see Chapter 21).

This centralized database can be accessed in various ways by groups within the
company. The receiving department can update new parts shipments, and the
accounting department can generate billings directly from the same database.
Sales can check the status of previous orders, and managers can track the
product flow into and out of the company. The basic data that everyone sees is
the same; it's just that each user employs an interface to the data that’s specific
to the user’s needs. Because data is stored in a central location, it's easier to
verify that everyone's talking about the same numbers, and that everything’s up
to date.
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Sharing files

Assume that it's time to prepare a special sales report that requires input from
a group of your co-workers. Here again, using the network can make your job
easier.

First, you should realize that what we mean by “the network” isn’t geographi-
cally restricted. Your co-workers may be all in the same building as you or may he
scattered around the city, the state, or even the world. With a properly designed
network, this geographic scatter makes no difference.

The basic function of the network is to exchange ideas and files among the
workers. You may choose a simple file-transfer program to send word process-
ing and graphics files to the other worker, or you may decide to keep all the
files necessary for the report on a file server that everyone can access. Tracking
files, however, is a bit easier if everyone works on the files from a central
location, as on a file server.

There are also some groupware products designed to make some of the steps
of report generation easier. With some of these products, you can work with
the rest of your co-workers on a report document at the same time, seeing each
other's changes as they occur. Such a process might be difficult to coordinate if
the work team were located all over the world, though. Another way is to use
groupware that coordinates different versions of the document, showing the
changes suggested by each team member to the document’s owner.

We hope that this gives you a feel for what you can do with a computer
network, with a minimum of hype — we work with networks every day, so we
know that the hype doesn't do anything to improve connectivity.

Macs and Connectivity

We live in a multinational world. In similar fashion, our businesses run in a
multi-computer world. I's more common for companies to have a network
using more than one vendor's computers than it is to see only one type of
computer throughout the company. In this multi-computer world, no vendor's
computer can afford to be an island unto itself. Connectivity, or the ability to
share information with other types of computers, is de rigueur. Like many
other computers, Apple’s Macintosh computers offer many ways to connect to
other computing systems and different types of networks to exchange data.
Throughout this book, we're going to show you how Macs can be connected
using their built-in networking support, called AppleTalk, as well as how Macs can
connect to other systems.
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AppleTalk and networking

This book is primarily about AppleTalk. Why? The answer’s fairly simple:
AppleTalk is the network of choice for connecting Macs. This preference stems
from two reasons. First, AppleTalk support has been built into every Mac since
the first one rolled off Apple’s assembly lines; and, second, the user interface
to networks provided by AppleTalk is probably the easiest to use of any
currently available.

Don't underestimate the advantage the Mac has provided by including a built-
in interface to networking since the first Macs were manufactured. Building
AppleTalk support into the Mac has made it easy for users to experiment, as
they discover what works in a network, what doesn’t, and whether a network
will solve their problems or create new ones.

By incorporating AppleTalk within the Mac, Apple also gave developers a
single standard to use when creating network applications. No longer did
developers have to worry about the type of network interface being used or
whether any network drivers (the interface to the network card) were installed.
Network support came with each Mac, and activating it was as easy as clicking
on a button in the Chooser. That made some parts of network development
easier than before.

But back to the user. One of the distinguishing features of the Macintosh has
been Apple’s attention to detail regarding the user interface, making it as easy
and intuitive as possible to do things without reading many manuals. Right
from the beginning, Apple paid a great deal of attention to the user interface
for networking. It was a natural outgrowth of creating the Macintosh and its
distinctive user interface. Apple made sure that the ease of use that the Mac is
known for extends to networking as well.

One of the principal mechanisms for making the network interface more
tractable for the user is AppleTalk’s use of named entities. This means that
with AppleTalk, you choose the networked devices, such as laser printers and
file servers, by their names, not by some cryptic number, as is common in
other networking systems. Your Mac also has a name on the network, which
makes it easier for others to identify the Mac, either to send information or to
deal with a problem.

AppleTalk also allows you to create logical subdivisions of your network,
called zones, making it easier for users to find services on the network. These
subdivisions can be named appropriately for your company, as with zones for
Accounting, Marketing, Sales, and Engineering; or zones might be Bldg. 1-First
Floor, Bldg. 2-First Floor, and Bldg 2.-Second Floor. (For details, see Chapters 2
and 11.)
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Connecting to other computers

We said that no computer can afford to act as an island. The Mac is no
exception. Fortunately, both Apple and third-party vendors have seen to it that
the hardware and software you may need to connect to other computers are
available for the Macintosh. This is true whether the computer is a personal
computer running DOS, or a larger computer running Digital's VMS operating
system, one of IBM's mainframe-based operating systems, or Unix. The Mac
can connect to, and communicate with, them all.

As Apple has attempted to guide other vendors to providing support for
connectivity to other computers, the company has also attempted to guide the
vendors in the use of the Mac interface and its approach to networking. Thus,
when using the Mac, you'll see that although you may use a variety of network
services on other types of computers, the interface to those services will look
like the same one you use on an AppleTalk network with your Mac. This
perhaps gives the Mac the most transparent interface to multivendor network-
ing available at this time, making the Mac a “universal client” to all kinds of
network services. Later in this book, we will demonstrate how this “universal”
connectivity can be achieved.

Summary

In this chapter, we've presented the basic concept of connectivity and shown you some examples of
how you can use networks. This chapter presented the following points:

1+~ A network is a group of devices that are interconnected for a comman purpose.

1+~ Computer networks are only one of many different kinds of networks that we come into contact
with on a daily basis.

1~ The main reasons for networking are sharing resources and sharing information.
1~ Every Mac has built-in support for Apple’s AppleTalk networking system.
+~ Tools are available for connecting the Mac to almost every kind of major computer.

In Chapter 2, we'll discuss some of the basics of networks before we get into the details of AppleTalk
and Macintosh netwaorking.
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So far we've introduced you to some examples of how you can use networks

in your business. But a network isn’t just something you install and forget
about. The networks themselves are far from transparent — aside from doing such
tasks as transferring files or sending faxes differently, you're usually aware of the
wires and connectors that have been added to your computer to connect to the
network. In this chapter we'll focus on the various aspects of any physical network:
the cables, the electrical signals transmitted on those cables, how your computer is
attached to the network’s cables, and how your computer communicates with other
computers. We'll also introduce you to the basics of other network devices that are
used to build networks larger than those found on a single floor of a building or
contained in a single building. Then we’ll point out some of the concepts of
AppleTalk networking.

The Components of the Network

A network needs both hardware and software to work. On the hardware side, there
are the cables used to carry the network’s signals, the connectors between a
computer and the network cable, and any electronics required to interface the
computer to the network. As you'll see when we discuss networking protocols in
Chapter 3, “Understanding AppleTalk Protocols,” these items form what's known as
the physical layer.

In order for these electronic items to do something useful, you need some software
on your computer to communicate with the network hardware — this is the job of
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one or more software drivers that work with your computer’s operating system.
The most basic functions of the drivers form a network’s data link layer, but
drivers can also perform network functions that are defined by other protocol
layers.

Network media

Networks can be constructed out of almost anything that can transmit a signal
(excepting smoke signals). Whereas copper cabling is the most common means of
carrying network signals, there’s an increasing use of fiber-optic cables that use
photons, or light signals, rather than electrons to carry the signals. Some networks
also use wireless setups, such as infrared light or radio frequencies, to transmit
signals over short distances (for example, within a large room). Large networks are
often created using microwave or satellite links to connect smaller geographically
distant networks, such as when a large multinational corporation needs to link
together all of its branch offices.

Throughout this book, we'll focus on the various types of cables that use electrical
signals for a network because those cables make up the majority of networks
today. We won't cover fiber-optic or wireless networks, except in passing.

The two most common cable types for networks are coaxial cables and twisted-
pair cables (see Figure 2-1). Coaxial cable looks like the cable for your cable-TV
hookup. These cables use a center conductor for transmitting a signal and are
surrounded with insulation and a wire braid or similar conductive sheet to shield
the conductor from outside interference. This shielding makes these types of
cables ideal for use in noisy environments, such as factories. Shielding also
reduces the strength of the signal that is broadcast out of the wire, reducing the
chance of interception and snooping. Any wire carrying an oscillating electrical
signal acts as an antenna, broadcasting the signal to the space (air or vacuum)
outside the wire.

Twisted-pair cables are constructed just as their name indicates: These are pairs
of insulated copper wire wound around each other, much like strands of DNA.
These pairs are placed with other twisted pairs inside a larger insulated casing.
The twists within a pair (measured by the pitch, or number of twists per foot)
help reduce the electrical interference between signals transmitted on the wires
(this interference is called crosstalk). Simple twisted-pair cable may contain
only 2 or 3 pairs, but the heftier twisted-pair cable, such as that used for
corporate phone installations and networks, may contain 50 or more pairs.

Networks use two types of twisted-pair cable — unshielded and shielded (refer
again to the diagram in Figure 2-1). The shielding performs the same function as
the shielding in coaxial cable — it reduces the interference from electrical sources
outside of the cable. In general, however, the electrical interaction between the
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Figure 2-1: A diagram of several types of cable.

shielding and the cable it protects means that a signal cannot be transmitted as far
in a shielded cable as in a similar cable without the shielding. When deciding
between unshielded and shielded cable, therefore, your choice should be guided
by the amount of noise in your network environment, as well as by the length of

your network cabling. (See Part Two, “Installing an AppleTalk Network,” for more
details.)
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The wire used in twisted-pair cable is solid, not stranded, copper wire. The
thickness of the wire is most often expressed as American Wire Gauge (AWG).
The diameter of a wire is inversely related to the AWG number; thus, 24 AWG
wire is thinner than 22 AWG. This is because the AWG number is the number
of wires of that size that can fit in a standard area.

Cable connections

The purpose of the network cable is to transmit electrical signals, which are
received and processed by each computer's electrical interface to the network.
We'll go into detail on the nature of these signals in the following section.
What we want to emphasize here is that each computer, or other networked
device (such as a printer), requires an electrical interface between itself and the
cable. This interface is known as a transceiver, because it both transmits and
receives the network signals.

Part of the transceiver's job is to distinguish between true network signals and
noise. The transceiver also converts the analog electrical signals traveling on
the network cable to the binary 0s and 1s (digital bits) that computers can
understand and process.

In many cases, the transceiver is a small box connected

A transceiver, which transmits

~and also converts analog:signals
to binary signals.

by a cable to the network interface card (NIC), also

8ndreceivesme’nam0rk's Called [he network inteiface unit (NIU), that’s installed
signals, distinguishes between. in your computer. This is the setup for one type of
true network signals and noise Ethernet cable, called thick-wire Ethernet (see Chapter 8,

“Designing an Ethernet LAN,” for more information).
Network interface boards for the remaining two major

types of Ethernet, thin-wire Ethernet and 10BaseT, or

twisted-pair Ethernet, use a transceiver that’s part of the
NIC. With Apple’s LocalTalk wiring scheme, the transceiver is built into each
Mac and LaserWriter; an external connection box is connected to the network
cable, and a cable connects this box to the transceiver’s port on the Mac or
LaserWriter (see Figure 2-2).

The external connection device that connects to the network cable is also often
called a medium attachment unit, or MAU. This term is usually restricted to
external connection devices that include a transceiver, such as the one just
described for thick-wire Ethernet. A MAU connects to the NIC or NIU via an
attachment unit interface (AUI) cable, or drop cable, which plugs into the AUI
socket on the NIC.

What's in the computer?

Whether or not the network transceiver is located outside of your computer,
the remainder of the electronics for processing a network signal is found
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Figure 2-2: A block diagram of a typical workstation connection for Ethernet and LocalTalk. The shaded
area represents the computer’s hardware.

within your computer. A Mac has a chip on the motherboard that can interpret
LocalTalk signals and communicate with the microprocessor and its operating
system. For Ethernet, most Macs require an interface card (or an external box
using the SCSI or a serial port), which includes buffers for storing incoming
and outgoing packets and the rest of the processing electronics. The newer
Mac Quadras have Ethernet built into the motherboard. In either case, the
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operating system must include software that can communicate with, and
control, the network interface. This type of software is called a driver.

An Introduction to Network Signals

The electrical signals that are transmitted over network cables are much more
complex than the alternating current that's flowing in your home's electrical
wiring. We'll discuss in this section the basics

A driver contains the computer instructions to of how network signals are created and how
process incoming bits and to recognize their to combat the problems of noise and other
patterns according to certain rules known as interference.
protocols. When the computer is sending c:ag]ae
rk, the driver also ensures tha . -
ngiﬁm :n"e properly arra_ngel(; :3 that your creatmg Slgniﬂs
computer can communicate with other We've said that signals are transmitted
AU : throughout a network by cables. These
signals resemble the alternating current in
your home’s electrical supply. The signals change, or oscillate, continuously from
one voltage to another in a regular manner.

g
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o
S
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K Electrical signals are usually specified with two numbers. The first number is the
<

signal's amplitude, or the difference between the maximum and minimum voltage.
The second number is the signal's frequency, or how many times per second it
cycles from maximum to minimum voltage and back again. A signal that has a
smooth oscillation between the voltages is called a sine wave, which resembles a
smooth-topped hill next to a broad, smooth valley.

But computers deal with binary digits — the 0s and 1s that have no values
between them. If the maximum voltage of a sine wave means “1” and the mini-
mum voltage means “0,” what do all the rest of the voltages in the sine wave
mean?

In order to make electrical signals represent 0s and 1s on a cable, engineers have
combined sine waves together to form a square wave. The trick is to use a
number of varied sine waves, each with a different amplitude and a different
frequency (see Figure 2-3). The resultant square wave now remains most of the
time at either the maximum or minimum voltage, and the transition from one to
the other is very rapid compared to the period the wave spends at the maximum
or minimum.

To take this concept further, we can use the maximum of the square wave to
represent a binary 0 or a 1 from the computer and the minimum of the square
wave to represent the other value of the binary 0 or 1. Figures 2-4 and 2-5 are
diagrams of this concept. The maximum and minimum threshold values
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Plus more waves

Figure 2-3: These sine waves of various amplitudes and frequencies are added together to make a
square wave. The herizental black line represents the resutt of addimg waves together.

indicated by the jagged lines in Figure 2-4 represent the maximum and mini-
mum voltages that the transceiver’s electronics can detect as a signal. Any wave
that falls between the maximum and minimum threshold values (as shown in
Figure 2-5) is not detected by the transceiver because the wave is smaller than
either the maximum or minimum threshold value.
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Figure 2-4: A typical square wave used for a network signal.
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Figure 2-5;: An example of a weakened square wave signal that is lower than the transceiver’s threshold.

s° | Erroneous signals

045’ Nothing in life is perfect, and neither are electrical wires and cables. The laws of
% physics are such that wires resist the flow of electrons from one end of a wire to
the other. This is called resistance, which is measured in obms and varies from
one kind of wire to another. Wires also resist changes from one voltage to
another, such as when a sine wave passes through. This phenomenon, called
impedance, is also measured in ohms, partly because impedance is electrically
related to the resistance.

Resistance and impedance are two of the reasons why your computer’s signal may
never make it to another computer on the network. Both of these cable properties
act to absorb a signal, weakening it and dissipating the absorbed energy as heat. If
the cable’s length between the two computers is too great, your signal may be
reduced to a low enough voltage that the receiving computer never “hears” it
(refer to Figure 2-5). That's why all networking schemes have limits to the
maximum distance between the first and last computer on the network. There are
also devices called repeaters, which can boost, or amplify, the network signals.
We'll explain these devices later in this chapter.

Electrical signals don't always retain their original shape as they pass through a
wire because the impedance of a wire changes with the frequency of the signal.
Let's go back to our square wave, which is composed of multiple sine waves, each
having a different frequency. A wire’s impedance acts with different strength on
the waves making up the square wave in a process called attenuation. With
enough attenuation, the signal may no longer resemble a square wave, and the
transceiver may not recognize it as a network signal (see Figure 2-6).
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Figure 2-6: An example of an attenuated square wave.

& | Encoding signals

0,;9 A transceiver can have problems even with a good strong signal. That’s because a
2% transceiver receiving a signal has to be synchronized with the transceiver that sent
the signal, meaning that the receiving computer must know where the signal starts
and where the signal ends. If the receiving transceiver doesn’t detect the begin-
ning of a signal at the right time, chances are good that it will eventually miss one
of the bits in the frame — this is most likely to happen when there’s a long string
of binary 0s or 1s.

A transceiver with an extremely accurate clock might carefully measure the
width of the square wave representing a 0 or a 1 and thereby keep track of the
signal, counting binary digits as it goes along. But any drift or inaccuracy in the
clock eventually causes the transceiver to lose track of a digit. It's not only
difficult to create a clock this accurate, it's also expensive. Fortunately, there
are encoding methods that keep one transceiver synchronized with another
transceiver.

Rather than depending on the width of a square wave signal to represent a bit,
most network systems rely on different representations, or encodings, of 0s and
1s. A basic encoding method is called NRZ, or non-return to zero (see Figure
2-7). In NRZ, two separate voltage levels, one positive and one negative, are used
to represent the two binary digits, 0 and 1. One form of NRZ encoding, NRZ-level
or NRZ-L, uses a negative voltage to represent a binary 1 and a positive voltage to
represent a binary 0.

However, all the NRZ encoding methods make it difficult to detect where one
bit ends and another begins. A more popular and reliable encoding method is
Manchester encoding (see Figure 2-7), which is used, for example, by Ethernet
networks. Manchester encoding always has a transition from high to low
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voltage (or vice versa) within the signal that represents one bit. By detecting
this additional transition, a transceiver can always tell that it has detected one
bit. The presence of this predictable transition within each bit's representation
makes it possible for transceivers to remain synchronized. Such encodings are
called self-clocking codes.

Getting the Message Through

L7 Imagine that you're in a crowded room, perhaps at a cocktail party, with a group
of people, all of whom are talking at the same time. In this chaotic scene, your
chances of holding a decent conversation for any length of time are pretty slim.
But now imagine something even worse: Each person in the room is talking
non-stop, without taking a breath. Now, you probably can’t understand
anything at all.

Networks have to deal with the same sort of problems. Two conditions are
necessary on a network to ensure that two computers can communicate with
each other reliably. First, no computer can transmit data on the network




Chapter 2: Understanding Networks

endlessly. Second, each computer must have a system for giving way to
another computer so that it can transmit data on the network,

Networks deal with the first problem by dividing your computer’s data into
groups of bits called frames, or packets. In addition to the data that you send
from your computer, a frame contains information about the source and
destination of the data — the network address of the computers on the
network.

The packet further contains information about which rules, or protocols, were
used by the computer to create the frame. If you send more data than will fit into
one frame, your computer divides the data into smaller groups and sends as many
frames as necessary to transmit all the data. So now you've got your computer
saying something, but still taking a breath every so often.

We still haven't dealt with the problem of having more than one computer
transmit on the network at the same time. If a group of computers were to start
transmitting their signals simultaneously on the network, the signals would mix
together unintelligibly, much like the commotion at the cocktail party. None of the
computers could distinguish the original signals,

Network designers have developed a number of ways to deal with this problem,
which is commonly called contention. We'll briefly describe the two most
common ways of overcoming network contention. These methods are known as
carrier sensing and token passing.

Each computer on the network has a specific network address. This address
identifies the computer as the sender or receiver of a frame. You may wonder why
contention is a problem if every computer has an address — can't a signal be sent
from one computer to the right destination much as you'd drive a car from your
house to a friend's?

Unfortunately, electrical signals don’'t work that way. Electrical signals are transmit-
ted in both directions along a cable from their source. Thus, every computer's
transceiver on the network must listen to the network cable to see whether the
frame that's passing by is meant for it — if it is, the transceiver copies the frame
and passes it on to the computer (see Figure 2-8). This process is similar to having
a party line for your telephone; everyone’s phone rings for an incoming call —
you know whether the call is for you only when you answer the phone.

We'll take a closer look at the different methods that networks commonly use
for dealing with contention problems.
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Figure 2-8: Transmitting and receiving frames on a netwaork.

+° | Carrier sensing
& The idea behind carrier sensing is that a computer can listen to the network to
2 see that no signal is being transmitted before it transmits its own signal. When
the network is idle, the computer transmits its own packet, while continuing to
monitor, or listen to the network.

In some cases, two or more devices may decide to transmit at about the same
time. Their packets will interfere with each other, a situation known as a
collision. What a computer does to prevent or detect a collision is the distin-
guishing factor for the two major types of carrier-sensing networks. These
types are called carrier sensing multiple access with collision delection
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(CSMA/CD) and carrier sensing multiple access with collision avoidance
(CSMA/CA). The words multiple access in this terminology simply mean that
more than one computer is operating on the network.

In CSMA/CD, a transmitting computer stops transmitting its data on the
network when it notices that a collision has taken place (see Figure 2-9). If you
think back to our cocktail party analogy, this is like a person who waits silently
for a period before saying anything; if anyone else starts talking when he does,
he stops talking,

CSMA with collision avoidance (CSMA/CA) parallels our cocktail party with a
new twist. Here, rather than simply waiting for a silence, our speaker says
“excuse me” or coughs to alert the others and then starts talking. The key here
is that the speaker does something to grab everyone’s attention before speak-
ing. Drawing a comparison to a network, the computers each listen for such an
attention-getting signal in the form of a particular packet, called a carrier burst,
to see whether the cable is going to be used by another computer. If a
computer detects this packet, it knows that another computer is going to use
the cable and that data will follow; if there is no carrier burst, the first com-
puter can send one of its own to start a conversation.

Token passing

Token passing is different from both of the carrier-sensing methods we just
described. As the name suggests, token passing involves sending an electronic
token packet on the network from one computer to the next; this token gives the
receiving computer permission to transmit data. When that computer is finished
sending its data, it then passes the token on to the next computer (see Figure
2-10). This is much like going around a table at a meeting and asking each person
at the table if that person has anything to say.

Of the networks that we'll be discussing in this book, Apple’s LocalTalk network
uses CSMA/CA to deal with contention on the network, whereas Fthernet uses
CSMA/CD. And, although we won't be saying much about token ring net-
works, many IBM computers and their clones are wired together using token
passing rings. Macs can also be attached to token ring networks and use the
TokenTalk driver to communicate with each other.

Devices for Larger Networks

S0 now you know that such conditions as noise and resistance place both distance
and node limitations on your network cables. But suppose you need for Mary to
talk to Paul, and they're at opposite sides of a long building, or even across the
street. How do you overcome the distance and node limitations? How do you
create a larger network?

33
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Figure 2-9: How CSMA/CD works on a network.
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C transmits a packet addressed to A.

The packet is not addressed to B; B ignores it.

A copies the packet as it goes by.

The returning packet is absorbed by C.

Figure 2-10: Transmitting tokens and frames on a token ring network.
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You can go beyond these limitations by using any of the devices known as
repeaters, bridges, and routers. These devices enable you to connect cables
together to form larger and larger networks. Each device type in its tumn is a
step up in performance and flexibility, but also a step up in complexity for the
network administrator, We'll explain each of these devices in order of their
increasing complexity. We'll show you how and when each device can be
used and point out the limitations of each device as well.

Repeaters

You can use a repeater to link two network cables of the same type. AppleTalk
networks use two primary cable types: LocalTalk and Ethernet. A repeater can link
two LocalTalk cables to make a longer LocalTalk cable, or two Ethernet cables to
make a longer Ethernet cable.

The primary purpose of a repeater is to amplify and reclock the electrical signal
(see Figure 2-11). A signal traveling along a cable is gradually weakened by
the resistance of the path, making the voltage of the wave too low to be heard
by the receiver. A repeater solves this problem by reissuing the signal at full
strength across to the second cable. Obviously, the placement of the repeater
is important. The repeater must be located at some place along the cable
where it can still detect the incoming, somewhat weak, signal.

A repeater has two primary limitations. The first is that a repeater strengthens a
signal, but does so only for two passes. Once a signal has gone through the
second repeater in a row, the signal is no longer strong enough to be repeated a
third time. Secondly, a repeater does not solve the problem of too many collisions.
The number of collisions goes up with the number of nodes in use on a segment.
When the number of collisions causes the network to fail or to slow to a crawl,
you need to move up a step and install a bridge.

Bridges

A bridge also combines two like cable segments and performs all the functions
that a repeater does. Beyond this, the bridge adds some traffic-handling capability.
A bridge maintains a table that informs it about which nodes are located on either
side of it. As a packet travels on the network, the bridge retrieves it and checks
its header. If the packet and its destination are on the same side of the bridge,
the bridge does nothing. But when the destination is on the other side of the
bridge, the bridge passes the packet across (see Figure 2-12). In this way, only
the traffic that is destined for the other side gets across. Local traffic stays local.
Most bridges today are called learning bridges, which means they collect
information that they need for the address table. Previously, the administrator
had to enter the address table and maintain it manually.
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Figure 2-11: An example of a repeater processing network signals.

Again, there are two primary limitations to a bridge. First, a bridge only looks
at the address to determine whether the packet should be passed across. A
certain type of packet, called a broadcast packet, has a destination of everyone
on the network. As your network grows, such broadcast packets can over-
whelm the network, and the bridge can do nothing to limit the broadcasts. As
your network traffic increases, you will need to put routers in place.

Is the destination for
this packet located to
the left of this bridge?
If so, pass it on.

[

To destination From source
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< <
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Legend: ]
Other data in packet

Hardware
address for
destination

Figure 2-12 An example of a bridge processing a network packet
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A second limitation with a bridge is that it can join only like segments. If you
want to connect a LocalTalk cable to an Ethernet cable, you will need to use a
router.

Routers

A router does more than just link two cable segments together and filter traffic.
A router actually links two networks together. When you put a router in place,
it creates a separate designation for each cable and calls each a network. Each
network then has its own designator, a network number, so that the router can
keep track of it (see Figure 2-13).

With bridges and repeaters, you make a single larger network. But with a router,
you are joining multiple networks. So what does this mean to you? With a router
in place, the administrator can define areas physically. In addition to source
and destination node addresses, each packet now contains network addresses
for both source and destination. If you place another router as a link between
network cables on a second floor and third floor, for example, you can look at
any packet and identify the floor of source or destination. With no router — if
you used a bridge, for example — there would be no network address. You
would have only the node address, so the packet wouldn't tell you whether
the node was from the second or third floor.

A router is capable of performing many advanced traffic-flow procedures. As
we mentioned previously, a router does not pass broadcast traffic. If informa-
tion in a broadcast packet is needed on the other side, the router itself creates
a packet, using its own address as the source and then sending the informa-
tion. In some cases, multiple devices may be sending out information in a
broadcast format, With a router, this information goes across only once.
Information regarding node addresses also is not passed on by the router.
The router looks at the network-address destination portion of a packet and
passes it across when the destination-network number matches,

Because a router joins two separate networks, it can also join two different
types of cable segments. The router changes the packet as necessary and sends
it across in the new format.

Although routers can link networks that are countries apart by using telephone
serial links, routers do have traffic limitations. A router is usually slower than

a bridge because the router does more processing of packets, maintaining
network numbers, and filtering packets. Also, routers add to the data traffic

on the network. On networks with more than one router, the exchange of
route information creates additional overhead.
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Is the destination for this
packet located to the left of
this Router? If so, pass it on.

\

To destination From source

I (1111 |
[ |<

<
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Legend:

Other data in packet

Network address
for destination

Figure 2-13: An example of a router pracessing network packets.

A Basic Networking Vocabulary

In this chapter, we've focused on the physical aspects of a network. Occasion-
ally, we've used some terminology that deals more with the logical or organi-
zational aspects of networking, such as network addresses. We'll be dealing
extensively with the logical organization of networks, so we’ll take some time
now to introduce some of the vocabulary that you'll need to know. Remember
also to check Appendix C, “Glossary of Terms,” for further reference.

“r;r'.;;f-Should ou use a repeater aﬁ;brrdge, ora router

B _.'Use a repeaterw en't etnetwork is very small physrcal areas. Use a router when the network’s
. For LocalTalk, you ‘should have no more than 48 ...physicalarea is large or spans more than one
dctive nodes (see.Chapter 15, “Performance - floor of a building, or when you need to join two
Management”). Use a bridge in busy but small drssumlar cable segments.
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Previously, we referred to network devices. It should be fairly obvious by now
that a network device is just about any type of computing device that you

can attach to a network. This includes Macs, DOS computers, file servers, print-
ers, and even modems. When any device is attached to a network, it is com-
monly referred to as a network node and is assigned a network address. This
network address is unique for each node. Many network systems require an
administrator to assign the network address to the node; some, like AppleTalk,
allow the node to select one for itself. We'll say more about AppleTalk’s method
later in this chapter.

Network nodes can also be subdivided into sockets, which have their own
identifying number for tracking purposes. Each socket on a network node is
associated with a single process or application on that node. Thus, if you're
printing a document on a networked printer and using electronic mail, the
network sees two sockets defined on your computer: one for the print job, the
other for your electronic mail.

Networkers also have a specific name for most of the networking tasks that your
computer performs; each task is called a session. It's convenient to think of a
session as a conversation between your computer and another node on the
network. Following the example in the preceding paragraph, your computer is
running one session between itself and the printer and another session between
itself and the mail server.

Note that we said that most, but not all, of your computer’'s network tasks are
sessions. Occasionally your computer searches the network for a particular
device — it may be looking for any file server, for example. To do this, the
computer sends a broadcast over the network. This broadcast is just what its
name implies; it is not addressed to any node in particular. Every node on the
network receives the broadcast and decides how to respond, if it responds at all,
based on the contents of the broadcast. Because the broadcast isn't directed to
one node in particular and there may be no response, a conversation doesn’t
take place between two nodes. Broadcasts, therefore, aren’'t considered sessions.

In a previous section in this chapter titled “Devices for Larger Networks,” we
introduced you to networking devices that can be used to create larger networks.
In our discussion of routers, we mentioned that routers connect two or more
networks to form a larger network. How does the router know which network is
which? When you install a router, you assign a unique network number to each
network. When you have a router on your network, packets are directed to their
destination by the router, based on both the network number and the network
address of the destination. (For convenience, many network systems, such as
AppleTalk, combine the node’s network address and network number into a
single internet address.)
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An Overview of AppleTalk Networks

The primary focus of this book is AppleTalk networking, even though we'll

talk about other ways of networking Macs in Part Five, “Working with Other
Computer Platforms.” Before going into detail on the AppleTalk networking

protocols, wiring and applications, we'll cover some of the basic concepts of
AppleTalk networks.

Dynamic node addressing

As we explained in the section about networking vocabulary, AppleTalk uses
both a node address and socket number to identify a network task. Devices
using AppleTalk are designed to select their node addresses dynamically. This
means that the first time a device is attached to an AppleTalk network, it
randomly selects a tentative node address from a range of numbers, as defined
within the AppleTalk specifications.

The device broadcasts that address to the network. If no other node is already
using that address, the new device uses the selected address and stores it for
future use. If another node already has the desired address, the new device
selects another address at random and tries the process all over again until it
selects an unused address.

Because an AppleTalk device stores its selected node address, it tries to use
the same address the next time it is turned on (or when it is reattached to the
network, if the device is a Mac Portable or PowerBook). This usually means
that, after the device is attached to the network and the selection process is
completed, the same address is used over and over again. On occasion,
however, an AppleTalk device may need to go through the process of select-
ing a new address. When a new device is attached to the network and turned
on, the new device may select an address formerly used by an older device.
Also, if you reconfigure your network, possibly by adding a router, your
AppleTalk devices will go through the process of selecting new addresses.

Note that because each Mac stores its node address in PRAM (Parameter
Random Access Memory), the address will be cleared if you replace the Mac’s
battery, so the Mac will need a new address when it's reattached to the
network.

AppleTalk names

Even though AppleTalk networks transmit and route network traffic based

on numeric addresses, we human users are more comfortable working with
named objects. AppleTalk relies on converting, or mapping, node addresses to
names to make network access easier for users. AppleTalk also lets network




42

Part One:

Introducing Networking

administrators logically group nodes into zones to make navigation through a
network easier.

We'll take a brief look at AppleTalk’s named services first. When a device is
attached to the network and provides a network service for other users, or
clients, to use, the type of service usually has a name associated with it. These
names, which represent types of services, usually show up in your Mac’s
Chooser with an associated icon. Some examples are AppleShare, which is a
file server; LaserWriter, which is a networked laser printer; and MS Mail, which
is an electronic mail server.

When installing any of these services on the AppleTalk network, an administra-
tor has the option of giving the device a name. Thus, you may have on your
network AppleShare servers named Finance, Legal, and Marketing. Or, your
LaserWriters may have names like “Word Processing,” or “Bldg. 3, 1st Floor,”
or “London.” In any case, these names show up in the Chooser when you're
looking for a particular server or printer, so you don’t need to know the
device’s numeric address in order to use it.

We also said that AppleTalk lets a network administrator combine nodes into a
logical group (provided your network has a router installed). These named
groups are called zones. The main idea behind zones is to make it easier for a
user to navigate through the network. For example, you might have a network
that runs through three stories of a building (see Figure 2-14). If your network
includes a router or two, you could decide that all devices on the first floor
would be in a zone called “Ist Floor,” all devices on the second and third
floors are in the “Upper Floors.” (Note that the “Upper Floors” zone includes
two routers.) When a user on the second floor starts looking for a laser printer
on the upper floors, he can use the Chooser to see a list of zone names, select
the “Upper Floors” zone, and select the LaserWriter icon to find all the laser
printers on in that zone (see Figure 2-15). If no zones were created (even if a
router is part of the network), the user would see all of the laser printers in
one list (see Figure 2-10).

The AppleTalk internet

Recall that the router calls each cable segment that is attached to it a network.
If each of these segments is called a network, what do you call the entire
network? A network of networks? Or a Network with a big N? That's a bit
awkward. Besides, you'd have problems discussing the “big-N" Network, as
opposed to one of the router's “little-n” networks. Apple chooses to call the
entire aggregate of networks connected via routers an internet,
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Third Floor
Zone name: Upper Floors

Second Floor
Zone name: Upper Floors

Finance LW_

First Floor
Zone name: 1st Floor

Marketing LW

Figure 2-14: A three-story building with three AppleTalk zones.
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Figure 2-15: The user sees only the Admin LaserWriter and Finance LaserWriter
when selecting the Upper Floors zone inthe Chooser.
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Figure 2-16: The user sees all three laser printers because the network has no zones.

Within an AppleTalk internet, each cable segment
has one or more network numbers associated with
EEtha S it. The c?riginal AppleTalk specifications allowed

a large international telecommunica- only a single network number per cable. When
tions network used by many univer- AppleTalk specifications were upgraded to Phase 2
sities to connect their computers. in June, 1989, Apple allowed Ethernet and token
ring cables to have more than one network number,
In either case, the AppleTalk router is responsible
for maintaining the list of network numbers and
their associated cables (see Chapter 3, “Understanding AppleTalk Protocols,”
and Chapter 11, “Designing an AppleTalk LAN™).

Apple's use of the term internet is
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Summary

This chapter introduced you to the vocabulary of networking and presented some concepts basic to
an understanding of how a network operates. We've covered the following points:

1~ The most common networks use coaxial cable or twisted-pair cable. Some also use fiber-optic
cabling or wireless connections, such as infrared or radio frequency.

»~ A computer requires both hardware and software to connect to a network. The hardware
includes both a cable connector and a transceiver to understand network signals. The software is
called a driver.

+~ The binary Os and 1s understood by a computer are transmitted as a square wave over the
network cabling.

1+~ These network signals can be weakened by the cabling, or interfered with by external noise
sources.

v~ Digital encoding schemes make it easier for transceivers to stay synchronized with each other in
order to correctly receive data.

v~ Networks use either a carrier-sensing technique or token passing to control communications
between computers.

v~ Arepeater can be used to amplify the network signal. A bridge can link networks using the same
type of cabling to create larger networks. A router can link networks using dissimilar cables to
create larger networks and control traffic on the network.

v~ AppleTalk uses names to identify networked services to the user. It also uses names ta show the
user logical divisions of the network.

Now that we've covered the basic concepts of networks and how they work, in the next chapter
we'll look at AppleTalk specifications in details.

45
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Chapter 3

Understanding
AppleTalk Protocols

In this chapter. ..

+» How the 0SI Reference Madel classifies network protocols

1~ The function of each AppleTalk protocol

1~ The interrelationships of the AppleTalk protocols

v~ The differences between AppleTalk Phase 1 and Phase 2 protocols

Love may make the world go ’round, but network operations are set in
motion by protocols — the rules that determine everything about the way a
network operates. Protocols govern how applications access the network, the
way data from an application is divided into packets for transmission through a
cable, and which electrical signals represent data on a network cable.

You can accomplish a good deal on a network without being aware of proto-
cols. But knowing about protocols can help if you're ever called upon to
troubleshoot a network or if you want to understand what's happening with a
router, a laser printer, or a mail server. Each protocol is assigned a different
network function, so you can use the protocol definitions to see how the parts
of a network relate or to understand the steps that an application must go
through in order to perform on a network,

When the guts of a networking system are designed, a suite of protocols is
defined so that the proper hardware can be manufactured and programmers can
adopt a standardized method of communicating with that hardware. Protocols
may be defined by a single vendor as with AppleTalk, or by a group of vendors,
as with Ethernet. In other cases, an international committee defines the proto-
cols for a network, as with the OSI protocols.

More than one kind of networking system is currently available for comput-
ers — names such as Ethernet, TCP/IP, SNA, DECnet, AppleTalk, FDDI, and so
on come to mind. Each system has its own rules for how the network should
work. And, as you might expect, the rules aren't interchangeable from one
network to another.
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In this chapter, we'll discuss the internationally accepted OSI Reference Model
for open systems, which helps vendors design networks that can communicate
with one another. Using this model as a framework, we’ll cover in detail the
AppleTalk protocols, what they do, and how they interact with one another.

Introducing the 0SI Reference Model

In an effort to standardize a way of looking at network protocols, the Interna-
tional Standards Organization (ISO) created a seven-layer model that defines
the basic network functions (see Figure 3-1). This model is called the OSI
Reference Model. The letters OSI stand for Open Systems Interconnection. In
many network operating systems, you can pigeonhole each protocol into one
layer of this reference model. In other cases, it's not so easy. Occasionally, a
protocol spans more than one layer of the model. In still other cases, some
layers may be missing entirely. But once you categorize the protocols accord-
ing to the OSI Reference Model, you'll find it easier to compare the component
functions of the various networks.

ing systems.

Two important principles are at the heart of the OSI

The seven layers of the 0S| Reference | Reference Model. First, there’s the concept of open
Model group network functions into systems. Each layer of the model is assigned specific
general categories; comparing various
protocols to this standard model will
help you understand various network-

network functions, which means that two different
networking systems that support the functions of a
selected OSI layer can exchange data at that level.
For the moment, though, this is more often true on

paper than in practice.

Second, the OSI Reference Model depends on the concept of peer-to-peer
communications. What this means is that data created by one layer in the OSI
Reference Model (such as the network layer) and transmitted to another device
on the network pertains only to the same layer on that device. In other words,
intervening layers do not alter the data; the other layers simply add to the data
found in a packet to perform their assigned functions on the network.

Protocol suites are designed in distinct layers to make it easier to substitute one
protocol for another. You can say that protocol suites govern how data is
exchanged above and below each protocol layer. (In fact, the graphical
representation of these protocols in vertical layers is why protocol suites are
sometimes called profocol stacks.) When protocols are designed, specifications
set forth how a protocol exchanges data with a protocol layered above or
below it. As long as you follow those specifications, you can substitute a new,
supposedly better, protocol for one currently in the suite without affecting the
general behavior of the network.
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| Application

|

(Network |

'

Figure 3-1: The 0S| Reference Model sets a standard for
network protacols.

We'll offer some examples and explain
the purposes of each layer, which we'll
list here in descending order. For now,
you can think of the layers as dealing
with the following questions:

Layer 7—The application layer:
What data do [ want to send to my
partner?

Layer 6 — The presentation layer:
What does the data look like?

Layer 5 — The session layer: Who is
the partner?

Layer 4 — The transport layer: Where
is the partner?

Layer 3 — The network layer: Which
route do I follow to get there?

Layer 2 — The data link layer: How do
I make each step in that route?

Layer 1 — The physical layer: How do
I use the medium for that step?

To further explain the OSI Reference
Model, we'll use a non-computer
example — the process of a fax com-
munication — to illustrate what happens
in different layers of the model, starting
from the top and working down the
layers.

Suppose that you want to fax a report
to a correspondent in another, non-
English-speaking country. Deciding to
send the report is your job as the user,
but the actual job of setting up the

report for transmittal is the job of your staff, which compares here to layer 7, the
application layer. The report itself and any translations necessary are part of
layer 6, the presentation layer (see Figure 3-2).
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Figure 3-2 The steps used in sending a fax correspond to the pfotocol layers in the 0S| Reference Model.

The preparation of this report for fax transmission is a good example of how
the top two layers, the application and presentation: layers, work together,
because the various tasks to accomplish the presentation layer — finding the
report, translating the report, and then preparing the fax page images — may
be handled by different members of your staff as discrete functions within the
application and presentation layers. Storing the original report and its final
translated copy is the job of the presentation layer, for example, but it's the
job of the application layer to find and track the report. In short, there’s a
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continual conversation going on between the staff at the application layer and
the documents at the presentation layer.

Once the document is ready to be transmitted, someone has to prepare the
cover page, which usually states how many pages are in the transmission. This
is the job of layer 5, the session layer. The session layer also has the responsi-
bility of recording and checking pertinent details of the fax, such as the
address of the recipient, the recipient’s correct title, and the size of the fax
document. This is an important task because lower protocol layers will request
information from the session layer in order to maintain a two-way conversation
between the sender and the recipient.

The next lowest layer in the model, layer 4, the transport layer, takes care of
numbering the pages of the fax document in sequence, copying the fax for
storage, and assigning a sequence number for easier tracking. All these tasks
are necessary to ensure reliable transmission of the fax. If something goes
wrong with the transmission, the transport layer can recover a copy for re-
sending. Also, numbering the pages ensures that the pages are sent and
received in the proper order. Numbered pages also make it easier to determine
whether a page was not received and identifies an unreadable page that needs
to be sent again.

Now you have a fax document, and you know what to do if all of it or parts
of it don’t make it to the intended recipient. Which fax do you call to get the
document to intended recipient? The: transmittal sheet may simply say that the
report is from Bill in the Accounting Department and that it is to be sent to
Pierre in Corporate Finance. Layer 3, the network layer, keeps track of people’s
locations according to department and location in the company. But someone
needs to look up the phone number for Pierre’s fax number. This mapping of
logical to physical addresses, as it's called, is the role of layer 2, the data link
layer.

Actually getting the report pages sent from one fax to the other requires that
both faxes use the same data format (Group I, II, or III, in the case of faxes —
the two faxes negotiate this once they're connected). We're not talking about
the format of the fax document with such considerations as pagination and
paragraph setup, but the way that the bits representing the image of the fax
page are sent. This encoding (and decoding on the receiving fax) of the bit
patterns is also a part of the data link layer.

Layer 1, the physical layer is pretty much what its name implies. Following our
fax example, the physical layer becomes the physical wiring scheme or the
telephone service between the two offices.
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Figure 3-3: Your data is prepared for a network with headers and footers that supply protocol information.

In a later section, you'll see that real data exchange on a network isn’t very
different from this fax example. One important thing is different, however, and
that is the form that data takes as it is passed from layer to layer, or protocol to
protocol. Each protocol adds some information to the original data on the
sending computer so that the receiving computer knows the rules to follow as
it decodes the data packets and reconstructs the original data (see Figure 3-3).
This added protocol information is either prepended or appended to the data
in the form of beaders and footers. Under no circumstances is your raw data
transmitted on a network.

In the next section, we'll discuss the protocols themselves. We'll first give you
an overview of AppleTalk protocols, and then we'll examine each of the
protocols in sequence, according to the layer their functions belong to.

Introducing AppleTalk Protocols

AppleTalk, the name for Apple's proprietary network architecture, is a layered
suite of protocols that easily fits the OSI Reference Model. As you see in Figure
3-4, quite a few protocols make up the AppleTalk suite. Although they fall into
distinct layers according to the OSI model, it's useful to further classify the
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Figure 3-4: The AppleTalk protocol stack is arranged here by function.

protocols according to their functions. These functions can be described as
follows, in order from bottom to top:

1. The physical and data link functions

2. The end-to-end data flow functions

3. The named entities functions

4. The reliable data delivery functions

5. The end-user services

Looking at Figure 3-4, you'll see the physical and data link functions grouped
together at the bottom of the diagram. This physical and data link category

contains the Link Access Protocols, or LAPs. Think of this category as the
network hardware interface — the network’s cable and the hardware needed
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to communicate with that cable (see Chapter 2, “Understanding Networks"). The
AppleTalk Address Resolution Protocol (AARP) also belongs in this category
because it's intimately linked to the Ethernet and token ring LAPs (AARP is not
shown in the protocol layer diagram, as this protocol is usually included within
the definition of each LAP).

Moving upward on the diagram, notice the end-to-end data flow category. End-to-
end data flow (the flow of data from one network socket to the other) is con-
trolled by the following three protocols:

% Datagram Delivery Protocol (DDP)
% Routing Table Maintenance Protocol (RTMP)
% AppleTalk Echo Protocol (AEP)
These protocols see to it that data is properly transmitted from the source to the
correct destination on the network. Only the DDP packets actually transmit your
application’s data; the other two protocols control

and test the route your computer’s data packets
take to their destination.

End-to-end data flow means getting the
data from one network socket to another;

AppleTalk protocols in this category However, the end-to-end data flow protocols are
make certain that data is transmitted to not concerned with reliability in transmitting the
the right destination. data on the network. That’s the function of

another group of four protocols:

% AppleTalk Transaction Protocol (ATP)

% Printer Access Protocol (PAP)

 AppleTalk Session Protocol (ASP)

% AppleTalk Data Stream Protocol (ADSP)

Take another look at Figure 3-4. You will see that in general the preceding
four protocols are layered above the end-to-end data flow protocols, which
means that they ensure reliable data delivery without knowing the source and
destination of the data. These protocols pass on their data to the lower
protocols, which take the responsibility for finding the right destination.
So far, we've classified the protocols according to functions that are needed to

get data from one place to another. We could stop here and have a functioning
network system. But such a system would be difficult to use because users
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must select other destination nodes by a numeric network address that
wouldn't be easy to remember. Apple’s solution is to assign names to every
network device or service, which we'll explain further in the section on the
Name Binding Protocol.

The two protocols responsible for handling these named devices and services
so that they are easy to use and so that the network understands what the
users want are the Name Binding Protocol (NBP) and the Zone Information
Protocol (ZIP).

The final category, end-user services, represents what the user will probably
want to do with the network. AppleTalk defines two fundamental user ser-
vices: file sharing and printing. File sharing is defined by the AppleTalk Filing
Protocol (AFP); printing is covered by PostScript. Although PostScript isn't
R owned by Apple (it's patented by Adobe Systems), it is included in the
protocol stack because it's a common interface for networked printer output
% on Macs. (Apple’s first laser printers mainly supported PostScript as the page
description language.)

If you're new to AppleTalk or don't need to figure out what each protocol is
doing on the network, you may want to stop here. Up to this point, the
chapter has presented a broad overview of the various protocols and their
functions. You can skim the rest of the chapter if you're interested. But if
you're curious about how the protocols accomplish their functions, or if you
need to understand their operations for troubleshooting purposes, continue
with the next section, which covers the AppleTalk protocols in more explicit
detail. (Details on the AppleTalk packet formats are found in Appendix A.)

A Detailed Look at the AppleTalk Protocols

The next sections provide an in-depth look at AppleTalk protocols. Users, who
are mainly concerned with end-user services, generally deal with protocols
from the top of the stack downward; from layer 7, the application layer, down
to layer 1, the physical layer. We'll start our discussion of the protocol suite,
however, with the lower layers (see Figure 3-5) and work our way upward. It's
more convenient to proceed in this direction; as you get to the higher layers in
the protocol stack, you'll find that many protocols often use the same protocol
in a layer below them. Working our way up from the bottom, therefore, makes
tracking these relations easier and reduces repetition.
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Figure 3-5: The complete AppleTalk protocol stack.

Layer 1 — the physical layer

Referring again to Figure 3-5, notice layer 1, the physical layer of the protocol
stack, which is responsible for handling the network hardware. Standard
network hardware, such as that defined for Ethernet and token ring networks
can be used with AppleTalk. Apple has also defined its own network hard-
ware, called LocalTalk, which uses a synchronous RS-422A bus for communica-
tions. Bits are encoded on the cable using FM (frequency modulation) 0
encoding (see Figure 3-6). FM 0 is a biphase encoding technique that provides
self-clocking (see Chapter 2, “Understanding Networks” for more information).
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Figure 3-6: LocalTalk uses FM 0 encoding.

With this method, a transition occurs at the beginning and end of each bit; 0s
also have a transition in the middle —the 1s do not. LocalTalk’s transmission
speed is 230,400 bps (bits per second).

&
3
Q ¥ ; : )
o“q“:&@ To prevent unwanted reflections of the LocalTalk signals, Apple’s network
< m connectors contain an internal 100-ohm resistor for unused ports. Farallon’s

PhoneNET connectors do not include internal resistors, but require insertion of
a 120-ohm resistor into unused ports to counter reflections. In each case, the
transformers used within the connectors provide ground isolation as well as
protection from static discharge.

Layer 2 — the data link layer

The next layer upward in the AppleTalk protocol stack is layer 2 — the data
link layer. The data link layer, which is responsible for interfacing to the
network hardware, includes three protocols called LAPs (for Link Access
Protocols). The original LAP defined by Apple was the ALAP (AppleTalk Link
Access Protocol). With the passage of time, ALAP was renamed LLAP
(LocalTalk Link Access Protocol) to distinguish it from other LAPs that were
defined for Ethernet (ELAP) and token ring (TLAP) hardware. A few other LAPs
have been defined by third-party vendors; the most notable one is the ARCNet
LAP.

Each LAP is designed to handle what is known as dynamic node ID assignmen.
Simply put, this means that a node picks its node number whenever it starts
up. This also means that a node does not necessarily have the same ID each
time it starts up.

The procedure for dynamic node ID assignment is relatively simple. When a
node starts up, it randomly assigns itself an ID. The node then tests this ID by
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transmitting a control packet on the network to discover whether another node
has that ID. If the ID is not being used, the node keeps that ID. If the ID is in
use, the node must select a new ID and try again. As you might guess, this can
lead to heavy traffic on a large network. Nodes joining the network late in the
game have more existing node IDs to conflict with and may retry a number of
times to get an unused ID.

‘ Things are a bit simpler if a node has been on
With dynamic node assignment, a the network previously, as when the node was
node picks an ID by random choice originally connected to the network. In such cases,
and then sends a control packet outto the Mac stores its previous address to use as its
see whether this number is taken; fi : for d ic nod . Th

many tries to get an unused number irst try for dynamic node assignment. Thus a

can be necessary on a busy network. previously configured, unchanged network should
experience only one round of node requests as
each Mac is restarted, with each Mac using its

assigned ID from its previous time on the network.

The LocalTalk Link Access Protocol is a CSMA/CA protocol, which means that

it uses collision avoidance to handle contention on the network (see Chapter 2,
“Understanding Networks”). LLAP expects the network cable to be clear for an
interdialog gap (IDG) of 400 microseconds plus a random wait period before a
transmission is initiated by a node. Each packet in the transmission is separated
by no more than 200 microseconds (the interframe gap, or IFG).

LLAP can choose to send packets either to a single node in a directed
transmission or to all nodes in a broadcast transmission. In both cases, LLAP
sends a Request-to-Send packet (lapRTS) to the destination node. For a
directed transmission, the destination is the node ID; for the broadcast trans-
mission, the node ID has the address of $FF in hexadecimal (or 255 in
decimal). When the transmission is directed, LLAP waits for a Clear-to-Send
packet (lapCTS) from the destination node and then transmits a data packet to
the destination. In the case of a broadcast, however, the source node simply
waits for one IFG and then broadcasts the packet.

The LocalTalk LAP defines two types of packets, which are specified in the
LLAP type field (see Appendix A). If the type field contains a value in the
range 128-255 ($80-$FF), the LLAP packet is a control packet and does not
contain a data field. On the other hand, if the value is between 1 and 127
($01-$7F), the LLAP is a data packet. Data packets can contain up to 600
bytes of data.

Two other LAPs are worth noting at this point. These are the EtherTalk LAP
(ELAP) and the TokenTalk LAP (TLAP). EtherTalk is Apple’s name for
AppleTalk protocols running on Ethernet, whereas TokenTalk is Apple’s name
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Figure 3-7: The LAP Manager handles switching among the different media.

for AppleTalk running on token ring networks. In each case, because of the
modularity of the AppleTalk protocol stack, all the protocols above the data
link layer function independently of these LAP definitions. In other words,
once you get to the protocols starting at the network layer and above, it
doesn’t matter what network medium you’re working with.

é&é One advantage of working with layered protocols is that switching among the
% different media is handled within the data link layer by the LAP Manager (see
Figure 3-7). The most common interface to this at the user level is the Control
Panel Network cdev in System 6.0.x (and earlier) or the Control Panel Exten-
sion in System 7.

& When Apple first introduced EtherTalk as an extension of the AppleTalk Phase
7 1 protocols, the Ethernet version 2 definition was used, as defined and promul-
gated by DEC, Intel, and Xerox (see Chapter 8, “Designing an Ethernet LAN”).
When Apple upgraded its protocols to Phase 2, it adopted the IEEE standards
for Ethernet and token ring, so that the EtherTalk packets now followed the
IEEE 802.3 definition. The two packet types are defined differently (nothing’s
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Figure 3-8: A diagram of the types of EtherTalk packets.

simple), and a computer set to recognize one packet type does not recognize
the other type (see Figure 3-8). This is one reason you can have EtherTalk
Phase 1 and EtherTalk Phase 2 Macs on the same network, but they cannot
communicate with each other unless a transition router is present (see Chapter
12, “Making the Phase 2 Move”).

In both EtherTalk types, Apple has registered the EtherTalk packet as Ethernet
type $809B with Xerox, the company responsible for maintaining the interna-
tional registry of Ethernet packet types. In the Phase 1 data packet, the
Ethernet type field follows the hardware source address, as shown in Figure
3-8. However, since EtherTalk Phase 2 packets use the IEEE 802.2 Logical Link
Control (LLC) to promote connectivity over different data links, the Ethernet
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type is contained in the SNAP type field. (SNAP is the acronym for Sub-
Network Access Protocol.) The SNAP field requires added information, namely
an organization code, which is $080007 in Apple's case. (The full protocol
type, which combines the organization code with the Ethernet type, is
$080007809B.)

The TokenTalk LAP did not exist before the introduction of AppleTalk Phase 2,
and there’s only one definition of token ring packets. Consequently, TokenTalk
doesn’t suffer from the packet-typing problems just discussed for EtherTalk.
AppleTalk follows the TEEE 802.5 standard for token ring packets. By support-
ing the 802.5 and the 802.2 LLC standards (in addition to 802.3 for Ethernel),
AppleTalk can transmit data over an internetwork composed of LocalTalk,
Ethernet, and token ring networks.

When Apple introduced EtherTalk, it also had to create a protocol that could
map a hardware address to an AppleTalk protocol address. This protocol is
known as the AppleTalk Address Resolution Protocol, or AARP. One reason for
the existence of this protocol is AppleTalk’s use of dynamically assigned 8-bit
addresses, whereas Ethernet and token ring use a statically assigned 48-bit
address. Under AppleTalk Phase 2, which also added AARP support for token
ring, the SNAP protocol type defined for AARP is $00000080F3.

AARP uses an Address Mapping Table (AMT) to simplify mapping between
hardware addresses and protocol addresses. By keeping the most recently used
addresses in the AMT, AARP can efficiently map addresses as needed. If an
address is not contained in the AMT, AARP sends a request to the protocol
address desired and adds the appropriate information to the AMT when the
desired device replies.

AARP is also used to register a node’s dynamically assigned address on the
network (for non-LocalTalk networks). To accomplish this, AARP first assigns a
tentative random address (one that's not already in the AMT); then AARP
broadcasts AARP probe packets on the network to determine whether another
node is using the tentative address. If no other node is using the selected
address, the address is made permanent. If, however, another node is already
using that address, AARP randomly picks another address and repeats this
procedure until a usable address is found.

Layer 3 — the network layer

The third layer in the AppleTalk stack, the network layer, is responsible for
accepting data from the layers above it and dividing the data into packets that
can be sent over the network. Because the network layer creates the packets,
it’s also used to define the way packets should be treated if they've been
damaged in transit.
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Only one protocol, the Datagram Delivery Protocol (DDP), is present in the
AppleTalk Network Layer. DDP is an important protocol because it communi-
cates between two sockets on the network. The datagram defined by DDP is
limited to 586 bytes of data and includes a checksum so that the destination
node can verify the integrity of the data,

Prior to the introduction of AppleTalk Phase 2, only one type of DDP header
existed, as what is now known as the short DDP beader. The short DDP header
uses both the source and destination sockets for addressing and is still used
when both sockets are on the same network. (Remember that the internet
address is the 8-bit socket number and the 8-bit node ID, as defined in the LAP.)

numbers.

Phase 2 introduced the long DDP beader, designed to

AppleTalk Phase 1 used short DOP accommodate Apple's extended network addressing
headers, which addressed source scheme. The extended network internet address is

and destination sockets by their 8- defined as the 8-bit socket number, plus the 8-bit

bit socket numbers and 8-bit node LAP-assigned node ID, plus the 16-bit network number

assigned by DDP. In this way, AppleTalk Phase 2

overcame the restriction of 256 nodes per network,
raising the limit to a nearly astronomical 16 million. Note,
however, that the socket number assignment hadn’t changed, still allowing only
256 sockets per node. Of the 256 sockets, only 128 are available for actual use
because the first 64 are reserved by Apple, and the next 64 are set aside for
unrestricted experimental use.

number.

Each DDP packet contains the hop count, which is

AppleTalk Phase 2 uses the long AppleTalk’s way of truckmg the number of r01.ners the
DDP header, an extended address packet travels through from source to destination. In
of the 8-bit socket number, 8-bit AppleTalk, a packet can traverse no more than 15
node ID, and 16-bit network routers, which is to say that 15 is the maximum hop

count. Every time a DDP packet passes through a router,

the router increments the hop count by 1 hop as the
router regenerates the packet.

Layer 4 — the transport layer

The next layer up from the network layer is layer 4, the transport layer, which
includes four protocols. Referring again to Figure 3-4, notice that two of these
protocols are for end-to-end data flow, one is for reliable data delivery, and the
last is for using AppleTalk’s named entities. The four protocols are as follows:

% Routing Table Maintenance Protocol (RTMP)

% AppleTalk Echo Protocol (AEP)
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% AppleTalk Transaction Protocol (ATP)
* Name Binding Protocol (NBP)

In the following sections, we'll explain each of these protocols in detail.

The Routing Table Maintenance Protocol (RTMP)

The Routing Table Maintenance Protocol (RTMP) maintains information about
internetwork addresses and connections between the various networks. Most of
this protocol's work is performed on what is known as an
internet router. RTMP defines the rules for information

exchange between routers so that they can maintain their

P, the Routing Table Mainte- . . :
RIMP; theRouting Eablo Mairts routing tables, as well as the rules for the information

nance Protocol, is a master

address controller, keeping up contained within each routing table,

with addresses and exchanging

information with routers. Take a brief look at the AppleTalk routing table shown in
Figure 3-9. Each entry within a routing table consists of
five items:

1. The network range

2. The distance in hops to the destination network

3. The port number of the destination network

4. The node ID of the next router (also called the entry state)
5. The status of each port

The routing table contains an entry for each network that a datagram can reach,
within 15 hops of the router. The table is aged at set intervals as follows:

* First, the status of all entries is changed from good to suspect.
< Then the router sends an RTMP packet to all routers within its tables.

« If a response is not received within a set period of time, the entry for the
nonresponding router is set to bad and removed from the routing table.

The data contained in the routing table is cross-referenced to the Zone Infor-
mation Table (ZIT), which is needed to map networks into zones (see Figure
3-10). We'll go further into the relationship between the routing table and the
Zone Information Table when we discuss the Zone Information Protocol later
in this chapter.
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L Example of a routing table

Network Next Entry
range Distance Port router state
3 1 2 0 Good
14 3 3 1131 Good
23-25 2 3 1131 Good
27 1 3 753 Good
106 0 1 0 Good
129 1 3 131 Good
231 2 2 0 Good

Figure 3-3: This sample AppleTalk internet shows the construction of a reuting table for one of the routers.
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Figure 3-10: An illustration of the relationships between RTMP, ZIP, and NBP within a router.

The Routing Table Maintenance Protocol (RTMP) was originally assigned three
packet types: the RTMP Request packet, the RTMP Data packet, and the RTMP
Response packet. A fourth packet type was added in AppleTalk Phase 2 —the
RTMP Route Data Request packet (RDR). The Route Data Request can be used
by a nonrouter node (such as a network management program) to acquire the
routing table of a specific router, or this request can be used by a router to
load a routing table without waiting for the other routers to update their tables
at the usual interval of 20 seconds.

The AppleTalk Echo Protecol (AEP)

The AppleTalk Echo Protocol (AEP) is used to send a datagram from one node
to another and cause the destination node to return, or echo, the datagram to the
sender. To implement this process, each AppleTalk node has an echoer socket.

Because the function of the AEP is comparatively uncomplicated, this protocol has
only two packet types: the Echo Request and the Echo Reply.

n
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Yet despite its simplicity, the AEP can prove to be useful on a network. First, this
protocol can determine whether a node is accessible before any sessions are
started. Second, a programmer can use the AEP to estimate the round-trip delay
time for a data transmission between two nodes. (Apple now includes other
mechanisms for timing round-trip delay times with AppleTalk version 56, released
with System 7.0. Later versions of AppleTalk also include these new features.)

The AppleTalk Transaction Protocol (ATP)

The AppleTalk Transaction Protocol (ATP) uses three types of transactions: the
ATP Transaction Request (TReq), the ATP Transaction Response (TResp), and
the ATP Transaction Release (TRel). The ATP is one of the methods that
AppleTalk uses to ensure that DDP packets are delivered to a destination
without any losses (the other is the AppleTalk Data Stream Protocol). ATP
accomplishes this by requiring a reply to every ATP transaction. In other
words, every time that ATP is requested to send a packet, the receiver socket
must report the outcome of the transfer. The first action is referred to as a
transaction request, and the report of the action is a transaction response.

Because ATP maintains a conversation between two sockets by pairing
transaction requests with transaction responses, ATP can deal with three
possible network errors:

1. A transaction request is lost on the network.
2. A transaction response is lost or delayed on the network.
3. A responder becomes unreachable.

ATP determines whether these conditions occur by using a timer; if the timer
expires before a response is received, ATP retransmits its original request. ATP
will stop trying to retransmit when it gets a response or when the maximum
retry count is reached.

Because ATP can retry packet transmissions that are required because of a lost
packet, data may not arrive in its original sequence. This condition can lead to
problems. One way of handling the problems of lost or delayed transactions is
to enable an automatic retry mechanism. If a response is not received within a
set period of time, the requester will retransmit a Transition Request (TReq),
and the process is repeated until the response is received or the maximum
retry count is reached. (If the maximum retry count is reached, the requester is
notified that the responder is unreachable.) This approach is called the ALO
(At-Least-Once) transaction. If ALO transactions are used, it is up to the re-
sponder to handle retransmission of responses to duplicate requests.
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To counter the difficulty of handling duplicate requests, ATP can be programmed
to operate in XO (Exactly-Once) transactions. By maintaining a transactions list,
ATP can filter out duplicate transaction requests (caused by a lost transaction
response, for example) and re-send transactions as needed. On small networks,
such as a single AppleTalk network, ATP XO transactions can be quite effective.
In an internet, however, packets may arrive at their destination in an order
different from the order in which they were sent (by traveling through different
routers, for example). This situation requires additional program control to ensure
proper sequencing. Alternatively, a different protocol, such as ADSP, can be used.

The third ATP transaction, the ATP Release, is used to close a transaction
session once all data has been transferred and acknowledged. Fach of the
transaction types — request, response, and release — is represented by a
TID (Transaction Identifier), which appears in the ATP request packet and
has a maximum size of 16 bits. The limited size of the transaction identifier
(2" = 65,536) can lead to roll-over, or repeated use of the same TIDs for
transactions involving large numbers of packets. ATP can send more than
one ATP response packet in sequence as a reply — the maximum number
of ATP response packets for a single request packet is 8.

The Name-Binding Protocol (NBP)

The Name Binding Protocol (NBP) is important in the AppleTalk scheme of things.
As you recall, to maintain communications, the network itself operates with
numeric internet addresses, but the AppleTalk user works with named entities.
AppleTalk internally represents any named entity, which is a network service such
as a file server or a network device such as your Mac, according to the following
conventions:

object:type@zone

In this line, object is the name of the user or service name, fype is the entity
classification, and zone is the logical zone of the AppleTalk internet.

Given these conventions, then, consider the following line:
Bldg. 3 Printer:LaserWriter@California
In this line, Bldg. 3 Printer represents the object; LaserWriter represents the

type; and California represents the zone. These conventions are only used
internally by AppleTalk protocols; the Chooser serves as the user's interface to
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Figure 3-11: The Chooser is the user’s interface to selecting named entities on AppleTalk.

named entities (see Figure 3-11). When you select one of the icons shown in the
Chooser, you're selecting the device fype; the zone list is shown below the list of
icons,.and the list of objects matching the selected type is displayed in the right
half of the Chooser.

The Name Binding Protocol handles the translations between the numeric internet
addresses and alphanumeric entity names. The NBP Protocol maintains a table of
mappings (a names table) between internet addresses (a node) and name socket
clients (named entities) that reside in that node. Because each node maintains its
own list of named entities, the names directory within an AppleTalk network is
not centralized, but is a distributed database of all nodes on the internet.

This approach 1o storing entity names requires that a socket that needs to commu-
nicate with a named service must first find out where the service is by requesting
its location. This request is made via the NBP Broadcast Request (BrRq) packet,
which names the desired entity and requests the network address for that named
entity. On a single network, each node responds to the NBP Broadcast Request
(BrRq) and searches its internal names table for a match. When a match is found,
NBP sends a LookUp-Reply to the requesting socket, including the address of the
named entity (see Figure 3-12). If the request is made on an internet, the router
forwards the BrRq to each network in the specified target zone, causing the
affected nodes to perform the search of their names tables.

In the example in Figure 3-12, the workstation sends an NBP LkUp for AFP
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Figure 3-12 An example of the name-binding process.

servers. The server node named Sales & Marketing then replies that it is an AFP
server and supplies its network address.

Including the name lookup feature just described, NBP provides a total of four
services to accomplish this search:

1. Name registration

2. Name deletion

3. Name lookup

4. Name confirmation
Name registration, which takes place on each node, is used to build the names
table. Name deletion, the opposite of registration, occurs when an entity has its
name and socket number removed from the names table. The final is name

confirmation, which can be used to validate a name-address binding, to see
whether it has changed since the last lookup.
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Layer 5 — the session layer

Situated atop the transport layer is layer 5, the session layer. The main purpose of
this layer is to manage the conversations among end users (hence the word
session) and to synchronize communications between applications located
throughout the network.

As with the transport layer, the session layer contains four protocols. In this case,
three of the protocols (AppleTalk Data Stream Protocol, AppleTalk Session
Protocol, and Printer Access Protocol) are related to reliable data delivery. The
remaining protocol, the Zone Information Protocol, is used for handling named
entities on the network. '

The AppleTalk Data Stream Protocol (ADSP)

Like the AppleTalk Transaction Protocol, the AppleTalk Data Stream Protocol
(ADSP) is responsible for reliable transmission of data between two sockets.
Unlike ATP, however, ADSP provides full-duplex byte-stream delivery, which
means that a conversation between two computers can take place in both direc-
tions at the same time. ADSP also includes flow control, so that a fast sender does
not overwhelm a slow receiver.

ADSP uses the concept of a connection-to-connection data exchange between two
nodes. Only when both nodes have established a connection end by using ADSP
can data be exchanged between them. If only one node is able to establish a
connection end, the connection is called half-open and can be automatically
closed by that node if a second connection end at the other node fails to be
established within a preset time interval.

After a connection is established, ADSP uses a 32-bit sequence number to ensure
the sequential flow of data between connection ends (compare this to ATP’s 16-bit
transaction ID). ADSP also uses packet sequencing to make certain that packets
are received in the correct order. Every ADSP data packet contains a number
identifying the packet’s sequence in the data stream — the receiving node com-
pares this number with its own counter to track the next expected packet. If the
two numbers coincide, the packet is accepted; otherwise, the packet is discarded.

ADSP is also capable of controlling the rate at which data is sent from one node to
another, a process known as flow control. Flow control keeps a data transmitter
from overwhelming the buffer space of a slower receiver. To accomplish this
controlled rate, the receiving node periodically updates the transmitting node by
reporting the amount of available buffer space. As a side benefit of this mecha-
nism, two nodes participating in a connection can negotiate a suitably sized
window to take advantage of larger bandwidth networks (which is something
ATP cannot do).
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The AppleTalk Session Protocol (ASP)

Many AppleTalk communications between a workstation and a server occur
during a session between the two. Once a connection is made between a
workstation and server, it’s up to the AppleTalk Session Protocol (ASP) to pass
the commands that make up a session. ASP ensures that the commands are
delivered in the same order as they were sent and returns the results of these
commands to the workstation.

The AppleTalk Session Protocol uses two protocols in the transport layer to do
its job. ASP employs NBP to obtain the address of the server's session listening
socket so that it knows to which address it should direct commands. ASP also
uses ATP to provide the transport service for its packets. ASP does not perform
two important tasks: first, it does not ensure that consecutive commands are
completed in the order they were sent to the server; second, ASP does not
allow the server to send commands to the workstation, as it can only use the
attention mechanism to alert the workstation.

Within ASP, four basic processes occur. The first two are rather obvious: These
are the processes of opening and closing a session. The third, called session
request handling, conveys the commands from workstation to server and
returns the replies of the server. Fourth, there’s session management, which, in
this case, uses a tickler packet to make sure that both ends of the connections
are still operational. The following discussion of PAP will give more informa-
tion on tickler packets.

The Printer Access Protocol (PAP)

As its name implies, the Printer Access Protocol, or PAP, takes the responsibility
for maintaining communications between a workstation and a printer (or print
service). PAP functions, therefore, include setting up and maintaining a connec-
tion, as well as transferring the data and tearing down the connection on comple-
tion of a job.

Understanding ADSP packets

ADSP uses two types of packets to set up and packets, data packets, are just what the name
maintain connections: control packetsand data  suggests: These are packets designed to
packets. Control packets can be used to probe exchange data using DDP. Up to 572 bytes of

or acknowledge a connection, open or close a data can be stuffed into a packet. (The DDP type
connection, or negotiate a retransmission of a field equals 7 for ADSP packets.)

series of data packets. The second type of
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Figure 3-13: The AppleTalk printing architecture.

When a connection is established, either socket client can send or receive data.
This two-way communication is necessary because printers often must control the
amount of data sent (by asking for the next page) or reply with the printer’s status.

As with other protocols in the session layer, PAP relies on NBP to find the
addresses of named entities. PAP also depends on ATP for sending data (see
Figure 3-13). On a workstation, the application uses the Print Manager software to
communicate with the PAP. The client, or workstation, side of PAP then maintains
a session with the networked printer (a PAP server) to print the required pages.

The Printer Access Protocol covers five basic processes: opening a connection,
transferring data, closing a connection, determining a print service’s status, and
filtering duplicate requests. (Because PAP uses ATP, duplicate packets can be
received from a node; see the previous description of ATP for an explanation of
the problems involved.)

One of PAP's capabilities is to handle half-open connections, which occur when
one side of the connection goes down or terminates without informing its partner.
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To cope with half-open connections, PAP maintains a connection timer at both
ends. If the connection timer expires before any packets are received, the connec-
tion is terminated.

When a device such as a Laser- To assist in maintaining a connection, PAP also sends
Writer is busy processing a job, tickler packets periodically. As you might expect, ticklers
it's doing very little on the network. are used to keep the other end informed that the device

Under such circumstances, the is actually still on-line, even if it otherwise appears that
client of the LaserWriter periodi-

cally sends out tickler packets to nothing’s happening. Many printers spend most of their

the LaserWriter to make sure that time processing the data, while ignoring nearly every-
it's still working. thing else; sending a tickler tells the user that something

is happening and that the printer hasn’t gone down.

The Zone Information Protocol (ZIP)

One of the unique features of AppleTalk is its use of logical groupings of net-
works. These logical groupings are presented to the user as names. The groupings
are called zones — each AppleTalk zone consists of a collection of AppleTalk
networks. Working in concert with the Routing Table Maintenance Protocol
(RTMP), the Zone Information Protocol, or ZIP, helps routers maintain 4 mapping
of network numbers to zones for the entire internet.

& ZIP creates and maintains a Zone Information Table (ZIT) in each router. Each
entry in the ZIT is a fuple (pair), matching network numbers and zone names.
(The zone names are initially supplied by a network administrator.) In AppleTalk
Phase 1, a tuple matches a single network number with a zone name. In routers
using AppleTalk Phase 2, the tuple matches a range of network numbers and a list
of zone names.

A fairly simple relationship exists between the Zone Information Table (ZIT) and a
routing table within a router: An incoming NBP packet includes the zone
name, which the router compares with entries in the ZIT. The router then
matches the network number obtained from the matching ZIT tuple to that in
the RTMP table to find the port that the packet should be routed to. (With
AppleTalk Phase 2, a zone name may point to a range of network numbers;
this range of numbers still directs the router to a single port.)

ZIP packets are defined with a DDP packet type of 6. Three types of ZIP
packets are used: the Query, the Response, and the Extended ZIP Reply. The
first two are nearly self-explanatory; a ZIP Query contains a request for a zone
list, and the Response packet returns the zone list. The third packet type, the
Extended ZIP Reply, is used if the zone list cannot fit into a single packet.

Two new packet types were added with AppleTalk Phase 2. The new packet
types, which are used when a node starts up, are the ZIP GetNetInfo (GNI)
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and the ZIP GetNetlnfoReply (GNIR). The new packet types make it simpler
for nonrouter nodes (such as your workstation) to obtain the name of any
zone on the internet. ZIP GetNetInfo tells the node which zone it has chosen
to be in (from the node’s original setup); otherwise, the zone name is set to
local (zone = *), and a GetNetInfoReply (GNIR) from the router tells the node
which zone to use (if it's not specified). ZIP GetNetInfoReply also provides a
multicast address for the zone.

Layer 6 — the presentation layer

The next-to-last layer is the presentation layer, which handles issues related to
data files and formats. In addition to file formats and translations between formats,
tools such as data encryption and data compression are part of the presentation
layer,

Only two protocols, the AppleTalk Filing Protocol and PostScript, are part of the
presentation layer. The first protocol is used to provide remote access to files on a
network. The second, PostScript, is the well-known page description language
used by many printers. We won't be covering PostScript in any detail in this
book.

The AppleTalk Filing Protocol (AFP) provides both Mac and non-Mac work-
stations with a means of accessing files on a file server’s shared disk while still
using a workstation’s native file system commands. To accomplish this, AFP
employs an AFP translator to convert native file system commands into AFP
calls that will be understood by the server (see Figure 3-14).

A program can either directly issue AFP calls, or the AFP Translator can
translate calls from the native file system to AFP calls. Only AFP calls are
transmitted on the network to the AFP server.

I's up to the application developer to design a translator for the native file
system in use. Apple currently includes translators for the Macintosh, Apple II
(ProDOS), and MS-DOS file systems.

AFP uses the AppleTalk Session Protocol to open and maintain a session
between the workstation and the server, Before this occurs, the workstation
uses the Name Binding Protocol to look up the file server’s name and obtain
its address. Once a connection is established, the workstation uses AFP to log
onto the server, after which the server and workstation exchange information
regarding the level of access to the server’s files that has been granted to the
workstation.
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Figure 3-14: The AFP file access medel.

Many details of AFP, especially as they pertain to servers, will be discussed
later in this book in the chapter on file sharing (see Chapter 20, “Moving and
Sharing Files on the Network”).

Layer 7 — the application layer

The top layer of the OSI model is the application layer, which is the layer of most
interest to you as a user. This is the layer at which all of your programs are going
to work. And at this level you'll decide if an application is going to use the
network to access other files or to send and receive electronic mail. AppleTalk has
no specific protocols for the application layer — very few network systems do.

Protocol Locations in the
Macintosh Operating System

As mentioned at the beginning of the chapter, protocols are rules for how
networks should behave. By themselves, protocols are not software. It’s up to the
operating system or application to implement the protocols in software. In the
case of AppleTalk, Apple includes most of the network software as a series of
driver resources that are part of the Macintosh operating system. The program-
ming interfaces to these drivers are included in what Apple calls the AppleTalk
Manager.
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Figure 3-15: This schematic shows which Mac drivers contain the code for the different AppleTalk protocols.

Macs include four AppleTalk drivers: MPP, .ATP, .XPP, and .DSP. These
drivers are resources available to any application on the Mac. Most Macs
already have these drivers within their ROM,; if the drivers are not in ROM (or
have been patched by a later version of the system), the AppleTalk Manager
software is read from disk and loaded into the system heap.

As you can see from Figure 3-15, the .MPP driver implements the LocalTalk
Link Access Protocol for connecting to the network hardware, as well as the
DDP, AEP, and NBP protocols. The .ATP driver has only one protocol associ-
ated with it (as the name implies), the AppleTalk Transaction protocol,
handling both transaction requests and transaction responses.

The XPP driver is the eXtended Protocol Package. Within the .XPP driver are
the workstation (or client) side of ASP and a portion of the AppleTalk Filing
Protocol, the part responsible for sending AFP commands to the file server.
Other software has the responsibility for translating native file system calls to
AFP calls. With the introduction of AppleTalk Phase 2, the .XPP driver also
includes part of the Zone Information Protocol functions.

Because ADSP was introduced as a protocol after the initial rollout of
AppleTalk, ADSP was usually added as a separate system file when needed.
(Often the programs that used it included ADSP as part of the installation
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process on the Mac.) If you have a Mac running System 7, Apple has added a
.DSP driver to the system; the .DSP driver implements ADSP and removes any
need for the separate ADSP file found in other systems.

A Macintosh can also include additional AppleTalk connection files, such as
those used for EtherTalk and TokenTalk. An AppleTalk connection file has the
file type adev and contains the code for a specific type of LAP for that data
link (ELAP for EtherTalk or TLAP for token ring, for instance). When you're
using the Network panel in the Control Panel to select a different network
interface, you're asking the LAP Manager to select and load a new adev file.

The Evolution of AppleTalk Protocols

Networks are dynamic systems, and the protocols used to define them can change.
These changes are often introduced to take advantage of new technology or to
address limitations in the original specifications. First, we'll look at how Apple
altered its protocol suite with the introduction of AppleTalk Phase 2; then we’'ll
move on to an overview of some of the mechanisms that Apple is currently using
to introduce new protocols.

AppleTalk Phase 2

When Apple first created AppleTalk, its designers defined the network proto-
cols for small networks that would be easy to install and maintain. But
AppleTalk quickly grew popular, and its easy installation encouraged networks
that outgrew the expectations of AppleTalk’s architects. A variety of problems
began to crop up on the larger networks that used multiple routers and
corporate backbones, notably on those using Ethernet. To resolve the inad-
equacies of the original AppleTalk release, AppleTalk Phase 2 was released in
1989 with a redesigned suite of protocols.

Prior to the development of Phase 2, AppleTalk networks were restricted to
254 nodes per physical cable. For users with a large Ethernet backbone and
Macs scattered throughout the plant, this arrangement quickly became unsatis-
factory. Now, with Phase 2, AppleTalk uses the concept of extended addressing.
Rather than relying on the limited 8-bit node identification number, Phase 2
networks using extended addressing employ a network address that consists of
the 8-bit node number plus a 16-bit network number. This expands the
network node limits to 22 addresses, or over 16 million nodes on a single
network. Note that each workstation can be assigned to a different network
number, even though all workstations are on the same cable (see Figure 3-16).
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Figure 3-16: An example of an extended network.

But not all networks running Phase 2 are extended

ApolaTalk Phase 2 accommodatas networks. LocalTalk does not implement extended

larger networks with its system of ex- addressing, for example. EtherTalk and TokenTalk
tended addressing. Networks using networks, however, do implement extended
extended addressing are referred to as addressing. This means that LocalTalk networks are
extended networks. LocalTalk is a still limited to 254 nodes per cable.

nonextended network. .

Along with the extended addressing scheme just
described, extended networks enable you to assign
a range of network numbers to each network. In the past, all nodes on a single
physical cable were assigned one network number. Under Phase 2, that's no
longer the case.

The coexistence of extended and nonextended networks also prompted a change
in the way AppleTalk DDP packets are defined. For nonextended networks,
especially LocalTalk networks, the DDP packet format remained as it was and
became known for containing the short DDP header. Short DDP headers are also
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used when the source and destination sockets have the same network number.
The newer long DDP packets, containing the long DDP header, are meant for
extended networks and include the full internet addresses of the source and
destination sockets.

The dynamic aspect of addressing AppleTalk nodes has also changed somewhat
from Phase 1 to Phase 2. In the past, a node selected a provisional address when
it started up on the network. Now under Phase 2, this provisional address includes
both the node’s ID number and network number. If a node must start with a
provisional address, it communicates with the nearest router to determine whether
the network number found in its provisional address falls within the network
range of the router. If not, it selects one of the network numbers supported by the
router. If there is no router on the network, the node uses the provisional address
as its final address. This makes it easier for large networks, such as those entirely
on Ethernet or token ring, to function without using a router to assign network
numbers.

AppleTalk Phase 2 introduced several new mechanisms for reducing traffic. One
of these is the way the AppleTalk routers periodically exchange data packets,
called RTMP Data packets. RTMP Data packets contain routing tables to create an
up-to-date map of the internet; this map tells the router what the best path is to
forward a data packet on to its destination.

Phase 2 uses a routing technique called split horizon. Split-horizon routing is much
more efficient than the routing method used in Phase 1, which was to send out
routing information regarding what all routers know about all ports. With split-
horizon routing, the router recognizes that a different set of information is needed
for each port (the “horizon”). The router therefore “splits” the routing information
that it knows about, the router sends routing data only out a port that the
networks listening to the port really need.

An example of split-horizon routing is shown in Figure 3-17. In the figure,
router X has two ports: port B and port A. Three routers are attached to the
Ethernet cable that is attached to port A. The three routers each have one
LocalTalk network attached. Off port A, router X therefore has a total of four
reachable networks: three LocalTalk networks (net 1, net 2, and net 3) and one
EtherTalk network (net 4). Off port B, router X has two reachable networks:
one LocalTalk network (net 5) and one EtherTalk network (net 6). Router X
will advertise the two routes that are reachable via its port B only out of port
A. In other words, the RTMP Data packet that router X sends out of port B will
not contain routing information regarding the networks that are reachable via
port B (nets 5 and 6). Likewise, router X will not send an RTMP Data packet
with routing information regarding the four networks (nets 1, 2, 3, 4) reachable
via port A out of port A.
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Figure 3-17: An example of split-horizon routing.

Another method that reduces traffic and provides convenience for users is the
Phase 2 support for multiple zones per network cable. Multiple zones on one
network enable the administrator to set up logical areas to group services. For
example, putting all of the Engineering department’s Ethernet file servers in a zone
called Engineering will enable users to quickly find their file servers in the
Chooser. The reduced traffic benefit comes because the name lookup requests
(NBP LkUp) are sent only to nodes in a particular zone rather than to all the
nodes on the Ethernet. For more information about AppleTalk routers, see Chapter
2, “Understanding Networks,” and Chapter 11, “Designing an AppleTalk LAN.”

AppleTalk Phase 2 uses another mechanism for reducing network traffic, that of
directed broadcasting. In the past, AppleTalk devices would broadcast packets to
all nodes on a given network. On an Ethernet network, for example, broadcast
packets would be received by AppleTalk nodes as well as non-AppleTalk nodes
(VAXes, Unix boxes, and so on). These non-AppleTalk nodes had to receive the
broadcast packets and then process and discard them, thereby reducing the node’s
efficiency.

With directed broadcasting, AppleTalk nodes register to receive packets from a
multicast address (defined by DDP). Non-AppleTalk nodes do not register on that
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address, so they cannot receive or be interrupted by AppleTalk broadcasts.
Routers on Phase 2 internets can also assign various zone multicast addresses to
the network nodes. Using these zone muliicast addresses, a router can then
broadcast packets to nodes within selected zones on the network.

Finally, AppleTalk Phase 2 includes support for certain networking standards. This
support includes IEEE 802.3 for Ethernet and 802.5 for token ring. Also, for
internets requiring more than one network media (such as networks containing
both Ethernet and token ring), AppleTalk Phase 2 uses the IEEE 802.2 Logical
Link Control specification, enabling AppleTalk packets to be sent over the
entire network.

Introducing the new AppleTalk protocols

When Apple introduced the Phase 2 protocol suite, no protocols were added other
than those in the physical and data link layers. Most of what Apple changed in
Phase 2 was accomplished by changing definitions and variables within the
existing protocols.

The new protocols that Apple has been developing for networking in 1991 and
1992 are, in some cases, additions to the current protocol stack. And, in a change
from past practices, the development of some of these protocols has been
undertaken with advice from network vendors and designers outside of Apple.

The AppleTalk Update-Based Routing Protocol (AURP) has been designed to
make it easier for users to connect LANSs into wide-area networks (WANs) and
reduce routing table updates over the WAN link. Much of the work here was done
in conjunction with an Internet Engineering Task Force (IETF); for more details,
see Chapter 13, “Designing an AppleTalk WAN.”

At the physical and data link layers, Apple developed a new protocol for using
telecommunications links between a single user and a network. Introduced at the
same time as the Mac PowerBooks in late 1991, Apple Remote Access Protocol
(ARAP) lets a Mac user dial into a network and use any of the network services as
if the Mac were physically attached to the network. Apple plans to expand
ARAP to use other telecommunications protocols, such as the Point-to-Point
Protocol (PPP) familiar to the Unix and Internet communities.

Finally, Apple has also decided to implement another foreign, or non-
AppleTalk, protocol to assist in network management. Apple has been working
on MIBs (Management Information Base) for both Macs and AppleTalk routers for
use with the Simple Network Management Protocol (SNMP), which was originally
defined for use with TCP/IP networks. (For more details, see Chapter 16, “Con-
figuration Management.”)




Part One: Introducing Networking

Summary

After reading this chapter, you should have an overall understanding of how protocols govern the
functions of a network. AppleTalk protocols were explained and illustrated within the standard
framework of the 0S| Reference Model. The following topics were covered:

p The 0S| Reference Model is a seven-layer model that defines basic network functions.

B Protocol specifications set forth how a protocol exchanges data with a protocol in the layer above
or below it.

B The AppleTalk protocols fall into distinct layers according to the 0S|-Reference Model, but they can
be further classified according to their functions.

p The physical layer of the protocol stack handles the network’s hardware.

> The data link layer contains the AppleTalk Link Access Protocols (LAPs), which are responsible for
interfacing to the network hardware.

p The network layer, containing the AppleTalk Datagram Delivery Protocol (DDP), is an important
layer that is responsible for accepting data from the layers above it and dividing the data into
packets that can be sent across the network.

» The transport layer includes four protocols that are responsible for end-to-end data flow, reliable
data delivery, and the use of AppleTalk named entities.

p The session layer, which contains four protocols, manages network conversations among end
users.

> The presentation layer handles issues related to data files and formats, and includes two protocols.

p The application layer is the layer at which most of the network’s programs work. AppleTalk has no
specific protocols for the application layer.

g AppleTalk Phase 2 was released in 1989 with a redesigned suite of protocols, including new
protocols in the physical and data link layers. Most of the changes were accomplished by changing
de