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Overview of MAC Authentication

MAC Authentication is an authenticate method that allow the Switch to use client’s
MAC address to do authentication automatically. When the host MAC address
mismatches with the MAC address defined in the database, the switch will reject this
link.

2. Authentication Request

-

fff"r’

RADIUS Server

3. Authentication Reply

1. New Connection

Host

Scenario:
Consider following topology. The Host A's MAC address is authenticated by the
RADIUS server , thus the packets from Host A to the connected port will be
forwarded.
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2. Host A can ping to Server’ s IP address

RADIUS Server
192.168.1.100

1. Accept Host A" s
MAC address

Host A
192.168.1.50

If the MAC address is rejected by the RADIUS server during authenticating, packets
from Host A on that port will be dropped by the switch.

2. Host A can not ping to Server’ s IP address

RADIUS Server
192.168.1.100

1. Reject Host A’ s
MAC address

Host A
192.168.1.50
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Configuration using the Web GUI

1. Connect MGMT port with a PC or Notebook via the RJ45 Cable.

2. By default, the MGMT IP of the out-band port is 192.168.0.1/24

3. Set your NIC to 192.168.0.100/24

4. Open an Internet browser (e.g. IE) and enter http://192.168.0.1 in the
URL field.

5. By default, the username for the administrator is “admin” and the
corresponding password is “1234".

6. After successful login you will see a screen similar to the one on the
screenshot below.

B Save M Status B Logout H Help
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R D oo BVOR o DISAORG o W Mo D M0 0. DTN, |
........................................... = ~ Down  STOP  Disabled o oo L S £ S u]I1/I
4 . Down  STOP  Disasled O o .0 00 00 ooooo
5 Down  STOP  Disaed O 0 0 00 00 00000
6 .. Down  SIOF  Disatled 0 o .0 00 00 ooooo
I Down  STOP Disaed 0 0 0 00 00 00000
& .. Dwm _ STOP  Disaled 0 o .0 00 00 ooooo
8 ... Dwn _  STOP  Disabled 0 o .0 00 00 ooooo
10 Dowen STOP Digabled 1) 1] 1] 0.0 0.0 0:00:00
u DO i Disgaled o LS| S L U
13 e DO, SIOR DGRl S0 s b D g AL O |
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oDl e L Bpe L DI e o e b s D e D000
16 LDown ... BTOP  Disabled o o .....n.....Lo o0 oomoo
L Ly, O - o1 O 11 1L AL L S 1 N -1
LA ST 110 o ] 1] o SR 1 s 1| SEVENSS 11| e e ALIN/I
13 DO i Disgaled o TS || . (| L
20 Dawn STOP Dizabled o o 0 0.0 0.0 0:00:00

& Any
- - _Clear Counter
O Pott | |

7. First of all, we need to specify where the RADIUS server is. Click “Advanced
Application” = “Auth and Acct” - “RADIUS Server Setup” to go to the “RADIUS
Server Setup” page.
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B Save [ Status B Logout B Help

[ @) Authentication and Accounting

Advanced Application

App | RADIUS Server Setup Click Here | S ————
L., e e Lol L -
Auth and Acct Setup Click Here
WLAN
Static MAC Forwarding
Filtering

Spanning Tree Protocal
Bandwidth Contral
Broadeast Starm Contral
Mirraring

Link Aggregation

Port Authentication
Fart Security

Classifier

Folicy Rule

GQueuing Method

WLAN Stacking
Multicast

Auth and Acct

IP Source Guard

Loop Guard

8. Configure RADIUS server ip address from “RADIUS Server Setup” page.
L@ RADIUS ServerSetup Auth and Acct

Authentication Server

Mode i jari |
Timeout | seconds
Index IP Address UDP Port Shared Secret Delete
1 192.168.1.100 (1812 !1234 | | F
2 0.0.00 1812 0.0.0.0 |

9. After specifying the RADIUS server, now we go to the “MAC Authentication”
page.
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B Save M Status Fl Logout H Help

etting R Cort Authentication

Advanced Application

1P Application - 802.1% Click here
| MAC Authentication Click here
| Ma t
WLAMN
Static MAC Forwarding
Filtering

Spanning Tree Protocal
Bandwidth Contral
Broadcast Storm Control
Mirroring

Link Agoregation

Part Authentication
Port Security

Classifier

Folicy Rule

Gueuing Method

WLAM Stacking
Multicast

Auth and Acct

IP Source Guard

Loop Guard

10. To enable MAC Authentication, we check the “Active” checkbox and put name
prefix and password here. For example, if we use “zy-* as the name prefix and the
host's MAC address was “00-16-01-44-19-12". During authentication procedure, the
switch will send *“zy-00-16-01-44-19-12" as the name for authentication to the
RADIUS server.

11. Select the switch port which you want to enable MAC Authentication function and
click Apply.

Save [ Status El Logout B Help

Port Authentication

&
Name Prefix 2w
Password |zcel
Timeout o

WLARM
Static MAC Forwarding
Filtering
Spanning Tree Protocol Port Active
Bandwidth Control * El
Broadeast Starm Contral 1
Mirroring 2 O
Link Agaregation 3 "D ’
Part Authentication 4 ' D -
Faort Security 5 0
Classifier 5 | D -
Folicy Rule 7 --D :
Cueuing Method a . |:| -
WLAR Stacking 3 g' --D .
Multicast Fh 4 |:| i
Auth and Acct iy ..D ;.
IF Saurce Guard s TR TR
Loop Guard s 12_ __D .

13 |
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12. After configuring MAC Authentication. Now you need to configure the RADIUS
Server. Here we use WINRADIUS as an example.

13. Download and unzip the file (WinRadius) on Radius Server 1. Then double click
the file “WinRadius.exe” to run the Radius.

warem || F o bemip
Folders x Size | Tvpe
=1 -] 216 KB  Application
) 25 3 Backup i< . 179 KB  Adobe Acrobat 7.0 ...
=) 2t =) winRadius. backup 1KE BACKUP File
) Ba 3 HD ZKE CONFIG File
3 cle WinRadius, exe 576 KB  Application
I3 <o ian Back. '-.-'-.-'inRadius.de:u 116 KE MDE File
) o € winRadiusC.html 11KE HTML Documert
=) De _L.65c3 It @WinRadiusE.html 10KE HTML Document

14. When the program shows up, click “Setting” - “System” to apply our shared
secret “1234” and leave others unchanged.

Operation LOG  Advanced | Settings  Wiew  Help

"]
N L n ? Database, .. Eg I I ‘ % ‘ ?
0 | Tirme Authentication, .. -
1 2007v4m1ad 15h3s  Accountings. .. [ DB : Data source name not found and no defaulk dr
2 2007yw4m18d 15h33 Logs... e goto "Settings/Database. " and create the QDBC
3 2007w4mlsd 15h33 pulk-Secret,. ch QDBC service Failed,
Performance. ..

SN x|
MNAS Secret: 1234 ‘_

Authorization port: 1812

Accounting port: |1813

™ Launch when system startups

[” Minimize the application when startups

Cancel

15. Now, we need to create our test accounts based on the MAC address of the client
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notebook. To do so, click the “+” sign of the GUI of the WinRadius to add an account.

£3 WinRadius - 77?

Operation LG Advanced  Settings  Wiew Help

|D 3 8 x|+ 5 ¢ &8¢

1 | Tirne ﬁ_, | Message

1 2007 v4mz0d 10h33m36s [Add] LOAD DB+ Daka source name nok Found and no defa
2 2007w4mz20d 10h33m Please goto "Settings/Database..." and create the O
3 2007 w4mz20d 10h33m26s Launch QDBC service Failed.

16. Find your MAC address by using the DOS command “ipconfig /all” on the client
notebook and put it here with the prefix “zy-* in front of it. Also, please put the
password as what you have set in the Switch. In this example, the password is “zyxel”.
[[MPORTANT: Please use the actual MAC of your client instead of the one used in
this example]

x

User name: |7y-00-0A-E4-13-7F-D3

Password: Izyxﬂ

Group: I

Address: I

Cash prepaid: I p Cents

Expiry date: I

alid days since first login; empty means never

Mote: yyyy/mm{dd means expiry date; digit means
expired.

Others: I

" Prepaid user & Postpaid user

Accounting method: IBased on Time j

0Ok Cancel |

17. Click “OK” to save the setting. You will see that there is a log saying that your user
has been added successfully.
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/D& B x + — & | e

1D | Time | Message

1 2007y4mz0d 10h33mz6s LOAD DB ; Data source name nok found and no default driver specified

z Z007v4mz0d 10h33mzes Flease goto "Settings/Database.. " and create the ODEC For vour RADIUS database,
3 Z007yv4mz20d 10h33m26: Launch ODBC service Failed.

4 Z007y4mz0d 10hS4maas Add user successfully,

18. Now connect the client notebook to the Switch at port 15 and do a PING test to
the RADIUS Server at “192.168.1.100". You should see PING is able to get through in
the very second you launch it since it just takes a very small amount of time to do the
MAC authentication. In the log of the RADIUS Software you will see that user
authentication was successful.

D & W |X + — 5 ¢ | & 2
10 | Tirme | Message
1 2007yv4mz0d 10h33mz6s LOAD DE @ Data source name nok Found and no default driver specified
z Z007v4mz0d 10h33m2as Please goto "3ettingsiDatabase..." and create the ODEC for wour RADIUS database,
3 2007yv4mz0d 10h33mz6s Launch ODEC service Failed.
4 2007w4mz0d 10hS4mS3s Add user successfully,
5 Z007v4mz0d 11h27m7s User (zy-00-04-E4-13-7F-03) authenticate Ok, I

:»Documents and SettingssZetarping 192.168.1.188
inging 122 _168_1_188 with 32 bytes of data:
eply from 192_168_1_108: bytes=32 time=1ms TTL=254

eply from 192_168_1_108: bytes=32 time=1ms TTL=254
eply from 192_168_1_108: bytes=32 time=1ms TTL=254

eply from 192_168_1_108: bytes=32 time=3ms TTL=254

ing statistics for 192_168.1.188:

Packetz: Sent = 4. Received = 4, Lost = 8 (@ loss>.
pproximate round trip times in milli-seconds:

Minimum = 1ms. Maximum = Jms,. Average = 1ms

19. Now let us do another test to see if this feature really works by changing the MAC
to a fake one. Since the username cannot be changed in WinRadius, we need to
delete the old one and create a new username (a fake MAC) on the WinRadius. To
delete an account, click on the “-“ icon and input the username that you want to
delete. You should see a log for the confirmation of the account deletion. Now
disconnect the client PC.
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Cperation LOG  Advanced  Setkings  Miew  Help

osa x+-95 ¢ s/ IR
1D | Tirne | Message
1 2007w4mz5d 11h3m33s Delete user successfully,

x

Username: |7y-00-04-E£4-13-7F-D3

oK

Cancel |

20. Now, as we mentioned before, we create a user account based on a fake MAC
address. In this example, please put zy-11-11-11-11-11-11.

x

User name

Password:

fzy 1111111141111

zyxel

Group
Address

Cash prepaid

Expiry date:

0 Cents

MNote: ywywimmfdd means expiry date; digit means
alid days since first login; empty means never

expired.

Others

" Prepaid user

Accounting method: IEasgd on Time j

* Postpaid user

0K

Cancel |

21. Now it is the time to verify whether MAC authentication is really working on the
Switch. The authentication should fail this time.

22. Connect the Client PC back to the Switch at port 15. Do a PING test to the server
at 192.168.1.100 and it should fail in every attempt. Check the WinRADIUS log and
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you should see an authentication failure message.

Qperation LOG  Advanced  Settings  View  Help

10 | Time | Message
1 2007y4mz3d 14h37mz7s Reason: Unknown usernanme
z 2007y4mz3d 14h37mzTs User (zy-00-04-E4-13-7F-D3) authenticate Failed,
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Configuration using the CLI

vian 1
name 1
normal "™
fixed 1-28
forbidden ™
untagged 1-28
ip address 192.168.1.1 255.255.255.0
exit
interface port-channel 1
mac-authentication
exit
interface route-domain 192.168.1.1/24
exit
ip address 192.168.0.1 255.255.255.0
radius-server host 1 192.168.1.100 key 1234
mac-authentication
mac-authentication nameprefix zy-
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