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Overview of MAC Authentication 

MAC Authentication is an authenticate method that allow the Switch to use client’s 
MAC address to do authentication automatically. When the host MAC address 
mismatches with the MAC address defined in the database, the switch will reject this 
link. 

 

Scenario: 
Consider following topology. The Host A’s MAC address is authenticated by the 
RADIUS server , thus the packets from Host A to the connected port will be 
forwarded. 
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If the MAC address is rejected by the RADIUS server during authenticating, packets 
from Host A on that port will be dropped by the switch. 
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Configuration using the Web GUI 
1. Connect MGMT port with a PC or Notebook via the RJ45 Cable. 
2. By default, the MGMT IP of the out-band port is 192.168.0.1/24 
3. Set your NIC to 192.168.0.100/24 
4. Open an Internet browser (e.g. IE) and enter http://192.168.0.1 in the 
URL field. 
5. By default, the username for the administrator is “admin” and the 
corresponding password is “1234”. 
6. After successful login you will see a screen similar to the one on the 
screenshot below. 

 
 
7. First of all, we need to specify where the RADIUS server is. Click “Advanced 
Application”  “Auth and Acct”  “RADIUS Server Setup” to go to the “RADIUS 
Server Setup” page. 
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8. Configure RADIUS server ip address from “RADIUS Server Setup” page. 

 
 
9. After specifying the RADIUS server, now we go to the “MAC Authentication” 
page. 
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10. To enable MAC Authentication, we check the “Active” checkbox and put name 
prefix and password here. For example, if we use “zy-“ as the name prefix and the 
host’s MAC address was “00-16-01-44-19-12”. During authentication procedure, the 
switch will send “zy-00-16-01-44-19-12” as the name for authentication to the 
RADIUS server. 
 
11. Select the switch port which you want to enable MAC Authentication function and 
click Apply. 
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12. After configuring MAC Authentication. Now you need to configure the RADIUS 
Server. Here we use WINRADIUS as an example. 
 
13. Download and unzip the file (WinRadius) on Radius Server 1. Then double click 
the file “WinRadius.exe” to run the Radius. 

 
 
14. When the program shows up, click “Setting”  “System” to apply our shared 
secret “1234” and leave others unchanged. 

 

 
 
15. Now, we need to create our test accounts based on the MAC address of the client 
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notebook. To do so, click the “+” sign of the GUI of the WinRadius to add an account. 

 
 
16. Find your MAC address by using the DOS command “ipconfig /all” on the client 
notebook and put it here with the prefix “zy-“ in front of it. Also, please put the 
password as what you have set in the Switch. In this example, the password is “zyxel”. 
[IMPORTANT: Please use the actual MAC of your client instead of the one used in 
this example] 

 

 
17. Click “OK” to save the setting. You will see that there is a log saying that your user 
has been added successfully. 
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18. Now connect the client notebook to the Switch at port 15 and do a PING test to 
the RADIUS Server at “192.168.1.100”. You should see PING is able to get through in 
the very second you launch it since it just takes a very small amount of time to do the 
MAC authentication. In the log of the RADIUS Software you will see that user 
authentication was successful.  

 
 

 
 
19. Now let us do another test to see if this feature really works by changing the MAC 
to a fake one. Since the username cannot be changed in WinRadius, we need to 
delete the old one and create a new username (a fake MAC) on the WinRadius. To 
delete an account, click on the “-“ icon and input the username that you want to 
delete. You should see a log for the confirmation of the account deletion. Now 
disconnect the client PC. 
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20. Now, as we mentioned before, we create a user account based on a fake MAC 
address. In this example, please put zy-11-11-11-11-11-11. 

 

 
21. Now it is the time to verify whether MAC authentication is really working on the 
Switch. The authentication should fail this time. 
 
22. Connect the Client PC back to the Switch at port 15. Do a PING test to the server 
at 192.168.1.100 and it should fail in every attempt. Check the WinRADIUS log and 
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you should see an authentication failure message. 
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Configuration using the CLI 
vlan 1  
  name 1  
  normal ""  
  fixed 1-28  
  forbidden ""  
  untagged 1-28  
  ip address 192.168.1.1 255.255.255.0  
exit  
interface port-channel 1   
  mac-authentication  
exit  
interface route-domain 192.168.1.1/24  
exit  
ip address 192.168.0.1 255.255.255.0  
radius-server host 1 192.168.1.100 key 1234  
mac-authentication  
mac-authentication nameprefix zy- 


