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Survey Equipment

.= ICS2

* Nemo-Handy

+ Nemo Outdoor
*« Sagem

* Blackfin I/1I

* QORC Autonomous

* DRT 1101B

« DRT 1183B

* DRT 1201C

+ DRT 1301C

* DRT 1301B3

» DRT4411B
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1CS52 |

Capabilities
Description: Integrated Collection System
«Cellular Survey Tool
»G5M and CDMA
*Combines scanning receiver and computer into
a single device
»Capable of being cperated remotely
sAL, DT, or hattery operation

Limitations & Planning Factors

IC52 Equipment Specific:
sData logging on Removable CF cand

+Designed for Moblie ot Fixed Operation
| *Softwareupgradable, with ability to add addition
| protocols

vWaight: 9 [bs

vEach protecol can be activated individually or
simultaneousiy

sReaquires [aptop for remote desktop application for
eonnection to survey device

+ Battery provides ~4 hours of cperation
* Hequires Decode Pro 4 Software

Vendor: QRC Technologies

Protocols: GSM, CDMA({Band class 0, 1
and 5} WCDMA,

BOIP:

Cost: $195,000.00

Approval: Ground Force Commander pending

designation of target

SECRZT /f NOFORN
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Nemo Handy (N95)

L S N P A

Capabilities
Description:
»Cellular Survey Tool for testing mobile
applications Qo5/QcE and measu ring the air
interface of EGSM/ GPRS/ EDGE/ WCDMA/
HSDPAS WI-Fi 802.11/p wireless networks. Itis
complete with voice and video streaming quality
MOS testing, cell and timeslot testing, and full

Limitations & Planning Factors Vendor:

! an the HS screen

Nemo-Handy Equipment Specifics:
= Can only record one network at a time

| « Does not give extended BA list j

Protocols: HSDPA/WCDMA 2100,
GSM/EGSM/GPRS/EGPRS 850/ 9040/ 1LBODS

» Easy to conceal, although H5 is not typical 1800
size/shape BOHP:
| * When the program is running, easy to see Cost: approx 511,50{]_“{]

————— | Approval; Title 10

application level metrics on voice and video calls.
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Nemo Qutdoor

CAPABILITIES

+Callular Survey Tool
eSystem includes

2 G5M HS

=] COMA HS

+1 TDMA HS

sfAssorted Scanners

*GP5 Recelver
+ Records celiular infarmation for download to NEMO
Analyze
= Can hook DT scanners to laptop for simultaneous
recording of numerous networks

LIMITATIONS & PLANNING FACTORS VENDOR:
MNemo ODutdoor Equipment Specifles: PROTOCOLS: 900Mhz, 1800, B50, 1300,
s Must be heoked to a laptop CDOMA
« Lising entire system can be cumbersome and BOIP:
+ Does not give extended BA list i
» Capable of running simultanzous multiple APPROVAL AUTHORITY FOR USE: Title 10
protocol survey

-
o

ECRET /f NOFORN
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Sagem OT488, 498

Capabilities

Description:
=Cailular Survey Taol Cellular Survey Tool for
measuring the alr interface of G5M/ EGSM/

- Taruisig Coll 5fie B &
20T ERS ESIC ih
o IEETETEEE -5

bt 12| g5 .

= i 0 GPRS wireless netwaorks.
DEC 13M8| TS 0

e, | 0 BF 5

- .

S Hel sET v

Limitations & Planning Factors Vendor:

Protocols: 850, 800, 1800, and IQ{IU.Mhz
BOIP: Part of MRT systems

Sagem Equipment Specifics:
*Can only record one network at a time

*Easy to conceal when not hooked to laptop Cost: approx $10,000.00
=\When the program is running, easy to see
on the HS screen Approval: Title 10

*Does not give extended BA list

SECRET JJ NOFORN
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Blackfin 1/1I

Capabilities
Description: BLACKFIN Il adds more performance and
capabhility to the Biackfin system while keeping the same
compact package. BF |l is designed to body worn or
packaged for concealed missions. Can be discretely
configured and controdled via biue tooth with the Mobile
cantroller. Quad Band interrogatar that can canduct
passive monitoring, survey, Interception of G5M voice and
M5 of a preloaded target lists, blanketed or targeted
denial of service, and geo a given G5M handset.

Limitations & Planning Factors

Blackfin Equipment Specifics:
» Supported Bands: Model A [200/1300MHz)
= Wiodel B (300/1%00MHz)
» Low pawer for battery aperation
» USB or Bluetooth connection *
* Mabhile controller provides limited control
= 5-7 hour hattery life

Vendor: Harris Corporation Wireless
Products Group
Protocols: GSM 850, 900, 1800, 1900

BOIP:
Cost: $75,000.00

Approval: Title 10

SECRET / NOFGRN
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QRC Autonpmous/ Lighthouse

Capabilities
Description: GQRC Autonomous is a wireless analyzer
designed for wireless network data collection an
G5M netwaorks. It automatically detects control
channel activity and logs System (G50, B0Z.11, eic.)
infarmation. It requires no camputer during the
collection phase and is desipned so that literally
anyone can collect data and coanduct analysis upon
retrieval.

Limitations & Planning Factors
QR Autonomous Fquipment Spacifics:

| GSM US 800719000 Hz, GSM European
900/ 1800MHz, COMA-2000 250/ 1900MHz
+ Complete Decoding/Encoding of Control
| Channel Massages
+ 5oftware upgradeakls
|+ Internal GPS
- Mapping
| = Data Logging on Removable CF Card
* Rupged Design; Etharnet enabled

Vendor: QRC Technologies

Protocals: GSM (Multi-Protocol}, CDMA-

2000
BOIP:
Cost: $35,995.00

Approval: Title 10

SECRET // NOFORN
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DRT 1101B

AT s e

Capabilities
Description: The DRT 11018 provides a compact, vet
powerful, surveillance capability against a variety of
analog and digital wireless standards. The DRT1101B
can be configured to support DF. digital voice
intercept/recording, supports target lsts of up to
14,000 entries, and bas a flexible tuner configuration
which provides fraquency coverage of all bands of
interest. Up to four tuners can be incorporated in

| Compasible won sikes 2000 NE

unit.
Limitations & Planning Factors Vendor: Digital Receiver Technologies
i 12028 Eouipment specines: | | Protocols: Multi-protocol
W Gy, Pmemea ‘ BOIF:
s seipbepey Embia || Cost: $78,850.00
|

Rudie Quiaute:

Approval: Title 10/ 50

1 Aan (2N

i v ALy Wieahows NEEH v

Etlieret miavdace

Lher-lHed g Guapnaent Jser mleraos (i B

SECRET /f MOFCRN

https://theintercept.com/document/2015/12/17/government-cellphone-surveillance-catalogue/ 18/12/2015, 19:20
Page 9 of 67



DRT 11838

Capabilities

Description: The DRT 1183 provides a powerful
surveillance capability against a variety of analog
and digital wirelessstandards. The DRT1183 can be
configured to support DF, digital voice
intarcept/recording, supports target lists of up to
10,000 entries, and has a flexible tuner configuration
which provides frequency coverage of all bands of
interest. Up to four tuners can be incorporated in

unit.
Limitations & Planning Factors Vendor: Digital Receiver Technologies
- DRT g8 Eauipmentseciies: | Erotocols: Multi-protocol
+ Flex|ble tuner ronfiguration provides frequency coverage BDIP:
| of all bands of intorest. ——
| = RFT3: Dual channal transcever YHESUHF coversge from 2- Cost:

3000 MHz; HF from 0.5 - 32 MHz

|+ HFTL: High perfarmance HF raceiver from 0.2-30 MHz
= MUTL: Microwave recetver from 0.2-8.5 GHz hEErUUEI: T'l'ﬂe 1[]{ 50
» FFGA based Wirekess Processorn WHEME, enables wideband
signal processing. Can &ls0 generate a 32+ narrowhand
algnalz

SECRET [/ NOFORN
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- DRT 1201C

Capabilities
Description: The DRT 1201C provides a compact, yet
powerful, surveillance capability against a variety of
analog and digital wireless standards. The DRT1201C
can be configured to support DF, digital volce
interceptfrecording, supports target lists of up to
10,000 entries, and has a flexible tuner configuration
which provides frequency coverage of all bands of
interest. Up ta four tuners can be incorparatedin

unit.
N Limitations & Planning Factors - . .
e R R | Vendor: Digital Receiver Technologies
* Monitars up to 544+ half-duplex channels [324 channels per | Protocols: Multi,p ratocul
WPM3), | T
» Sottware configurable to procese varicus wiralecs standards. E BO| P

+ Processes rmultiple forimats simultaneoushy. | Cﬂst'
* DF option availahle. | ==
* Flexible tuner conflguration provides frequency coverage af all |
bands of intenest. |
« RFT3: Dual channel transcelver VHE/UNF coverage from 2-3000 | ﬂEEI’DUEI I: Title lﬂ)' 50
Miz; HF from 0.5 = 32 MHz |
= HFT1: High performance HF receiver from 0.2-30 MHz |
= MUTL: Microwave receiver fram 0.2-8.5 GH: |
= FFG A based Wirelass Processor, WERM2, enables wideband |
signal processing, Can also generate 32+ narrowband signals, i

T ~ SECRET Jf NOFORN
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DRT 1301C

Capabilities
Description: The DRT 1301C provides a
miniature, yet powerful, surveillance capability
against a variety of analog and digital wireless
standards. It extends the capabilities of previous
DRT systems. it incorporates advanced passive
raoling technology eliminating the need for a

noisy fan.
~Limitations & Planning Factors Vendor: Digital Receiver Technologies
! DRT 1301C Equipment Specifics: \ Protocols: M I.J|ti-|Jl'ﬂtDCO|
| = Software canfigurable to process various wire|ess | e
| standards. Processes multiple formats sirmultanecusiy. | BC.” P:
= OF opHon available. | CDS‘t: slﬂﬂK

| * INMARSAT software is available
| = Provided expanded frequency coverage and
| bandwidth
~ Designed for harsh emvironments
= 8 full Duplex or 16 half duplex conversations
simultanecushy
= 30 fHz to 3000 MHz
= Welght: 10.5 paunds

Approvai: Title 10/ 50

SECRET // HOFDAM
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DRT 1301B3

Capabilities
Description: The DRT 1301B3 provides smaller/rugged
surveillance capability against a greater variety of
analog and digital wireless skandards than the
DRT1101B, The DRT1301B3 can be configured ta
support DF, digital voice interceptfrecarding, supports
target lists of up to 10,000 eniries and incorporates
higher performance control processors for increased
processing speed and faster boot imes.

Limitations & Planning Factors Vendar: Digital Receiver Technologies
DRT 3 Equipment Specifics: Protocols: Multi-protocol
= Processingf Monitering of up to 24 channels, BOIP:
= Dual Wideband RF Tuners prmidefrequem:',r | ———
roverage of all wireless bands of interest (20-1150 Cost: SIDDK

hHz, 1429-2500 MHz}
» Auto-configuration mode facilitates setup of unit; .
recognizes and decodes all contrel and traffic Approval: Title 10/ 50
Nessages
» 5mall size and light weight
& Law natlse signature

o Low power requirement

SECRET A MOFORN
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DRT 4411B

Capabhilities
Description: The DRT 44118 is a miniature receiving
system that provides powerful electronic surveillance
capability againsta variety of analog and digital wireless
standards. Utilizing the latest in digital signal processing
{DsP) and micro-processor technology.

Limitations & Planning Factors
DRT 44118 Equinment Specifics:
+ RESTRICTED SYSTEM
+  Small size and light weight and quist
*  Low noise signalure

i

|

|

|

|

|

|

+  Low powerrequirement |
|

]

SECRET /! NOFQRM

Vendor: Digital Receiver Technologies
Protocols: 2 MHz —3 GHz

BOIP:

COn Hand: 2

Cost: $40K

Approval: Title 10/ 50

DERIVED FREML
[ATED: D18

G

DECLASSIFY ON; 67 January 2084
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Fixed Wing Geo-Location {Manned)

+ Garuda (G-Box}
« Carmanli&ll

* Typhon

* Windjammer

* Radiance

* Raven

* Deerpark

* Adder

* Traveler

* Nebula f NGW

» lcarus / Radio Eye {New Development)
+ Near Vertical Direction Finding [NVDF) DERIEDFROM;

SECRET /f NOFDRN
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Garuda {G-Box)

Capabilities
Description: The G-Baox is used as a GSM airborne geo-location
system to replicate a GSM network Base Station. They operate by
attracting and reglstering handsets aperating on the local
commercial netwerk. Each handset's IMS| {International Mabils
Subscribar [dentity] or IME| (Internationzl Mobile Station Equipment
|dentity) is compared against the ‘s target watch list. When a
targeted handset ks [dentified and reglstered to the box, B geo-
locatlan selutlon Is calculated. G-Bex was specifically designed and
buile for gec-location misslons In fixad wing alreraft (meanned,
unmannied). Garudes received & software upgrade that modified the
algorithm saftware, which allows the system to take 1000 entries.

Limitations & Planning Factors
| G-Box Equipment Specifics:
= Rual band system (900, 1200 & 350-1900 MHz)
* B BAMD B20-915 K 1710-1735 MHZ
I« THBAMD 925960 R 1805-1880 MHZ
| = System GPS
| + Active L1/L2 Band
| -L11575.42 +/- 10 MHz
| -L21227.00 +/- 10 MHz
| » Effective Ranges- Min: 5 miles Max: UEM
| = Target List Max: 1000 targets

SECRET Jf NOFORY

Vendor: VIA SEPCOR
Protocols: GSM
BOIP:

Cost: $185,000.00

Approval: Title 10
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Capabhilities

Descriptiem The C-Row is usedd as @ 350 air & ground geo-lostion
swslern o repdicale 2 G nelwid 8¢ Station. [taperates by

'ff pand registering handseis operating on the loeal commereia
ST I— A1 handset's IPS or IMEI TS compared apainst the TES

,—,el %fﬁ:!'l # farpeted handset is identifed and registerad
10 the Dn. m:l- sildian s '_h::ulﬂt!d The Carmen can alzo be usad

lawvgeles 1 pm: A 5 G50 cels. Carman has provided

hindselsT The G-boxes and Carmen are
the same core roR Arun a different flrmware and
softd re. The vser GUE on aacn 5 also different which allows for
ooeralor rnani pul slion of wdditional netwerk parameatars,

Limitations & Planning Fact g:;s, ¢: VIA SEPCOR

C-Bow Enuipment Specifizz 5 !
| 5|n5l= Emard sy lern {BS0, 900, 1B00 & 1000 [WiHzr .\! :
| RXBAND 580915 MHZ = '% o B
| TR BAMD 515560 MHE i
System GPE | Cost: 5185,000.3{'

| Aetive 1112 Band
L1 1575.42 +(-10 MKz |
L2 122700 +f- 10 MHz
Effective Range: Min S milss Max UKN

Target List Mas: 500 targets, reeoornmend <400 Agnmva[: TitlE‘ lﬂ

*CARMEN saffware includrs FA capabiitics that the & Baxk Series
does not have [Deny, Dlsmupt, Degsade and Decaive),

SECRET ff NOFORN
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Carman I

i

B
N
i

Capabilities
Description: The C-Box Il is a GSV BTS aperating In
the 850/900/1800,/1900 MHz GEM bands that
establishes connection with targeting devices. 1t
operates by attracting and registering handsets
operating on the local commercial network, Each
handset’s IMSI or IMEl is compared against the TF's
target watch list.

Limitations & Planning Factors Vendor: Key W
L-Ban I Equlpment Specifie: : Prutocols: GSM
Single band systerm (550, 44, 1200 & 1900 MHz) e
Si7e 15.5" x 3.5" BOIP:
Waight: 15 |bs {balleries nol incudec) F—
RXBAND: £80.515 MHZ Cost: 5130,000.00

T BAND 925-960 MHZI
System GPS - Actlve L1/12 Band
L1 157582 +f- 10 MHz

£2 122700 +- 10 MHz
Effective Range: Min 5 miles Max UEMN EE r Ti

Target List Max: 500 targets, recommaend <400 A roval - T'tle 10
*CARMEN softwars [ncludes EA capabilities that the G-Box Sarlas
daes nat have [Deny, Dirupt, Degrade and Degeive).

CERIVED FRCH
EATED 02 May 300G
SECRET // NOFD2M COOLASSIEY OH: OF Jarary 2034
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Typhoon

Capabilities
Pescription The Typhaon is used as a G5M airborne gea-lacation
system 1o replicate a G50 network Base Statian. They operate by
attracting and registering handsets operating on the local
commercial netwaork. Each hendset's [MS! [Intermational Mobile
Subscriber identity} ar IMEI (International Mobile Station
Equipment |dentity) is compared against the target watch list.
When a targeted handset ks |dentified end registered to the box, a
geo-location selutien is calculated. Typhoon was specifically
designed and built for geo-location missions in fixed wing aircraft
{manned/unmanned).

Limitations & Planning Factors

Typhoon Equipment Speckfics:

+ 20km+ range in rural areas, Skm in urban areas
. * Integrated GPS

= Highly mobile

* Field Upgradable

* Battery or vehicle powser capable

+ 4-8 hour battery life

= 20 pounds with out the battery

SECRET /) NORORN

Vendor: NSA TAO

Protocols: GSM 850/1900, 900/1800
BOIP:

Cost: $175,800.00

AEErﬂVﬂI: Title lﬂf 50 [Title 10 enly under 5-35)

https://theintercept.com/document/2015/12/17/government-cellphone-surveillance-catalogue/
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Windjammer

Capabilities
Pescription: Windjammer is a Thuraya, INMARSAT hand-
held satellite simulator that can conduct survey, stimulation,
denial of service, and geo-incation of a given target handset.
It presents itself to satellite terminels as the natwork issuing
commands that cause the terminals to communicate with
the system directly. The terminal identities are determined
at which time they may be actively geo-located. Yariants
include Portable {pictured), Rack Systemn for simultanecus,
multi-netwerk operations, and UAY Systems which include a
low bandwidth remote contral capability,

| Limitations & Planning Factors Vendor: SR Technologies
Windprmrner Equlpment Specifies: | - -
| HNetworks: Inmarsat miniM, Thuray= | m lﬂmarsat, Thurava
| m?aﬂa s " | BOIP:
Tuning Range: L-Ban 1558
RF Cutput Power: Sel=ctable frem -12 dBm to +37 dBm % 51921' 000.00
EX EAND:
Full Range Receiver: 1525 « 1665 MHz
| Uplink Reeelver: 1626.5 - 1655 MHz Approval: Title 10/ 50
Ges il

Antenna Connector; SMA

Antenna: External 157542 MHz, RH polarization, active 3 W,
20 dBi gain, SWH < 2.5

Bange =2 miles pround, =8 miles air

EECRET /f NOFORM
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Radiance |

Capabilities
Description: Radiance is a self-contained portable
airborne and ground interrggator system capahle
af capturing, interrogating, and geo-locating
CDRA-2000 and 15-95 mobile devices. Radiance
captures, interrogates, and geo-locates the
handset by continuously collecting range data on
the target and pairing this data with the GFS
location of the Radiance system.

Limitations & Planning Factors Vendor: Vendor West

| Protocols: 450, 800, and 1900MHz
Radiance Equipment Specifics:

| =Band: CDMA-2000 (single-banded systern) CDMA 2000
| * Requires separate network survey device (1C52 BOIP:
from QRC Inc.) Cost:

* Causes Denial of Sarvice {DoS) during operation
to COMA network for short period

+ 27 lan- 12 Feb - Deployed for two week Approval: Title 10
operational assessment/Combat Evaluation (OIF)
* AJC integration difficult due to size

SECRET f/f WOFCRN
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- Raven

Capabilities
Description: Raven is used fo interrogate WCDMA
phones and to geolocate target chones fromthe
air or from the ground. Interrogation is the process of
getting phones to send infarmation
such as their unigue idenfifiers {e.g. IMSI and IMET).
Geolocation is the process of determining the
geographical lecation of a target phone.

Limitations & Planning Factors

i Raven Equipment Specifies:

| = Band: UMTS [single bandad system)}

| = Requires separate network survey device

| « Causes Denial of Service [DoS) during operaticn
to UMTS network fer shart period |

= Developmental

Vendor: Vendor West
Protocols: UMTS
BOIP:

Cost: $800K

Approval: Title 10

https://theintercept.com/document/2015/12/17/government-cellphone-surveillance-catalogue/
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Deerpark

Capabilities
- Targets 450 sub-band A/C, 800, and 1900MHz
CDMA-2000 & 1S-95 mobile devices
+ Multi-banded system
» Unique identifiers include IMS1-S & ESN/MEID
+ Passive survey of handsets/base stations
- Passive geo-location of handsets/base stations
* Active stimulationfgeolocation of handsets
= Active surveylgealocation of handsets

Limitations & Planning Factors Vendor: Rincon IAW NRO
— R —————— | Protocols: CDMA 450, 850, 1900
Deerpark Eguipment Specifics: BOIP:
- Ground/Airbome GDMA only —t
« Does NOT cause denlal of service Lost: 525[“(

+ 205 Ibs wi Adder & all four Filter Amps
» Requires 28 WDEC at ~25 amps for operation, draws
TOM far Adder and onc Filter Amp

- Can be operated on large wheesled vehiele utilizing
12 to 23 VOC up-converter

Approval: Title 10

. DERIVED FROING:
SECRET YV INGROEN BATED: 0T May

DECLASSI™Y 0N

https://theintercept.com/document/2015/12/17/government-cellphone-surveillance-catalogue/ 18/12/2015, 19:20
Page 23 of 67



Traveler (EW FoS)

Capabilities
Description: TRAVELER is a developed software defined
multi-protocol system capable of active/passive GSM
gea-location, passive GSM survey/tower mapping,
HPCB/PTT intercept/OF, Thuraya intercept/copy/gec-
lacatian. Traveler passive capability reduces network
signature/impact on the network. Provides robust
airborne network survey capability.

Limitations & Planning Factors

| Traveler Equipment Specifics:

' = 1 channel, 200tz ta 3GHz airbame saftware programmable

| sysiem deslpned to survey and geo-locate designated signals of

| intarest {504].

» Targets the 850, 00, 1800, and 19000 Hz G5 bands.

= Traveler I= designed so that adding ad diicnial S04 85 a matler of
| porting seflware into the Travelar processing wnit,

| —The near-term to inchude COMA and UMTS

| « pulti-Channel Spetial Frocessing [Co-Channel Aeduction] |

= Covart dn-Demand Active Techniguaes
* fdowrnab e Betwesn Pletforms o Flald
» pqultl-Channet Direction Finding [DF]

* Carrelation Intedferameter Pracislon Geo-location [CIGL]

Vendor: BAE Systemns

Protocols: GSM 850/1900, 900/1800 passive
GSM survey/semi-passive geolocate, HPCP, PTT,
Thuraya [Vagrant). Future $0| ports planned
include: COMA [Dear Park), UMTS & TTL

BOIP:

Cost: 5750k

Approval: Title 10
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} Nehula

Capabilities
Description: Mebula is an N5A Devefopmentafairborne
multi-protocs! box designed for gec-location against
GSM {(Multi-Band), COMA, UWTS, and H. Currently can
target HPCE, G5M, Inmarsat, Thuraya, COMA-2000,
HSDPA. The M5A Is leading system development [N5SA
lzad).

Mebula Eguipment Specifics:
« Band: G5M (multi-band}, COMA-2000, LIMTS,
HRDPA.
= Abla to lock and hold traffic from 12 miles away
= Air/Ground Geo-location ability to within 200m
[results often closer to @ 10m CEP}
* Ableto change channelswithout dropping locked
H5
= High DC power requirements (Nebula 2C)
* Waight 45 pounds
* Power requirement: 450 Watts 36V 0C

 Limitations & Planning Factors

i NOFORN

Vendor:

Protocols: GSM {multi-band}), COMA,
UMTS, WIMAX, LTE, HSDPA, HPCP,
inmarsat, Thuraya

BOIP:

Cost: TBD

Approval: Title 50
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ICARUS/ NVDF

Description: NVDF provides instantaneous PTT VHF/UHF
geclocation capability o support missions where it is
possible to fly much doser to targets than traditional
stand-off systems. (deal for rural or remote areas where
the density of emitters is low [no inherent interference
canceliation, ideal for AFG operations) Signal typas for
initial system frequency range: 100500 MHz {Push to
Talk Transcelvers (PTT), FRS Transcelvers, High-
Poweared Cordless Phones (Handset and Base Station) ,
CWW Beacons and EF Tags, Trunk Mobile Radies

Limitations & Planning Factors

MNYDF Eguipment Specifics: |
= Better look-angte, resclLtion, and accuracy far E00R |
sensors (dieslly above target, +- 50 degress angle, sub |
50m sccuracy achieves in SCMUS testing) |
* More favorable intercept condiiors for icw: powear
emitters {Locate priarity walksrs vice repsaterns)

« |nstentenecus Geolocation fram & signal measuremsn!
dua to a Z0 look-down antanna  aray

v Protodype (C1A) svetem designed for geneial aviation
ach AST Hydrah processor, 4210 £ aray v cavity backed
circulzr polarized spiral aniennas desgred to coves 100-
S00kM bz range.

“CLECHE]

Vendor: AST
Protocols: PTT
BOIP:

Cost: 1.5 mil

Approval: Title 10

DERIVED FROM:
DATED: 01 WHIG
A MDFDRN DECLASSIFY ON: 07 Janvary 3034
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PGL Payloads on UAVs

* Twister

» §-100 w/ Carman Il and Windjammer
* Gauva {G-Pod/STE)

+ GarWind (BLOS G-Pod)

+ Gilgamesh

« Airhandler

* BLOS

* Radiance (BLOS Rad-Pod)

« Jagged Amber

* Traveler Pod

SECRET & NOFGRN
w
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220

Twister — Firescout APG

Capabilities
Descripticn:  Twister is a multi-frequancy band, micro-class Base
Station Router. Its hes a power output of +43dBm, integrated GPS,
Vpice B High-speed Data capability, GSM security & encryption
rmaking system highly moblle end deployabla for field use. The
systern is designed for VBTS GU Software support which includes
Full VETS GUI feature base and applications. The software allows for
completa command and contrel, which provides support for a
variaty of field epplications. The system is optimized for low power
consumption, custom installation, and famillarity of use wy exdsting
VBTS GUI operators,

Specifications: Integrator: Northrop Grumman IS/AS
Plysical Dimensions:

- |$i:r_er BBz U HEEL X LW X Y H _ ICW PMA-266

:V‘r:i;‘ter Lo FromtL-End: E257L g 5.75%W £ 2.25"H Pfﬂtﬂcols: GSM Qﬂﬂflsﬂﬂflgﬂﬂ MhZ

B e Approval Authority: GFC 1AW hast

= ‘Twistar Aw: Front-End: = 6.5 lhs
e _ nation GCC approvals
= Dperating Ternp: 07 to £ = B (205 bumis ity nen-car densie g
= Brprage Tenpl 3000 T+ 8070

= Lomvection cooled

=50 Frequency C: pabifitis:

» LG50 [900Mhbz], DC5 (1800M bz}, PCS (1900 Mhz)

= Full-zate Waios Cronder, Dasie 503 Messaging

= lripi Pesweir Rergeeirern s ads = S50 (Bast e Depical corfigurating - S

* Input Voltape Range = 26 VI SECRET
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Boeing/Schiebel S-100

Capabiliti
Description: System Provides
Real Time Land or Sea-based ISR, KPPs
- Maritime Takeoff and Landing $50'x44" Helicopter Pad,
Sea-State 2 (T)
- Data Link Range up to 180 km
- 6 Hrs Endurance @ 55 kis @ 25 kg ; (55 |bs) payload
- UnpackiPack-up i <6 Hr (T)
= Max Air speed; 130 kis (240 km!h} LAS
- Gruise Speed: 100 kts (185 kmih) 1AS
- Ceiling: 18, 000 ft in ISA conditions (@ reduced GW
- Qperating temp. (-40 F to 131 F); winds up to 25 kis
{48 km'h)

Limitations & Planning Factors Vendor: Boeing

- KATAHDIN Equipment : | Protocols: GSM, Thuraya & FMV
{ + CAN NOT ARM with weapons BOIP:
' « Internal STE maritime requirement mand-

Cost: TBD
Approval: Title 10

DERNED FROM:
DATED: [ May 2006
SECRET /f NOFORM [IEC LASSIFY DN 07 january 2034
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GUAVA (G-Pod/STE) -- LOS

SZECRET

G-Pod

Capabilities
Dezcriptlon: The SP1 G-Pod system iz a GSM airborne {UAVY
peo-docation system to replicate a GSM network Bace Station.
The G-pod (Garuda in an 18 inch pod),is deployed on the MQ=
1/9 acft. Once at missien altitude, tha Ground Contrel Data
Link [operated from Surface Terminal Element, STE) contacts
the G-pod and creates an Ethemet connection for peyload
command and contral as well &5 data link command and
contrel. The payload eperator is then free to parform mission
activities while the air to ground control data link tracks and
maintains & connection with the LAV sensor pad.

Limitations & Planning Factors

Guava Edulpment Speeifics:
G-pod [5-Boy Ina pod ges G-box specs)
Data Link: TCOL
E¥mit Power: =10 Watts.
FPower Consumption: <600 watls
Ditnenaioha: 68" X 1B™
Weight 125 |bs with sensor
G-Pod Ground Station [Surface Terminal Eleraent, STE)

Data Link: TCDL

Xmit Fawer: 2 watts,

Power Consumption: <2000 watls
Dimensions: & feet diametor

System Range: 50 Mk

Integrator: Northrop Grumman IS ICW
General Atomics

Protocols: GSM 300/1800

Approval: Ground Force Cemmander
IAW host nation GCC approvals

prcaeT il alar mER

https://theintercept.com/document/2015/12/17/government-cellphone-surveillance-catalogue/

18/12/2015, 19:20

Page 31 of 67



GarWin“c.:-I/ BLOS Pod

Capabilities
Description: BLOS G-Pod. Garwind is a G5M airborne
[UAV) geo-location systern to replicate a GSM
netwaork Base Station deployed on the Predator
UAV. With BLOS capabilities Garwind iz able to
operate in areas without a Surface Terminal Element
{STE} reducing the nead for a ground foeiprint.
Garwind allows the transfer of G-Pod and
Windjammer sensor data over the BLOS SO0COM Ku-
Band SATCOM datalink using the Garwind Ground
Contro! System [GCS)

Limitations & Planning Factors

: Vendor:
Garwind Equipment Specifics: . "
» 31 Mar 09— 1 Apr; Test POD KU connectivity at Protocols: GSM (muiti-band)
Cannon— successful. BOIP:
» 4.5 Jun 09— Conduct Test bed Network evaluation i
and certification at . Successful. g"w":
+ 18 Dec 09 - Plannad complation date for %:
A BE T L : Approval: Title 10
+ Jan 10 — UTC Plan to field first MO-9 w/f BLOS G- _
POD and upgrade entire fleet of PODS. Priority first
on MO-2's and then on the MQ-1's once integration |
testing is completed on that platform. |
SECRET // HOECRN 2034
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SECRET

Gilgamesh

Capabilities
Description: Gilgamesh is a Geo-location device
designad to conduct BLOS UAY APG aperations fram
MC-1/9 aircraft. Gilgamesh is controfled via the Air
Handler/Pradator KL Band data link and does not
reqguire a $TE to operata. System geo-locates with same
accuracy and generally samea TTP as ather systems.
Currantly C2 interfacewvia M5A Net.

Limitations & PI?PF""‘E Factors Vendor: Sierra Nevada Corporation

Equipment Specifice: ICW NSA OTRS/DAED and General
+« AWR completed for USSOCOM/ACC MO-1/9 .
[ irerat Atomics
* Weight : ~8.5 Ibs (LRU), requires modified VSAE Protocels: GSM BﬂﬂﬂSﬂG (I'JI"IE band
- Er;lt;mg antenna and cable harness on both M- available in flight}. Requires
| + Bandwidth requirements: Typical configurstion, | | separate vertical tailfin antenna
| 4200 bps uplink, 256 kbps downlink { assemhlv {VSAE} per band.
|« Requires Airhandlerio operate |
| « Current Payloads: Gilgamesh LRU Approval: Ground Force Commander
! * Payload ".fen.da.rts]: Protected, SNC - JAW host nation GCC approvals
SECRET
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SECRET

b
P
i
i

Airhandler

Capabhilities
Description: Airhandler is designed to conduct BLOS
UAY geo-location operations from MQ-1/9 aircraft
primarily used against low-band {PTT) signals-of-
interest. Airhandler is controlled via the acft KU Band
data link. Currently C2 interface via NSA Net, Requires
multiple collection nodes for increased geo-location
accUracy.

Limitations & Planning Factors

EquipmentSpecifics.
= AWR completed for USSOCOM fACCMO-1/9
aircraft !
*Weight : ~13 |hs (LRUY, requires modified VSAE |
including antennaand cable harness on both MGQ-
1/9 acft
= Randwidth requirements: Typical configuration,
| 4800 bps uplink, 256 kbps downlink
| = Current Payloads: Gilgamesh LRU

| = Payload Vendor(s): SHC
I

Vendor: Sierra Nevada Corporation ICW
NSA OTRS/DAED and General Atomics
Protacols: PTT {primary), COMINT 130-
180Mhz, 220-475Mhz, freq range 20-
3000Nhz

Approval: Ground Force Commander 1AW

host nation GCC approvals
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SEC

RET

~ BLOS Pod

Capahilities

Description: Pod based capability that allows for
remote oparation of Ethernet payleads removing
the requirement for dedicated, line-of-sight {LOS)
tactical data link. Ethernet datais routed over the
aircraft’s serial SATCOM data link using an
Asymmetric Ethernet Device (AED]. The AED is
placed on each end of tha aircraft’s SATCOM data
link (onboard Pod, GC5) and is used to convert
Ethernet data to serial for transit across the link,

Equipment Specifics:

Warrior BIk-0

4800 bps uplink, 258 kbps downlink

* AWR completed far USSOCOM MO-1/9 aircraft,

» Pod welght: =123 Ibs {with G-Box,/ Wi payioads]
* Bandwidth requirements: Typical configuration,

* Current Payloads: Garuda (G-Box), Windjammer-U
* Paylead Vendor(s): Protected, 3R Technologies

SE

—
RET

EZECRET

Integrater: Northrop Grumman 15 ICW
General Atomics

Protocols: GSM 900/1800,
Thuraya/Inmarsat

Approval: Ground Force Commander 1AW
host nation GCC approvals

MCFCAN
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ET

RADPOD (Radiance Pod)

b

Capabilities
Description: Pod based capability that allows for
remote operation of Ethernet payleads removing

the requirement for dedicated, line-of-sight (LOS]
tactical data link. Ethernet data is routed over the

aircraft’s serial SATCOM data link using an
Asymmetric Ethernet Device (RED). The AED is
placed oh each end of the alrcraft’s SATCOM data
link {onboard Pod, GCS) and is used to convert
Ethernet data to serial for transit across the fink.

= Bandwidth requirements; Typical configuration,
4800 bps uplink, 256 kbps dewnlink

= Current Payload (s): Radiance 850

* Paylaad Vendar(s): Protected

Integrator: Northrop Grumman 15 1ICW

General Atomics

i Equiprment Specifics: |
| « AWR completed for USSOCOM MQ-1/9 alrcraft ! Protocols: CDMA-2000, 850Mhz
* Pod weight : ~131 Ibs (with Radiance payload} Approval: Ground Force Commander [AW

host nation GCC approvals
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Jagged Amber — Next Gen BLOS

Capabhilities
Description: Pod based capability that allows for
remote operation of Ethernet payloads removing
the requirement for dedicated, line-of-sight (LOS)
tactical data link. Ethernet data is routed over
dedicated airborne SATCOM terminal integrated into
the pod, removing the requirernent to leverage acft
KU-Band C2 link and allowing for higher dedicated
BW for future 10/TTLfcommunications requirements

Iintegrator: Northrop Grumman IS ICW
—————— | Big Safari & General Atomics

Equipment Sge.ciﬁ-c:;-: | .

| * In development for LSSOCOM MO-9 ! Pj}tﬂ_ﬂgl_s- GSM gDD, 1809; CDMA
* Pod weight : ~250 Ibs [with payloads) 450/800, Thuraya/Inmarsat, TTL

|« Current Payload (s): Twister. Siren, Windjammer,

Wsmingiiind Approval: Ground Force Commander 1AW
* Payload Vendon(s): Protected, AST, SR Technologies haost nation GCC approva Is
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Traveler Pod —T-Pod

SECRET

Brcora T, s P P R,

-

Capabilities
Description: Pod based software defined mult-
protocol system capable of GSM survey/map/geo-
location, COMA survey/map geo-lacation, HPCP/PTT
intercept/DF, Thuraya interceptfcopy/gec-location.
Traveler's|ess instrusive technigues reduces
network signature fimpact on the network. Provides
rabust airborne netwerk survey capabil ity.

Equipment Specifics:

integration

+ Pod weight : ~180 Ibs {with payloads)

= Current Paylozd (s); Traveler 58U (Warrior)
* Payload Vendor(s): BAE Systems

* In development for USS0CGM Warnior Blk-1
* 5-35 awaiting 3U Traveler variant prior to Pod

Integrator: BAE Systams ICW General
Atomics

Protocols: GSM, CDMA, Thuraya,
HPCP{PTT, TTL

Approval: Ground Force Commander 1AW
host nation GCC approvals
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Ground Based Geo-Location
{Vehicular)

» GX-200 * Yellowstone

* Artemis * Kingfish y

. : * Stingray 1/11
Maximus . PRD-13

» Spartacus I/ 1l + Hayden I/11

» Carman / Carman s StarGrazer

» Cyclone MxS * Sidewinder

» REBUS

+ Windjammer
* Radio Eye (In development]

+ Buckshot
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GX-200

Capabilities
Description: Nearly identieal to the GRIGH Seraes (Nemesis),
the unpraded GX200 series gerforms the same capacliyin
_the preund-role GER stimulation; however, the GX200
Cprodhides 3 more robust operstor system capable of better

kbysi "iéwm_ent. adwances ofiset tawpeting, and higner
iHr fngels S iter relies on secomd systemn. Artemis, for

. geodocativi len

“Pite: Nemess dieren
%rﬂel, st bl

GX-200 Eavipimuent Speafics:
= Ak Dual band BO0/1E0D high power receivers
= Adr-intorface survey, iInlermosaticn and relaass
unistinnality '
= High solume repistration and cova it trafhic
- clannel eutablsbient
* High performance custom RF anc signal
processing hardware
* Aoyvanced smart diversity reverse enbanoes
receiver
v | arpely replaced hy the Maximus

: Martone Radio Technology, Inc.
ocols: GSM

Me

g,

ED FRCIM:

Approval: Title 10

SESIFY O 07 Jan

SECRET /i WOFORN

https://theintercept.com/document/2015/12/17/government-cellphone-surveillance-catalogue/

18/12/2015, 19:20
Page 41 of 67



Artemis

Capabilities
Description: Artemis is a dual band 850,/1900 & 500/1300
MHz system that provides a GSM geo-lecation capability
similar to Carmen and G-box. However, it cannot be
operated effectively from air platforms and is currently
used exclusively as a ground systerm in coordination with
Memasis/Maximus {or other stimulation device that locks
a handset and enables the DF). Mohile antennas can be
located with an accuracy of +/- 5 degrees used to create 2
CEF around the target.

Limitaticns & Planning Factors

Artemis Equipment S pecfics:
= User friendly GUI
= End to End Built in Test
= Fully digital processing of RF signals based an
angle resolving techniques
* 6-channel simultaneous wideband DF

Vendor: MRT

Protocols: Dual band 850/1900 &
900/1800 MHz GSM

BOIP:

Cost: $83,333.00

measurement
= Artemis “T" to be usad for Thurayain Approval: Title 10
development | DEANED TROK
f CTED: O Rday 2006
SECRET /f MOSSRN DFCLASSIFY Nz 07 lanuary 2034
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Artemis Il

Capabilities

Description: Artemis is a dual band 250,/1900 2 S00,/1800
MHz system that provides a G5V geo-location capability
similar to Carmen and G-box. Howaver, [t cannot be
aperated effectively from air platforms and is currenthy
wsed exclusively as a ground system in coardination with
MNemesis/Maximus [or other stimulation device that locks
a handset and anables the DF}). Mobile antennas can be
lacated with an accuracy of +/- 5 degrees used to create a
CEP around the target.

Limitations & Planning Factors

Artemis EquipmentSpecifics:
* Liser friendly GLN
* End to End Built in Test
+ Fully digital processing of RF signals based on
angle resolving techniques
» G-channel simultaneous widehand DF
measurament
{ * Artefnis “T" to be used for Thurayain
development

ECRET J/f NOZGRN

Vendor: MRT

Protocols: Dual band 850/1900 &
900/1800 MHz GSM

BOIP:

Cost: 583,333.00

Approval: Title 10
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Maximus

Capabilities
Description: Ground G5M stimulation & geo-location device
+ Replicates BTS to 5TIM handset into RF TCH allowing for DF
+ Provides limited capability to isoiate targats utilizing Firswall
aption
* Sagem H5 included to provide network survey
= |ncorporates Artemis in system to provide geo-lacation data
frem beth moving and stationary vehicle (zero baseline}
» System provides extended BA list with commonality chart

Limitations & Planning Factors Vendor: Martone Radio Technology, Inc.
e Protocols: G5V

WMaximus Eguipm ent S pecifics:

= Anprox ground distance™ 1- 4 Km ‘ m: 33

= Target Handset must be on & not engaged in a call ! Cost: 5365rﬂuﬂ_ﬂﬂ

+ Locking handsatinta TCH drains battery and ralses

signal strength

s Use of system requires decanfliction wiothergeo Approval: Title 10
elements in AD
i « Network can identify rogue BTS 1
i = [mpropar use can impact netwaork

SECRET // NOFORN
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Spartacusl

Capahilities
T u;hg_ n: A G5 “Stimulate only” capability to meet
Lﬂq [ 1r:|,‘tt1-:rr Man portable Geo-location device.
Thes & ?:eli GSM radio that will cause G50
Jr _h:indsch o ' » to itgmstead of nearby cell towers in

v L mat JT h cazil ‘_°.=_-Ii i target fist. Targeted
}Krta canthen h'* i}; a traffic channel
IS| nt call] and geo-lscated an “Artemis® device ar

] located with the use of dircction finding devioes.

Limitations & Planning Factors

Spartacus Equipmrent Specifics:
» Caution should be used to iwaid direct contact

+ Currently only a single band GSM system to he
upgraded to multiband

= Apprex graund distance ™ 1- 4 Km

= Use of system requires deconfliction w/other gao
elementsin AQ

| = Improper use can impact netwark

SECRET ff NOFDREN

with the antenna element while transmitting CDSt 5175 4249,

« 4 hour battery |ife | Appreval: Ground Force Commander
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Capabilities

. Description: Standalane, man portable, vehicle and

airberne PGL system. Simultanecus dual bandf dual BTS
wilh Receive diversity. Artemis 11l interface for crass
bordar operations. Warks in conjunction with Rover
software application.

Able to go from Airborne or vehicle mount configuration
to dismounted operation with ne change to system.
Grab and ge. The smallest dual band/high powered
systerm on the market

Limitations & Planning Factors

| =200 & 1800 MHz simultaneaus operation
| = 10 watts per BTS

| =Size: 127 235" x 10"

| = Weight: 12 |bs

! in stand-zlone
| = 5 hours battery life at 5 watts
| = Impraper use can impact netwark

* OF when connected with Artemis I/11, TDOAS TOA

SECRET f/

Vendor: Martone Radio Technology, Inc.
Protocols: GSM 900/1800 {single band)
BOIP: '

Cost: $180K

Approval: Title 10

DERIVED FROM:

HNOFCRN
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No
Photo
Available

Capabhilities
Description: Developmental highly mobile
ground G5M stimulation & geo-location device
s Replicates BTS to STIM handset into RF TCH
allowing for DF
= G5M security and encryption
= Integrated GPS
+ Overlay G5M cellular communications
supparting up to 12 Cyclone systems

Cyclone Mx9 (Micro/Macro)

Limitations & Planning Factors

Cyclane MxS Equipment Specifics:
+ 15+ km range, Urban range ™ 1.25 km
= Utilizes existing Typhon U1, ne additicnal
training required
= Weight: 6 pounds
= AC, DC, or hattery powered
+ 70 WH hattery provides S0 minutes run
tirme, 300WH battery provides 9-15 hours

Vendor:

Protocols: GSM

BOIP: Developmental

Cost: $106,000.00 estimate

Approval: N/A

o1 May 2004

SECRET ff WOFORN DECLASSIFY Oh: 07 lannary 2034
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Windjammer (Ground)

See Windjammer under
Fixed-Wing {Manned)

DERIVED FROM:
DATED: D1 fday

O 01 May 2004
SECRET /f NOFCORM DECLASSIFY QN 07 lanuary 1034
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Buckshot

Capabilities
Description: Project Buckshet is a ground
direction finding {DF) systam specifically
targeting PTT radios. The system Is designed asa
carry-on system suitable for quick install, low
profile passive DF/Geo missions. Developmental
itemn of interest. Not fielded in quantity.

Limitations & Planning Factors

. Buckshot Equipment Specifics:
| = Frequency Coverage: 30MHz to 3GHz

= Capture bandwidth: Programmable up to
200 KH

Vendor: Herrick Technical Laboratories
Protocols: PTT

BOIP:

Cost: $40,000.00

Approval: Title 10
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Yellowstone

pesciption;  CAPABILITIES

+ Ground G5M stimulation device

*+ Replicates BTS to STIM handset into RF TCH allowing for
DF

+ Provides limited capability to isolate targets utilizing
wild card or reject cause

+ Plots to Falcon View and allows track of dynamic targets
* Optional 5 Watt Amp can be attached

+ Backpack version of Carman

LIMITATIONS & PLANNING FACTORS VENDOR: OGA provide vendor protected

Yellowstone Equipment Specifics: PROTOCOLS: 900Mhz, 1800Mhz,
* Approx ground distance 200m 850Mhz and 1900Mhz (not multi-

= Target Handset must be on & not engaged in a call

= Locking handset into TCCH drains battery and protocol and requires antenna)

raises signal strength BOIP:

« Target watch list limited to 500 IME| & IMSI COST: 533'332_.["]

* Use of system requires deconfliction w/other geo =

glements in AD APPROVAL AUTHORITY FOR USE:

* Network can identify rogue BTS Ground Force Commander pending designation of target
= [mproper use can impact network DERIVED FROM:

DATED: 01 May 2006

SECRET // NOFORN DECLASSIFY ON; 07 January 2034
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Kingfish

CAPABILITIES
Description:
+ Ground GSM/CDMA stimulation device
+ Replicates BTS to STIM handset into RF SDCCH allowing
for DF
+ Optional 5 Watt Amp available
+ Backpack version
# Can lock and DF from same unit

LIMITATIONS & PLANNING FACTORS

Kingfish Equipm fics:
* Approx ground distance 200 Meters
» Target Handset must be on & not engaged in a call
+ Cannot DF with Gjallar or Datong system
* Locking handset inte SDCCH drains battery and
raises signal strength
» Use of system requires deconfliction w/other geo
elementsin AD
» Network can identify rogue BTS
= Improper use can impact network
s Can be used by Helo Assault forces

SECRET /{/ NOFORN

VENDOR: Harris Corporation
PROTOCOLS: 900Mhz, 1800Mhz,
850Mhz, 1900Mhz and CDMA (multi-
protocol and requires antenna)
BOIP:

COST: $32,433.00

APPROVAL AUTHORITY FOR USE: Title 10/ 50
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Stingray I/l

CAPABILITIES
Description:

s Ground GSM/CDMA stimulation device

= Replicates BTS to STIM handset into RF SDCCH
allowing for DF

« Passive and active modes of operation

= Optional 5 Watt Amp available

LIMITATIONS & PLANNING FACTORS VENDOR: Harris Corporation

atl - T PROTOCOLS: 9500Mhz, 1800Mhz,
ngray Equipment Specifics: .
« Approx ground distance 200 Meters 850Mhz, 1900Mhz and CDMA (multi-
. T:rgEt Handset must be on & not engaged in a protocol and requires antenna)

ca .

+ Cannot DF with Gjallar or Datong system m

» Locking handset into SDCCH drains battery and COST: $134,952.00

raises signal strength

* Use of system requires deconfliction w/other APPROVAL AUTHORITY FOR USE: Title 10

geo elementsin AQ

* Network can identify rogue BTS

» [mproper use can impact network RO

SECRET // NOFORN
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PRD-13

CAPABILITIES
Description: The PRD-13 is a radio frequency (RF)
and direction finding (DF) signals intelligence
system that provides signal location and
exploitation. The PRD-13 provides Tier 10 EW
Operators with the ability to DF any GSM signal of
interest; however, the PRD-13 is much larger than
other DF systems. This system is part of the Tier
EW inventory for certain conditions that require a
broad spectrum, large area focus.

LIMITATIONS & PLANNING FACTORS

PRD-13 Equipment Specifics
= Directed Search {Channel scan) 400 channels; 20

priority channels; 9 bands

* Freq Coverage: 2x 2000MHz & Intercept; 2x
2000MHz Monitor; 2x S00MHz DF

= Signal List: Logs up to 400

* Built-in Test (BIT): End-to-end system test

SECRET /f NOEORN

VENDOR: L3 Communications, Linkabit
Division

PROTOCOLS: 2MHz — 2GHz

BOIP:

COST: $20,000.00

APPROVAL AUTHORITY FOR USE: Title 10/ 50
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Hayden I/l

Capabilities
Description: Project Hayden is a survey,
interrogation, stimulation, denial of service, and
geo-location system to track high powered
cordless phones (HPCP). Hayden can stimulate
handsets to allow direction finding (DF) systems
such as EB-200 or Hydrah to ground track.
Ongoing development will allow Hyden software
be ported into Project Traveler,

__Limitations & Planning Factors | Vendor: BAE Systems
HAYDEN Equipment Specifics: | Protocols: HPCP

' * DEVELOPMENTAL | BoIP:
| = Weight: 30Ib .
i * Initially a 4 channel system to be increased On-Hand:
| to 12 channels for air operations | Cost: $110,000.00
| * Requires EB200 , HIDRA or HEAT for DF | Approval: Title 10

DERIVED FROM:

DATED: O] May 2006

SECRET // NOFORN DECLASSIFY ON: OF Ranuary 2034
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Stargrazer Il

Capabilities
Description: Stargrazer is an Army system developed
to deny, degrade and/or disrupt a targeted adversary's
command and control (C2) system on the Thuraya
Handset (HS) via electronic means. Stargrazer is able
to extract IMSI and IMEI data from the handset.
STARGRAZER is a flexible and expandable Special
Purpose Electronic Attack (SPEA) capability designed
primarily to target Mobile Satellite Services
communication downlink paths.

: STARGRAZER Il Eguipment Specifics:
Operates in three different phases:
1. Phase Il: Monitor mode.
2. Phase II: Attack mode: [dentify, capture and jam one or |
more handsets while gaining 1M51, 1ME1, TM51, and
geo-location data,
3. Phase lll: “Impersonate” mode: Impersonate actual
Thuraya network with : |
5GIN network and requiring the Thuraya handsets in range
to register with
the impersonated network and transmit their 1M51,
1ME1, TM51 and geo-locational data. The phone/phones
can essentially be brute force, or surgically jammed.

SECRET // NOFORN

Vendor:

Protocols: Thuraya, Thuraya DSL, ACeS
BOIP:

On-Hand:

Cost:

Approval: Title 10

DERFVED FROM:
DATED: i
DECLASSIFY ON: OF January 203
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Sidewinder

Capabilities
Description: Project SIDEWINDER is a compact,
software defined ground-based HPCP and G5M
geo-location system. Currently in the
development phase with the potential to become
the replacement for the Carmen geo-location
system. SIDEWINDER will employ the core
technology of the TRAVELER system with a 4-
channel receiver to increase to a 12-channel
receiver in the future.

Limitations & Planning Factors
Sidewinder Equipment Specifics:
- DEVELOPMENTAL

| » Much of technology for Sidewinder was
| transferred from the Traveler program

 variety of ground platforms and for low-
altitude rotary wing missions
* Contains both active and passive
capabilities
* Frequency range from 20 MHz to 3000 M

"+ Fully ruggedized to permit operationsin a

Hz

SECRET // NOFORN

Vendor: BAE Systems
Protocols: HPCP and GSM
BOIP:

On-Hand:

Cost: TBD

Approval: Title 10
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REBUS

Capabilities
Description: Ground G5SM stimulation device
+ Replicates BTS to STIM handset into RF TCH
allowing for DF
+ Provides limited capability to isolate targets
utilizing Firewall option
+ Sagem HS incorporated to provide network
survey
+ Backpack version of Series 200 box

Limitations & Planning Factors

REBUS Equipment Specifics:
= Approx ground distance 200 meters
= Target Handset must be on & not engaged in a
call
*» Locking handset into TCCH drains battery and
raises signal strength
= Use of system requires deconfliction w/other
geo elements in AD
= Network can identify rogue BTS
= I[mproper use can impact network

Vendor: CellXion
Protocols: GSM 900MHz
BOIP:

On-Hand:

Cost: $152,000.000
Approval: Title 10

SECRET // NOFORN
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RadioEye

¥

Capabilities
The RaclioEye system Is a lightwre git, man packeble, pushetostalk
(PTT) radic sitvatioral awareness and DF syslan inlended ta
provide operators with the capabdity o montor =TT activily within
range and detam ne fram whet direcbon a given PTT emiter s
hroadeasting. The system is cesigned bo orovde s greune assac
force with situational swareness of eny PTT acthily in thair
immzdiate area, Sires the majerty of FTT sadics operate witn
B0y of a~wnlificacizn their fyplcal affective range is batwezn 300m
anc 400m. =TT communicatiors nefwerks arz driven by the
zapability of PTT radios to transmit and ressive betwesen ohe
ancther.

Limitations & Planning Factors

- Radiokye:
= Power Consumption 3.3V
*Size: 12Y x 3.5% n 107
= Waight: < 10 lbs

Vendor: Ventis

Protocols: Man packable PTT
BOIP:

Cost: 397 K

Approval: Title 10
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Gjaller
Jugular I/ 1I
Quasimodo
HEATR
Thoracic

DERIVED FROM:

DATED: (1 May 20086
SECRET /f WOFORN DECLASSFY QN 02 Janwary 2034

18/12/2015, 19:20
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GJALLER

Capabhilities
Descriptinn: Prefect Gialler was inldally developed
for the ClAas a GSM direction finding (DF)
capability. Locks onto HS locked anto an
interrcgation device. The small size allows for the
operator to use the Gjaller in a covert, low-visibility
rale for both night/day OF sperations.

imitations & Planning Factors

Giather Equipment Spocificn:

- Close in GMS Geo-location device

* Hzpdheld sk device

Cw Wejght: 2 pognds

« Different hand:ets used for different hands

+ GOTS provided eguipment

» GSM band specific direction Finding

capability

vindermere Technology
Saluti o
Protocols:
BOIP:

On-Hand:

N "":E'i-t:r___a;}d}

Approval: Ground Force Commander

LERIVED RGN

ATE Piay 206

An ,
Cost: $4,300.00 X ;}};

SECRET /f NOFORN DECLASSIFY CH: OF January 2034
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JUGULAR 2

Capabilities
=6 band G5M, CDMA and UMTS receiver capable
of detecting and measuring R551
» Lises gither internal antenna or external

antenna

= Audible alert via Bluetooth or wired ear piece
¢+ Channel scan feature stops at G5M TCH detect
* High and low galn selectable

Limitations & Planning Factors

sCOTS - releasable to conventional forces
* Dense envirgnments increase difficulty of
DF operations
+ Utilized for close in DF operations; difficult
to identify targets from distance
= 3-4 hours of operation
{ = Comes in Black, Green, Tan ar Gray

Vendor: KeyW Corporation

Protocols: GSM 850, 900, 1800, 1500, 2100
4 COMA 450 A-H, 850, 1700 & 1500

BOIP;

Qn-Hand:

Cost; $5500.00

Approval: Ground Force Commander
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QUASIMODO

Capabilities
» 35M receiver capable of detecting and
measuring R551
« 10 Band Radic Receivar -
s 850, 900, 1800, 1900 and 2100 MHz capabia
GSM, COMA, UMTS
» Rugged, sealed and water resistant

Limitaticns & Planning Factors Vendor: KeyW Corporation
Mesunlightand NVG readable Protocols: GSM
E +» Intarnal rechargeable battery, 4-6 hours 1 BOIP:
| + Bluetooth, wired or internal speaker On-Hand:

Approval: Ground Force Commander

EECRET /f WOFORN
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HEATR

Cagabiiit‘ieg
Description:

» Hostile Emitter Angle Tracker Revised is the primary
direction finding (DF] tool for . Locks onto HS lacked
onto an interrogation device, Standard HEATR
systams are now with a Androld powered remote for
covert operation. Remote allows the user to fully
control the HEATR unit and antenna while being
hidden.

____Limitations & Planning Factors

| HEATR Equipment Specifics: Vendor: SvndEtm’ Inc.

| * COTS provided equipment Protocols: GSM, CDMA, Thuraya
[t o tnds Modified systems can include TTL and
| » Detection of sipnals with a wide sipnal PTT

! bandwltdth such as GSM, URMTS, COMA, Paits or . .

| Landmark _ Requires Multi-Protocol Antennas

| = Due to sensithty, uss Tn conjuncticn with ' BOIP:

Gjalier when entering buildings Gn-Hand:

| » The system will operate fram an external power
| source to extand tha operational time indefinitaly Cost: 548,000.00 (w/ antennas)

| e DESIED FRCM:
| * Not recommended for release to .m.:?rfrlLIS forces Approval: Title 10 F T e N e
- SECRET /f NOFORN DECLASSIFY O 07 Japuary 2034
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THORACIC

Capabilities
Description:
= Miniature, 8 band radio receiver able to detect and
measure the signal strength of any channel in the
uplink partions of common cellular communication
bands (GSM, UMTS, COMA & iDan),
aTha radlo can be controlled via a bluetooth data link
o an applet cperating on select phone such as Nokia
NG5,

Limitations & Planning Factors

THORACIC Eguipment Specifics:
+ COTS provided equipment
= 156 chargahle

= 3 x oroni directional antennas
« 3 ¥ hody worn patch antennas
= Wireless headset

iDen
= Dimensions: 3.3 x 2.2" x 0.67
| = Weight: < 2 |hs

» Dual output 12/24 VDT automotive pwr adapter

« 2 sets of 3 antennas to cover G5M — CDMA and

SECRET

£} NOFZRN

Vendor: KeyW

Protocols: GSM, UMTS,CDMA and iDen
Cost: 57,500.00 {w/ antennas)
Approval: Title 10
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Battlefield Data Recovery/SSE i

* Cyberhawk
« Cellbrite

SECRET /i NOFORN
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CYBERHAWK

Capabilities
Description: These BDR systems serves as a small
exploitation system for GSM handsets. Cyber Hawk
exploits over 79 cell phones; uses US made software
and com ponents and presents a much smaller foot
print than CELLTECH. Exploitation includes
phonebook, names, SM5, media files, text, deleted
SMS, calendar items and notes

BDR Equipment Specifics:
| = G5M only
* Takes 4-10 mins for download

data, pictures, calendar, sound files all
consolidated into one report

Limitations & Planning Factors

* Saved and dialed numbers, missed calls, SMS

SECRET // NOFORN

Vendor: NSA-SIGDEV

Protocols:

BOIP:

Cost:

Approval: Ground Force Commander
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CELLBRITE

Capabilities
Description: Is a portable, handheld, field proven forensic
system for the quick extraction and analysis of 95% cell
phones, smart phones and PDA devices .
= Extracts information such as phonebook, pictures, video,
text messages, call logs, ESN/IMEIL, and MSISDN information
# Portable end-to-end solution - battery operated, easy-to-
use device that requires no PC or associated phone drivers
» Developed for field use - ruggedized housing offers
additional protection in harsh environments
* 5IM card extraction and 5IM 1D cloning

Limitations & Planning Factors

EDR Eguipment Specifics:

i = AC 100-240V 50/60Hz; Output DC 15V, 2A
| * 217mm x 124mm x 77mm

 * Time required to complete data exchange
| depends on amount of data (approx 1-3
| minutes)

SECRET //

Vendor: TEEL/ CelleBrite USA Corp.

Protocols: GSM, CDMA and selected Thuraya

BOIP:

Cost: $9,920.00 (+ $900/1 yr service support &

maintenance)
Approval: Ground Force Commander

DERIVED FROM:

NOFCRN
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