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NetFlow As A Technology
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NetFlow — Past, Present, Future...

 Past (1996)
— Overhead on devices/network
— Treacherous to turn “data” into information (collection/presentation)
* Present
— Improved memory management
— Availability of NetFlow Analysis Tools
— V5, V7(Catalyst), V9 (“templates”), AlImost all Routers and Catalyst switches 45XX,
55XX, 6XXX.
— Emerging Industry Adoption — Peribit, Juniper (J-flow, Cflow), Huawei Enterasys,
Alcatel
*  Future (Near)
— IPFIX (IP Flow Information Export) V9 Chosen as basis for IPFIX by IETF (Internet
Engineering Task Force)
— Increased vendor adoption
— Continued improvement in tools
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NetFlow Switching

*Cisco NetFlow: originally designed as switching speedup.
The value of information in the cache was a later discovery

NetFlow
Switching

Conventional
Switching

Each packet handled individually Packets handled as identified network flows

Each service applied sequentially by multiple Services applled by §|ngle t.ask_on per flow basis
tasks for each packet . Flow ‘state’ information maintained

No ‘state’ information
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What does NetFlow “look like” (v5 Export Format)
Usage —, ¥ Packet Count . Sour_ce I!D Address From/To
 Byte Count e Destination IP Address
Time - F Start Timestamp e Source TCP/UDP Port Application
of Day « End Timestamp » Destination TCP/UDP Port

» Type of Service

Routin * Next Hop Address « TCP Flags QoS
and J » Source AS Number « Protocol
——

» Source Prefix Mask

- Port
« Dest. Prefix Mask Input Interface Port

e Qutput Interface Port Utilization

Version 5 used extensively toda

making networks assets, not overheads
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How is the NetFlow Information Used

Statistics Flow Identification

» Packet Count e Source IP Address
 Byte Count e Destination IP Address

o Start Timestamp e Source TCP/UDP Port
e End Timestamp e Destination TCP/UDP Port

* Type of Service
» Next Hop Address « TCP Flags

e Source AS Number e Protocol
e Dest. AS Number
» Source Prefix Mask

« Dest. Prefix Mask * Input Interface Port

e Qutput Interface Port

Routing
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IP Flows and their monitoring

 |IP Flows are groups of IP packets sharing a common
characteristic

Flows can be long lasting...

<:: _____ start|__|;_| |:|1 I:l |::| I:l | --l-—l_—_l-——:::
-  Glalaiaiallieieinil I T
[ ty+1min ty+2min ty+3min time

———
- -

N~ e e ="

to+1min

Export flow information-when?
At flow end ?
Periodically ?
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NetFlow Tracker Overview
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Why destroy relationship and drop netflow data

Netflow Record Contains

Src/Dst Interface
Src/Dst IP Address

SRC IP |DST IP

Bytes

Aggregation Template

Time X min

Src/Dst Application Port
Src/Dst AS

Src/Dst Network Mask
TOS

Protocol

Next Hop Address

Next BGP Hop address

10.1.2.9
10.1.55

10.1.8.3

SRC IP [DST IP
Class Id

10.1.9.3 |10.1.2.3

10.1.7.3
10.9.2.3

10.4.2.3

Bytes

19292

7663
4563

3563

Service Id 10.1.9.3 |10.1.2.3

10.1.9.3 [10.1.2.3
Byte/Packet counts 101903 10123

10.1.9.3 [10.1.2.3
10.1.9.3 '10.1.2.3

1563

7663
4002

3563
2501

} Summarisation
TopN

Aggregation of fields in records creates totals against objects

destroying relationship in record

Summarization takes TopN of aggregation and drops the rest
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NetFlow Tracker - What does it do

 Provides reports on network traffic usage

e Uses NetFlow records as its source of traffic information

e Provides a 100% web based solution

« Single server acts as the collector and the reporting engine

 Provides authorised access to reports via any web based portal.

« Enables differentiated levels of access.
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NetFlow Tracker — Why is it different?

All the Network, all the Flows, all the Fields. all of the Time

» Filter on any/all fields during reporting

 Both real-time and historical reporting “on-board”

« 3" party support extended fields (traffic class and service id)

 Fully URL controllable (Integration, automation)

 Licensing (not server or interface based!!)
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NetFlow Tracker — Collector of Choice

NetFlow Data Sources

Cisco SYSTEMS

Technology
Developer
@ | Partner

Data Source Understanding

NETFLOWTRACKER

Secure Controlled URL Access

Existing
Management
Portal/
Applications

€

ONEVIEW
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NetFlow Data Receivers

Partner Integration
Vista
\ |

E Seeing 1T

network physics

4 more Vendors not public yet
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To be Collector of Choice requirements

. Data Source

— Understand data source environment to allow completeness of records
— Minimise/remove replication
— Use SNMP to complete fields and definitions
 Collection
— Collect store present ALL records per minute real time
— Retain field relationship to deliver “drill thru”
* Integration
— Provide simple direct access from other Vendor applications plus private portals

— Allow for controlled secure integration
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116527570 3BAIZIPESS ES 24574124 b= 554 00T IO o TR o raed EZZ45 T4 3355 o TE34 ps 269 ME) &
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L1S5Z2Te020 SZETETES Z13300.57.155 ™ 20 3= (¥ = k3 (¥ =] =] = E3Z45T42 3355 -] SLEE kbps (125 ME) +
L1S5ZTE900 14522 20407 EB.ASLEZIZT b= =0 ZTIe TR =] TR (=] = E3Z45T42Z 3356 =] S0.94 ko (122 ME) +
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Click to Drill thru solution to field combinations

@ - |ﬂ http: /fdemo.netflowtracker.com/report.jsp?templid=_if&output=chart&length=3500000&device=193. 1.206.41&&F=193.1.2: |E| |El |G-:u:ugle

w ﬁEVCSU?QZB(anQonTaHaght—Sﬁ-qU(]_‘}3.1.205.41}—...[ l - B ey v |:k Page ~ (i}

BVC507928 (aal5) on Tallaght-3640 (193.1.206.41)
Ky 8 D&

Time Range: 04D
Source Device:
Interface:

Speed: 0 Mbps
Interface - % Utiisation | Traffic Rate | Packet Rate

23024 - 23:34
2 Shibps 04-Dec-2006

Select All

1.88Mbps
g Zoom In

Zoom Cut

1.25Mbps

G25kbp=

Cut L4 Frotocols

Obps QoS Reports Source Applications
MNetwork Repaorts Destination Applications

In 1.32 Mbps between 04-Dec-2006 23:50 and 04-Dec-2006 23:51 Trafiic Identification® | Conversations
2.37 Mbps between 04-Dec-2006 23:49 and 04-Dec-2006 23:50 All Reports ¥ Source Endpoints
Destination Endpoints

Server-Client Sessions
Client-Server Sessions

Conversations (with Interfaces)
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The ability t

-

o filter on any combination of fields

- 3 = = P o e
O o - 0 0 10 AC K a0

@ - |B http: fidemo.netflowtracker.com/ffilter.jsp
w 4 |3

Filter Editor

Report Template: | Source Addresses
Sample Size: I:Iﬁ <default>
@ StartTime: |4 |SiDec [v|2006 323 Tl |3
End Time: 5 |3jDec [w|aooe Flo1 [T F
() Length: ﬁ minute(s)
Reload Intervak | %] cecond(y)
Source Device: | <select & source device= Multiple I
SrcfDest Address:
® Indude O Exclude
I _Add |
224.0.0.0-238,255,255,255 Hemaowve

Time Zone Add |

dundzlk google
madticast full range |
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NetFlow Tracker — Overview

HTML i-a- = A Client Machine
(Interactive)

HTML
(Printable)

Csv

T

CSV output can be
used as a “feeder” into
3 part applications

Presentation layer provides web
access to all reports

Tracker /

HTTP Access
Tomcat
Database used to store information
—+—>
MySQL on every flow
JAVA N
\ Data collection and processing

layer
é ©) PACKETEER
NetFlow “
Enabled Router
or Switch

Copyright © Crannog Software www.crannog-software.com

Packeteer can provide true application
recognition and marking. Reported on
within the NetFlow export.
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NetFlow Tracker — How does it do it.

When a report is requested, the relevant data is pulled from the database and presented in
the required format

HTML

Presentati

Every minute, flows are 3
flushed to the real-time Real-Time Long-Term Every 6 hours, Ior_lg-term
database Database Dai\?téﬁ?veeind databases & archives are
updated
Flows are processed Processin-
and “cleaned” up 4
(fix multicast etc)
CoIIection-
NetFlow SNMP
Exports
Flow records are sent to If the originator of NetFlow traffic is new,
the server Tracker will do an SNMP query to pull

back relevant information

making networks assets, not overheads
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NetFlow Tracker — Databases - Real Time

Real-Time database stores flow records

Avallable Fields

Source Addresses
Destination Addresses
Protocols

Source Ports
Destination Ports
Type of Service TOS
Differentiated Service
AS Source

AS Destination

Source Network
Destination Network
In Interfaces

Out Interfaces

Next Hop

Traffic Classes
Identified Applications
Traffic Count

Packet Count

Copyright © Crannog Software www.crannog-software.com 21

HTML

Presentatio

'

Real-Time
Database

Long-Term
Databases

Processing-
Collection -

NetFlow SNMP
Exports
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NetFlow Tracker — Databases — Long Term

Long-term database stores report data
HTML Available Reports

Presentatio

¢

Real-Time
Database

Long-Term
Databases

Processing-
Collection .

NetFlow SNMP
Exports

Copyright © Crannog Software www.crannog-software.com 22

Source Addresses
Destination Addresses
Address Pairs
Protocols

Source Ports
Destination Ports
Source Applications
Destination
Applications
Recognized
Applications

Source Endpoints
Destination Endpoints
Server-Client Sessions
Client-Server Sessions
Conversations

Type of Service TOS
Differentiated Services
AS Pairs

Source Networks
Destination Networks
Network Pairs

In Interfaces

Out Interfaces

Next Hops

Source Address
Dissemination
Destination Address
Popularity

Traffic Classes
Identified Applications

making networks assets, not overheads
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Database Architecture

31* DAYS
10 Minute Slices

12* WEEKS
1 Hour Slices

. 12* MONTHS
_ B Hour Slices

'  8* QUARTERS
12 Hour Slices

4* HALF YEARS
24 Hour Slices

4* YEARS

1 Minute Slices ' 4B Hour Slices

6 Hour Cycle update
starts at midnight

NEAR REAL-TIME LONG-TERM €

DATABASE DATABASE NETFLOWTRACKER
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NetFlow Tracker — Storage Periods

Real-Time (all flows)

. 1 minute resolution for upto 14 days.

Archived (all flows)

. 1 minute resolution, forever (depending on disk space)

Long Term (Top N)

MName: |Sample Long Term
) ] ) Report Template: |Recugni59d Applications ;l
. Daily — 10 minute resolution for upto 999 days (2.7 years). Type: [ =
_ Store 10 minute data for: |31 ﬂ dayis)
. Weekly —1 hour resolution for upto 999 (19 years). Store 1 hour data for: |'3'_ﬁ weekis)
M i 6h uti ¢ 999 M hs (83 Store 6 hour data for: 099 ﬁ monthis)
onthly —6 hour resolution for upto onths (83 years). S |'3'_ﬁ quarter(s)
. Store 1 day data for: [0 2 half-
. Quarterly =12 hour resolution for upto 999 quarters (249 years). ore - fay fara Tor = natyeants
Store 2 day data for: |I:| ﬁ year(s)
e Y% Yearly —24 hour resolution for upto 999 ¥ yeas (450 years). Typical settings

. Yearly —48 hour resolution for upto 999 years.
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NetFlow Tracker — Lets have a look

 Flexible Reporting (including Packeteer integration)

 Report Presentation Formats

o Scenario of use (Identifying Security Threats)

e Scenario of use (ldentifying Abnormal behaviour)

e Scenario of use - QoS troubleshooting, trending analysis

e Scenario of use - Internet Traffic Profiling BGP
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Packeteer Report Pie Time Range

) stination of most traffic or packets over various time frames
Time Range: [

Source Device: P

=
Identified Applications results from the export of services ids from the packetshaper in the Form of Netflow private field extensions =
SMbps —
18kbps —
Ambps
10kbps ZMbps
L e i =
Obps
Skbps 10030 12:00 1330 15:00
I I i _ ' _ | Average % of Total
Obps et I | -J___: ‘..J 74 kbps between 14:20 and 14:25 252,16 kbps (649,29 MB) 0%
G:00 FM May 18, 2006 B:00 Ahd 12:00 FM bps between 13:40 and 13:45 200.8 kbps (S17.04 ME) 24%
vibps between 10:40 and 10:45 177.37 kbps (456.71 MB) 21%
Identified App. Paak Average % of Total 54 Kbps between 11:45 and 11:50 45,17 kbps (116,32 MB) 5%
B | unknown 11.63 khps between May 17, 2006 7:50 PM and May 17, 2006 8:00 PM 917.16 bps (9.45 ME) 57, 6 kbps betwesn 03:09 and 09:10 42,09 kbps (108,33 MB) 5%
HTTR 95 kbps between May 17, 2006 4:50 PM and May 17, 2006 5:00 PM 626,28 bps (6,45 ME) 9% iEpsbetucenii 0L SS 109.52 Kops (262,26 ME) il
R 2,15 kbps between May 17, 2006 5:00 PM and May 17, 2006 5:10 PM 21.68 bps (228,60 KE) 1% Lithpsbetweentl B40and ;5 527:21kbn< (2 06IGR)
MSN-Messenger 257,64 bps between May 17, 2006 6:10 PM and May 17, 2006 6:20 PM 13,82 bps (145,58 kB) 1%
| DS 80,27 bps between May 18, 2006 5:10 AM and May 18, 2006 5:20 AM 7.19 bps (75.57 kB) <1%
[ ] ‘YahooMsg 53.73 bps between May 17, 2006 5:20 PM and May 17, 2006 5:30 PM 6.5 bps (68,55 kB) 1% o
ps
ICMP 157,68 bps between May 18, 2006 12:20 AM and May 18, 2006 12:30 AM 2,54 bps (26,74 kB) 1%
MNTP 21.78 bps between May 18, 2006 1:40 AM and May 18, 2006 1:50 AM 2.78 bps (24.05 kB) 1% s I
Bl | oHoPS 9,07 bps between May 17, 2006 6:10 PM and May 17, 2006 6:20 PM 0.76 bps (7,97 k8) 1% S0Mbps n
SMTP-Clear 60.19 bps between May 17, 2006 5:40 PM and May 17, 2006 5:50 PM 0.42 bps (4.41 kB) “1% = 20Mbps
[ ] Others 15.55 bps between May 18, 2006 3:50 AM and May 18, 2006 4:00 AM 0.5 bps (5,44 kB) 1% 10Mbps
13.24 kbps between May 17, 2006 7:50 PM and May 17, 2006 §:00 PM 1.6 kbps (16.47 MB) Obps —_— - I — I
28-May-2008 27-May-2008 28-M ay-2005
Traffic Classes results from the export of class ids from the packetshaper in the form of Netflow private field extensions =
Average % of Total
-May-2006 00:00 and 28-May-2006 01:00 753.06 kbps (22.72 GB) 19%
7-May-2006 00:00 and 27-May-2006 01:00 753.05 kbps (22.72 GB) 19%
15kbps 5-May-2006 00:00 and 26-May-2006 01:00 752.7 kbps (22.71 GB) 19%
= 5-Mary-2006 22:00 and 26-May-2006 23:00 752,65 kbps (22.71 GE) 19%
May-2006 22:00 and 26-May-2006 23:00 127,31 kbps (3.86 GB) 2
\ 10kbps May-2006 D0:00 and 26-May-2006 01:00 77,35 kbps (26.47 GE) 22%
1 26-May-2006 00:00 and 26-May-2006 01:00 4.02 Mbps (121.2 GB)
Skbps
Obps 50Mbps
6:00 P hay 18, 2006 5:00 A 12:00 Pt
A0Mbps
Traffic Class Peak Average % of Total
30Mbps
| Inbound Cefault 11.61 kbps between May 17, 2006 7:50 PM and May 17, 2006 G:00 PM §60.15 bps {9.07 ME) 55%
20Mbps
InboundfHTTP 7.83 kbps between May 17, 2006 4:50 PM and May 17, 2006 5:00 PM 555.3 bps (5.72 MEB) 35% ;
B | outboundHTTR 1.15 kbps between May 17, 2006 4:50 FM and May 17, 2006 5:00 FM 70,55 bps (748,57 kB) 4% e d N I
| unknown 581.25 bps between May 17, 2006 6:30 PM and May 17, 2006 £:40 PM 54,73 bps (577.22 kB) 3% CLTE - - - o
22-May-2006 23-May-2006 24-hday-2008 25-May-2006 26-May-2005 27-hay-2006  28-May-2006
[ ] InboundfssL 1,81 kbps between May 17, 2006 5:00 PM and May 17, 2006 5:10 PM 18.61 bps (196,351 kB) 1%
A % of Total
B | Outbound/Defaulk 42,73 bps between May 18, 2006 1:30 AM and May 18, 2006 1:40 AM 7,30 bps (77.94 k) 1% e e
May-2006 00:00 and 25-May-2006 01:00 322.74 kbps (22.72 GB) 9%
: : o
Inbound/DMS 55,13 bps between May 18, 2006 5:10 AM and May 18, 2006 5:20 AM 4,84 bps (51.09 kB) 1% -Miay-2005 00:00 and 27-May-2006 01:00 322,74 bps (22,72 GB) ooy
QutboundfssL 341,45 bps between May 17, 2006 5:00 PM and May 17, 2006 5:10 PM 3,19 bps (33.62 kB) <1% 8y-2006 00:00 and 25-May-2006 01:00 322,61 kbps (22.71 GE) 9%
| Outbound/DNS 25.13 bps between May 18, 2006 5:10 AM and May 18, 2006 5:20 AM 2.35 bps (24.78 kB) 1% 3-May-2008 00:00 and 26-May-2008 01;00 322,59 kbps (22,71 GB) 9%
B | outbound/DHCP 4,69 bps between May 17, 2006 6:10 PM and May 17, 2006 6:20 PM 0,39 bps (4,12 kB) <1% i-May-2006 22:00 and 26-May-2006 23:00 322,58 kbps (22.71 GB) 9%
B | Others 60,19 bps between May 17, 2006 5:40 PM and May 17, 2006 5:50 PM 1.2 bps (12,7 kB 1% fufie 2006100 00land 2 Moy, 2060 00 1.8 Mbps (135.33 GB) 5
1 26-May-2006 00:00 and 26-May-2006 01:00 3.59 Mbps (252.91 GB)
£ 1] | &
— [ e =
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Dynamic as well as Static Printable Reports with several format

Recognised Applications

Time Range: Mar 1, 2006 12:00 AM GMT - May 1, 2005 12:00 AM BST
Source Device: DKIT_38540(193,1.207.54)

Traffic Rate

25hbps

20Mbps Recognised Applications

Time Range: Mar 1, 2006 1200 AM GMT - May 1, 2006 12:00 AM BST

:::: - T N I | : Source Device DKIT 3640 {193.1.207 54)
-l ‘“l “lln IR T ”

Obps
Mar 12, 2006 Mar 26, 2008 Aprg, 2006 Apr23, 2006
App. Peak Average %% of Total
B S0/TCP (hitp) 19,56 Mbps between Mar 15, 2006 12:00 PM and Mar 15, 2006 6:00 PM 2,52 Mbps (1,51 TB} 89%
49156/LUDP 672,37 kbps between Mar 7, 2006 12:00 PM and Mar 7, 2006 &:00 PM 36,36 kbps (23,52 GB) 1%
B 443TCPihttps) 237,25 khps between Apr 25, 2006 12:00 PM and Apr 25, 2006 6:00 PM 35.26 khps (21,62 GH) 1%
Z5)TCP (smip) 139,37 kbps between Mar &, 2006 12:00 PM and Mar &, 2006 6:00 PM 22.54 kbps (14 GB) 1%
| BESLTCP 505,86 kbps between Mar 20, 2006 12:00 PM and Mar 20, 2006 £:00 PM 17.96 kbps (11,01 GB) <1%
E 40164/U0P 754,05 kbps between Apr 6, 2006 6:00 PM and Apr 7, 2006 12:00 AM 11,25 kbps (6.9 GB) 1%
| 1026/UDP 9,97 kbps between Mar 19, 2006 6:00 AM and Mar 19, 2006 12:00 PM 6,91 kbps (4,24 GE) 1%
Sa41TCR 1.41 Mhps between Apr 12, 2006 12:00 PM and Apr 12, 2006 6:00 PM 5.8 kbps (3,56 GH) 1%
| 4500/UDP 17.43 kbps between Mar 17, 2006 6:00 AM and Mar 17, 2006 1200 PM 5.25 kbps (3.22 GB) <1%
App. Traffic Rate %% of Total
BO1Z7ITCP 521,23 kbps between Mar 24, 2006 6:00 AM and Mar 24, 2006 12:00 PM 4,15 kbps (2,55 GB) <1%
B Others 1.41 Mbps between Apr 6, 2006 12:00 PM and Apr 6, 2006 6:00 PM 172.43 kbps (105.72 GB) 6% BN E0/TCP (hitp) 2.52 Mbps (1,51 TE) 89%
20.1 Mbps between Mar 15, 2006 12:00 PM and Mar 15, 2006 6:00 PM  2.84 Mbps (1.7 TB) 49156/UDP 38,36 kbps (23.52 GB) 1%
| 443iTCP (https) 35,26 kbps (21,62 GE) 1%
Recognised Applications 25{TCP (smEp) 22,54 kbps (14 GB) 1%
Time Range:  Mar 1, 2006 12:00 AM GMT - May 1, 2006 12:00 4M BST ] 6881 TCP 17.97 kbps (11,02 &B) 1%,
Source Device: DKIT_3640(193.1.207.54) N
App. Tralfic %o of Total Traffic Packets %o of Total Packets - 49164/UDF 11.25 kbps (8.9 GB) <1%
80/TCP (http) 2,52 Mbps (1,51 TB) gy, 262,88 (s (1,38 G) 76, 0 102sfUDP 6,91 kbps (4,24 GE) <1%
49156,1IDP 38,36 kbps (23,52 GE) 1% | 4.76 |5 (25,08 M) 1% | S641JTCP 5.8 kbps (3,56 GE) 1%
443TCP (https) 35,26 kbps (21,62 GE) 1% | 12,72 |5 (67 M) LT | | 4500/LIDP 5.27 kbps (3,23 GB) <1%
25/TCP (smtp) 22.54 kbps (14 GB) <1% | 3.73 5 (19.63 M) 1% | £0127/TCP 4,15 kbps (2,55 &B) 1%
6331 TCP 17.97 kbps (11.02 GB) <1% | 5.9 /5 (31,06 M) 2% | ] Others 172,41 kbps (105.71 GE) 6%
49164/UDP 11.25 kbps (6.9 GE) <1% 1.2 s (6,31 M) <1% 2.84 Mbps (1.7 TB)
1026{UDP £.91 kbps (4,24 GB) <1% 1.03 s (5,45 M) 1%
S641/TCP 5.5 kbps (3,56 GB) 1% 0,45 fs (2.55 M) 1%
4500{UDP 5,27 khps (3,23 GB) 1% 1.84 s (9.67 M) 1% |
60127(TCP 4.15 kbps (2,55 GB) 1% 0,43 s (2.24 M) 1%
Cthers 172,41 kbps (105,71 GB) 6% 50,52 |5 (266,08 M) 15% Wl
2.84 Mbps (1.7 TB) 345.49 /s (1.82 G)
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Scenario of use - Identifying Security Threats, P2P, Worms

Conversations
kaed v

Time Range:

Source Address Disseminati

B S ES V|

Time Range:
Source Device: gmi

Source Device:
Source Addres:

A

Results 1 ko 25 of 2045

Dest, Addresses

0=
05:20

Source Address

Source Spp,

Dest, Address /

Dest, App.

Traffic

207.68,122,235

S0Z104TCP

183.1.56.0 N\

135/TCP {epmap

0.21 bps (144 B)

207,658,122, 235

S0211JTCP

193.1.56.1

135/TCP {epmap

0.21 bps (144 B)

S0Z1Z/TCP

193.1.56.2

135/TCP {epmap

0.21 bps (144 B)

S0Z13TCP

193.1.56.3

135/TCP {epmap

0.21 bps (144 B}

S0Z16/TCP

193.1.56.4

135/TCP {epmap

0.21 bps {144

S0Z18/TCP

193.1.56.%

135/TCP {epmap

S0Z17TCP

193.1.58.6

135/TCP {epmap

S0Z19TCP

193.1.56.7

135/TCP {epmap

Sort by destination
address.

This is scanning port
135 on the whole subnet

0fs(3)

S0ZZ0/TCP

193.1.56.8

135/TCP {epmap

21 bps (144 B)

0fs(3)

S0ZZ1TCP

193.1.56.9

0.21 bps {144 B}

0fs(3)

S0zZ22TCP

0.21 bps (144 B)

0/5(3)

Source Address

50223TCP

0.21 bps (144 B)

0/5(3)

193.1.56.10

S0z2HTCP

0.21 bps (144 B)

0/5(3)

50225/TCP

135/TCP (epmap)

0.21 bps (144 B)

0/5(3)

193.1.57.1

50226/ TCP

135/TCP (epmap)

0.21 bps (144 B)

0/5(3)

72.69.105.61

5022FITCP

135/TCP (epmap)

0.21 bps (144 B)

0/5(3)

207,68, 122,235

S0228/TCP

135/TCP {epmap

0.21 bps (144 B

a/fs(3)

G0,212,106.235

50229 TCP

135/TCP {epmap

0.21 bps (144 B

a/fs(3)

62,167.235.73

502300TCP

135/TCP {epmap

0.21 bps (144 B

a/fs(3)

220.184.14.2

50231TCP

135/TCP {epmap

0.21 bps (144 B

a/fs(3)

82.207.117.108

50232/TCP

0.21 bps (144 B

0fs (3}

209.222,48.105

50233/TCP

135/TCP {epmap

0.21 bps (144 B

0fs (3}

S0234HTCP

135/TCP {epmap

0.21 bps (144 B)

0 s (3)

204.16.208.103

50236/ TCP

135/TCP {epmap

0.21 bps (144 B)

0 s (3)

Others

slieliellielielielinlielielle]lielieliellelie ialielielRelkeltelialialielRe!

207.68.122.233

S0Z37ITCR

)
)
)
)
135/TCP {epmap)
)
)
)
)

135/TCP {epmap

0.21 bps (144 B)

0 s (3)

329.03 bps (216.89 kB)

0.86 /s {4.63 k)

I Conversations
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Scenario of use - Identifying Suspicious and abnormal activity

Look at unusual patterns

Conversations

&t =
BQ|V|«|Q§| Tinne Range:

Time Range: 006, 05 Source Device: g § '
Source Device: 1 Results 1 ko 25 of 11630

Source Address: £

2

Source Address Dest, Addresses + Conversakions
€< ][ €< » )
(1] [« | B Time Range: & 72,8 5,51 EE 2045 Y
Source Address Source App guurce 25;":‘3: : [ 207.68.122.235 2045 \ o045 \ S C an
I \7B4TCH ource ress: ~ FOeet m\ PO
¢ 75T c E==—==y Addresses=Conversations
C 1756/ TCH Source Addre : et et % of Totm
2013 2013
c - ( )
s G e 1% not normal
@] 17S8(TCR ¢~ 201,155,273 — 04.16.208.103 1634 =737 <1% 0fs 2y <1% (96 B)
c 7SI | onass.zal O 100 1565 1567 1% 0 fs (2) <1% s (144 E)
& 1760/ TCR ™~ (@] 204,16.208.59 1413 —c 115 1%, 0/s2) 1% s (144 B
O 1781 TCR ~ s 10 1318 1374
c I SN o Conversations slightly higher
o 3081/TCF 488 1101 : :
[& 3082(TCF e ° == 1330 <1% (|nfeCt|0n)
I ] o o 193.1.57.17 =20 733 <1% U ey Lo Sl
I083TC o e 204,105,205, 105 256 511 <% /s 2 “1% (144 B)
o) 3084/ TCH e [ 204.16.208.115 Z56 510 = Py = 5 (96 B)
o 3085/TCH [ 61.180.228.243 256 530 1% fs12) =1% (36 B)
Ie) P © | zz1.z08.208.102 256 s07 e Ois(2) S
o 3087/TCE (@ [a 60.11.125.36 256 730 <1% . _ .
= o e o 2om rom a0 o Conversations = multiples of
(& 57.61.61.63 255 475 H
e aeoyicd| C = Addresses (scanning whole
= : W 202.97.238.132 255 738 T
3050/TC € | 221.208.208.9¢ 254 P T ® subn et)
o aoontcR O | ziosa0. 254 A 505 SH i o
[ I09ZTCR. 1% 0 s (2) 1% e
o I093TCH 8 ) ISource Address Dissemination 1% s (2} 1% S (144 E)
& I094TCRY Source Address Dissemination 1%, 0fs () 1%,
~ i Diestination Address Popularity s (144 B)
F096TC @ Session Reports <1% 0fsi2) <1% i
e 5 (144 B)
o 3097/ TCK rotocols
® Source Applications <1% Ofs {2y <1% 5 (144 BY
Destination Applications ——
O econised Applications <1% 0)s(2) “1% bps {(198.8 kE)
Fal vam 0 dm vam _——

I Conversations

C
Source Endpoints

Destination Endpoinks
Server-Client Sessions

;I &0
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Scenario of use ISP - Internet Traffic Profiling BGP

AS Pairs

S269 [CTIHK-45-0F City Telscom (H.K ) Ld.) AS-) 1,62 Mbps (501,55 hB) 23741 fs

=
Z0940 (AKAMAT-A5M1 Ak amal Technologies European A5) AS-) 1.57 MhEE (58268 MB) S531.45 E

e
[ 0 {-Rzarved AS-) 14720 t-EENE.LT-INKTOMI-LAWSON [rkEnrm Corporatan 1,32 Mbps (491,02 MB) 416,74 /s
o 004 (HECABLE2-HE-AP Hi Cable Ty Ltd) 0 (-Peserved AS-) 998,73 kbps (371,46 ME) &% | 184,92 /s
T 0 {-Resarved A5-) 26101 (YAHOD-3 Yahoo!) 650,32 kbips (241 .87 M1 45y 375.04 js
: 2014 RIC Verio, [rc.) 0 (-Recerved A%-) 55H.12 l:hEE ’21]?.5-'5 !I.l _3.'% &0.59 iE ’
| O{-Reserved AS-) 23749 459188 kbps (18295 M8) | 3% 101 kis
[# _Z3749 0 (-Fesarved AS-) 353,08 kbps (142 48 MB] | 2% | TH0.17 /s
T 0 {-Fesaryad A5 - 7470 (ASIAINF -GS -0P 4514 INFONET Co,ltd ] 372,35 kbips (138,49 M21 | 5% 1146 f= |
: EH93 LES-A5 frtfiles New Media GrbkH) [n} I:—F!JEEENE{LE-} 326.35 I:bES 1 121.38 lﬂl _E% 28.6 E EH

'__’-" 2140 (155C-45 [55C) 0 (-Feserved AS-} 291,38 kbps (108,37 MB) 2% I 2579 /5 (
[ o 293 (ARCSTAR-HE-A5-AP Arcstar-hk Roube servar) 0 (-Resarved A5} ESB.E':I'._Lbns (107,34 MB] 2% I 30,29 /5 {
T 2724 [15-4P indvantage Limited) 0 (-Resarved A5-) 236,07 kbips (87.8 MB) 1%, | 28,82 f= |
:' 703 EUNEFECIF[ED UUMET] [ l:-FtEEEInIE'I:E-]' 233,14 HEEE 15‘&.?1 1B} 1% | 61.32 fS 1
[% 10091 (SCY-A5-4P SCY Broadhand Access Provides) 0 (-Reserved AS-} 225 26 kbps (8378 MB) 1% [ 54,12 /5 |
(=) 4728 (TMNET-AS Telakom Malaysia) | A5-) 200 kbps (77,73 MB) 1% | 7245 e
7 3661 [ERX-CLIHKNET The Chinese University of Hong Eong) | A5 199.23 kbps [74.1 MB 1% | 24.86 /s |
T 1659 (ERX-TANET-A5N1 Tiawan Academic Metwark (TANet) Information C=nker) [ | 45—} 150,83 kbps (56.1 M8 <l% | 50,43 /=
L& 0 {-Reserved AS-) HINALINK Data Communications Bureau) 149.86 kbps (55.74 MB) <1% | 31.96 f= |
C | Di-Reserved AS-) G919 (NCIC-TW Mew Century InfaComm Tech Co,, Lbd ) 148,35 kbpe (55.19 MB) <1l% | 41,98 /5 (

Wl S259 (IpG-A5-4F Philippine Long Distance Telephone Company] 0 (-Pesarved AS-) 146 83 kbps (3462 MB) £1% | 26,08 /= {
T 4780 [SEEDNET Digital United Inc.} 0 (-Resarved A5-} 139 8 khps (52 MB) | 59 fs (1A
T 0 {-Reserved AS-) 15338 ;auua: Telecom-A5 AUNA ALLOROMmous System) 128.29 EEE [51.43 ME) [ 42,33 ﬁg |
(8 174 (PSINET PSIMNet Inc. ] 0 {-Regarved AS-) 120 83 kbps (48.66 MB) | 13,73 /31
[+ |

9221 [HSBL -HE-A5 HSBC Hong 0 (-Fasarved AS- 128,73 kbps {47.85 MB, 28.9 /s (9
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Packeteer Report Pie Time Range

Identified Applications results from the export of services ids from the packetshaper in the form of Netflow private field extensions

)
1
Ti 0 = allo
- 18kbps
EE | Ee T 2SS B
_—
]
In| Time Range: Mar 24, 2006, 12:16 AM GMT - 6:16 AM GMT 10keps
Source Device: SCB_MLY_MSC_CEO1 (10.239.246.40)
4 In Interface: FastEthernetd/0 Shops -
Speed: 100 Mbps ——
DiffServ: 000000 (CSO) obps
= 8:00 PM May 18, 2008 6:00 AM 12:00 PM -
H » | In Interface - sation | Traffic Rate
Identified App. Peak Average < of Total
B | unfown 11.63 kbps between May 17, 2006 7:50 PM and May 17, 2008 §:00 PM 917,16 bps (9,45 ME} 57%
HTTP .98 kbips between May 17, 2006 4:50 PM and May 17, 2006 5:00 PM 626,28 bps (6,45 ME) 3%
28Mbps | s 2,15 kbps between May 17, 2006 5:00 PM and May 17, 2006 5:10 M 21.68 bps (228,69 kBY 1%
MSh-Messenger 257,654 bps hetween May 17, 2006 6:10 PM and May 17, 2006 6:20 FM 13.82 bps (145, k) <1%
ZMbps | Dws 80,27 bps between May 18, 2006 5:10 &M and May 18, 2006 5:20 &M 7.19 bps (75.57 kB) <1%
[ | ‘YahooMsg 53.73 bps between May 17, 2006 5:20 PM and May 17, 2006 5:30 PM 6.5 bps (68.58 kB) 1%
1 Shib | 137,66 bps between May 18, 2006 12:20 Al and May 16, 2006 12:30 AM 2,54 bps (26,74 kB <1%
E =
P 21.28 bps between May 18, 2006 1:40 AM and May 18, 2006 1:50 &M 2,28 bps (24.05 kB) <1%
g DHeR-5 9.07 bps between May 17, 2006 6:10 FM and May 17, 2008 6:20 FM 0.76 bps (7.57 kB) <1%
Thibps SMTP-Clear 60,19 bps between May 17, 2006 5:40 PM and May 17, 2006 5:50 PM 0.42 bps (4.1 kB) <1%
Others 15,55 bps between May 18, 2006 3:50 AM and May 15, 2006 4:00 AM 0.52 bps (5.44 kB) <1%
S00kbps 13.24 kbps between May 17, 2006 7:50 PM and May 17, 2006 8:00 PM 1.6 kbps (16.47 MB)
[ ]
= - Traffic Classes results from the export of class ids from the packetshaper in the form of Netflow private field extensions
— Obpz —
Ll Total
. 15kbps ——
s \/lew Layer / | ,
|
A0kbps
| 10 etween 1
- - ey .
10 Appllcatlons sfinitions dis s ; betwee
[ | 10 finitions dis - i betwee
= Obps
. 10 an d I raffl C 6:00 PM May 12, 2008 5:00 AM 12:00 PM bEtweerh
- 10 Traffic Class Peak Average %% of Tatal etween b
| ] 10 neljDefault 11.61 kbps between May 17, 2006 7,50 PM and May 17, 2006 8:00 PM 880,15 bps (3,07 ME) = betweer,
] 10 ‘ I as S e S InbaundiHTTR 7.83 khips betwesn May 17, 2006 4150 PM and May 17, 2006 5:00 PM 555.3 bps (5,72 ME) 35% t
_—— B | outboundiHTTP 1.15 kbps between May 17, 2006 4:50 PM and May 17, 2006 5:00 P 70,95 bps (748,57 k&) 4 %
10 B | unknown 561.25 bps hetween May 17, 2006 6:30 PM and May 17, 2006 6:40 PM 54,73 bps (577,22 kB 3% reen 6:0
.|
_| ] 10.112.194.103 I Bsszgﬂ_cp B | Inbound/ssL 1.81 kbps between May 17, 2006 5:00 PM and May 17, 2006 5:10 PM 18.61 bps (196,31 kB) 1% t r
- - - B | OutboundiDefault 42.73 bps between May 18, 2006 1:30 AM and May 18, 2006 1:40 AM 7.39 bps (77.94 kB) 1% gtween .
InbaundiDiS 55.13 bps between May 18, 2006 5:10 AM and May 18, 2006 5:20 AM 4.64 bps (S1.09 kB) 1%
OuthoundyssL 34145 bps between May 17, 2006 5:00 PM and May 17, 2006 5:10 PM 3.19 bps (33.62 kB) <%
B | outboundiDNS 25.13 bps between Mary 18, 2006 5:10 AM and May 18, 2006 5:20 AM 2,35 bips (24,76 kB) 1%
| outboundiDHCP 4.63 bps between May 17, 2006 6:10 PM and May 17, 2006 6:20 PM 0.39 bps {412 kB) <% b
[ | Others 60,19 bps between May 17, 2006 5:40 PM and May 17, 2006 5:50 PM 1.2 bps (12,7 kB) <1% @
E4]] il | =) -
g a e]o) O e 0 O are.co e O d e ot ove ea
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NetFlow Tracker And
Multicast
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Multicast , The Traffic Reporting Problems

« Identifying Multicast usage from the network traffic

— What Multicast groups were/are in use (at a specific time) ?

» Identifying the volume of Multicast traffic

— How much multicast is there, in total or on a per group basis ?

— Over adefined time period ?

« Identifying which links are carrying Multicast traffic

— Which interfaces were carrying traffic ?

— For what groups and when ?
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Multicast NetFlow

 NetFlow multicast allows you to capture multicast-specific data for multicast flows

 You can use NetFlow multicast to identify and count multicast packets on the

ingress side and/or the egress side of a router

interface ethO

ip route-cache flow

interface ethl

ip multicast netflow egress

interface eth2

ip multicast netflow egress

interface eth3

ip multicast netflow egress

Stream Source e

Stream Forwarded to
Subscribed Interfaces -
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NetFlow Tracker - Recommendations

 Due to the interface information provided by Multicast NetFlow, we recommend that

both NetFlow Ingress and Multicast Egress be configured.

—Ingress, multicast flows are stamped with an inbound interface

and NO outbound interface ID.

SrclF|SrclPAddr |[DstlF |DstIPAddr|Prot|TOS [Flags|SrcPort|SrcMask |DstPort|DstMask [NextHop|Bytes |Packets
ethl 192.168.1.1 Null 2240021 11 80 100042 24 0042 24 12223 23

—Multicast Egress, flows are stamped with EOTH an inbound and an

outbound interface ID.

SrclF[SrclPAddr |DstlF [DstIPAddr|Prot|TOS [Flags|SrcPort| SrcMask |DstP ort|DstMask [NextHop|Bytes [Packets
ethd [192.168.1.1 eth1 (2240021 11| 80| 10/00A2 24 00AZ 24 12223 23
ethd [192.168.1.1 leth?2 2240021 11/ 80/ 10/00A2 24 00A2 24 12223 23
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NetFlow Tracker — How does it handle “NetFlow Multicast”

« NetFlow Tracker nullifies the inbound interface of a multicast flow that has

a valid outbound interface

SrclF|SrclPAddr |DstlF |DstPAddr |Prot|TOS [Flags|SrcPort|SrcMask|DstPort|DstMask |NextHop|Bytes |Packets

eth) 192.168.1.1 Null 2240021 11 80 100042 24 0042 24 12223 23
SrclF|[SrclPAddr |DstlF [DstlPAddr [Prot|TOS [Flags|SrcPort|SrcMask|DstPort|DstMask |NextHop|Bytes |[Packets
Null 152.168.1.1 ethl 2240021 11 80 100042 24 00A2 24 12223 23
Null 1592.168.1.1 eth2 2240021 11 80  1000A2 24 00A2 24 12223 23

— It does have an added benefit: a flow is stored for each interface the

traffic is routed out of, along with one for the interface it came in.

— This means that all the interface traffic volume charts are correct, one

stream in, one stream out!!!

making networks assets, not overheads
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NetFlow Tracker — Interface Nullification Impact

Ingress

Egress

# Records for Ingress # Records For Egress Issue
Interface Interface
Ingress Only 1 0 Mo record of outgoing
Multicast
Egress Only 1 for each exitinterface 1 for each exitinterface Dual (or more) for ingress
interface
Ingress & Egress 1 for each exit interface + 1 1 for each exitinterface Dual (or more) for ingress
for the ingress flow interface

Ingress & Egress with
Nullification

1

1 for each exit interface
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NetFlow Tracker - Multicast

Using NetFlow Tracker to Identify:

Networks Carrying Multicast
End Devices Generating Multicast
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NetFlow Tracker — In Action

o Use Tracker to filter for subnets carrying multicast

Metwork Pairs

Time Range:
Dest Subnet

Traffic Rate | Packet Rate

Skbps

b ps
Skbps
2kbps
1kbps
Obps
1120 11:45 12:00 12:15
Source Subnet Dest, Subnet Peak, Average % of Total

[ | 0.0.0.0/0 224.0.0.0/24 1.79 kbps between 12:10 and 12:11 1.158 kbps (516,93 kB) 36%

10.9.4.0/22 224.0.0.0/24 1.48 kbps between 11:34 and 11:35 638,09 bps (280,41 kB) 19%,

[ 8a.151.80.64/29 224.0.0.0/24 920 bps between 11:32 and 11:33 573,57 bps (252,06 kB) 17%

0.0.0.0/0 0.0.0.0/0 £33.6 bps between 11:34 and 11:35 514,54 bps (226,12 kB) 16%:

[ 83.70,201,100/30 224.0,0.0/24 549,33 bps between 11:20 and 11:21 391,85 bps (172.2 kB) 12%

4,83 kbps between 12:10 and 12:11 3.29 kbps (1.41 MB)
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NetFlow Tracker — In Action

 Focusing on a subnet pair of interest, lets see which addresses are being used

Metwork Pairs

HORCH=L- Javgre = =

Time Range:
Dest Subnet:

Traffic Rate | Packet Rate

Skbps

Hibps .Hl -

Bkbps

[ |
Ep e W E

Select All
Zoam In

Trad- 1152
23-Moy-2006

2kbps

Zoom Out

1kbps
Obps Source Addresses
LD il 10.9.4.0/22 224.0.0.0/24 »  Session Repors Destination Addresses
| Surce Suboet Peak 88151 8064529 224.0.0.0:24 P 0S5 Repors
e 0.0.0.0/0 224,0,0.0/24 1.79 khps between 12: 0.0.0.0M0.0.0.0;j0 P Metwork Repors Source Address Dissemination
10.9.4.0/22 224.0.0.0/24 1,48 khps between 11:f_ 83.70.201.100/30 224.0.0.0/24 | |nterface Reports Destination Address Popularity
BN | 55.151.50.64/29 224.0.0.0/24 || 920 bps between 11:32 4 proce. ,  Iraffic Identification®
0,0.0.0/0 0.0.0,0/0 £33.6 bps between 11 5 Famrrrrs =rr=ropstezerz Al Repors r
B | 83.70.201.100/30 224.0,0.0/24 549,33 bps between 11:20 and 11:21 391.85 bps (172.2 kE) 12%
_# 4.83 kbps between 17:10 and 12:11 3.29 kbps {1.41 MB)
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NetFlow Tracker — In Action

« Here we can see the end devices which are generating multicast and the
multicast group/address being used.

Address Pairs

RS ES T ¢S EE B

Time Range:
Source Subnet:

Dest Subnet:
Source Mask:

Dest Mask: 24
Traffic Rate | Packet Rate
Zkbps
1.8kbps
Tkbps 5 - . -
S00bps
Obps
11:40 11:449 11:458
Source Address Dest. Address | Peak Average % of Taotal
| 858.151.800161 476.8 bps bebween 11:41 and 11:42 357.6 bps (31.43 kB) 34%:
53.245.74.38 £99.2 bps between 11:45 and 11:46 310,76 bps (27,31 kB) 0%
| s5.151.80.162 774,0,0,9 409.6 bps between 11:40 and 11:41 233,93 bps (21 kB 23%
83.245.74.2 z24.0.0,9 393,93 bps bebween 11:45 and 11:46 132,98 bps (11,69 kB) 13%
1.57 kbps between 11:45 and 11:46 1.04 kbps (91.43 kB)
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NetFlow Tracker — In Action

 Selecting these addresses we can no look at the individual flows to see what
applications are being carried by the multicast traffic.

Address Pairs
Ky R E | E S v 2

Time Range:
Source Subn
Dest Subnet:
Source Mask:
Dest Mask:

Traffic Rate | Packet Rate

Zkb
P 11:40 - 11:52
23-Mov-2006
1.5kbps
Select Al
1kbps H - [ ] P
Zoom Cut
S00bps

88.151.80.161 224.0.09 »

Obps
. B 1eam 83.24574.35224.009  »
88.151.80.162 224009 »

Source Address Dest, Address | Peak fverage 83745747 224.0.0.9 5
[ | 85.151.80.161 476.8 bps between 11:41 and 11:42 357.6 bps

§3.245.74,38 699,2 bps between 11:45 and 11:46 310.76 bpa: Address Reports ¥
| 33.151.80.162 409.6 bps between 11:40 and 11:41 238.93 bps 2L B o iRl Frotocols

83.245.74.2 398,93 bps between 11:45 and 11:46 132,98 bps (11,63 kB) 13% Source Applications

1.57 kbps between 11:45 and 11:46 1.04 kbps (91.43 kB) MNetwork Repors Destination Applications

Interface Reports
Traffic [dentification ¥
All Reparts 4

Recognised Applications

Source Endpoints
Destination Endpaints

Server-Client Sessions
Client-Server Sessions
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NetFlow Tracker — In Actio

n

« Now we can see the application/port details

Conversations

B ES VT S 98 8

Time Range:
Source Subnet:
Dest subnet:
Source Mask:
Dest Mask:

€€ | ¥ | Traffic Rate | Packet Rate

Zkbps

1.8kbp=

-
S00bps
Obps
141:40 11:44 11:48
Source Address Source App. Dest. Address § Dest, App. Peak Average % of Total
[ 83.151.80.161 SZ0/IUDP {rouker) Z24.0.09 SZ0/UDP {router) 476.5 bps between 11:41 and 11:42 357.6 bps (31.43 kB) 3%
83.245.74.38 520/UDP (router) || 224,009 S20/UDP (router) £99.2 bps between 11:45 and 11:46 310.76 bps (27.31 kB) 0%
| 88,151.80,162 520/IUDP (router) || 224,009 520/UDP (router) 409,56 bps between 11:40 and 11:41 235,93 bps (21 kB) 23%
83.245.74.2 520/UDP (router) Z24.0,0,2 S20/UDP (router) 393,93 bps bebween 11:45 and 11:46 132,95 bps (11.69 kB) 13%:
1.57 kbps between 11:45 and 11:46 1.04 kbps= {91.43 kB)
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NetFlow Tracker - Multicast

Using NetFlow Tracker to Identify:

Interfaces Carrying Multicast
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NetFlow Tracker — In Action

 Selecting an Interface report and applying the multicast subnet filter

provides us with the interfaces delivering Multicast around the network

In Interfaces

erElEE Iat=E =

Time Range:

Dest Subnet: b
b Traffic Rate | Packet Rate
Skbps
dkbps
Skbps=
Zkbp=
1kbps
Obps
12:30 12:44 13:00 13:14
Device In Inkerface Descripkion Peak Average % of Total
B | SPL-R2 (213.200.67.154) GigabitEthernet0f0, 10 | GigabitEthernet0)o, 10 1.21 kbps between 12:30 and 12:31 751.6 bps (330,29 kB 23%
CrannogPacketShaper (83.71.136.27) unknown unknown 643,87 bps between 13:22 and 13:23 514,72 bps (226,19 kB) 16%:
BN | ISPL-RZ (213.200.57.154) GigabitEthernet0/ 1.3 GigabitEthernetOf1, 3 723.2 bps betwesn 12:41 and 12:42 415,74 bps (184,02 k81 | 13%
ISPL-R1 (213,200,567, 155) GigabitEthernet0f0, 10 | GigabitEthernetf0.10 | 897,07 bps bebwesn 13:12 and 13:13 416,54 bps (183,16 k81 | 13%
[ ] Tallaght-3640 (193.1.206,41) ATM1/0,101-aal5 laver ATM1/0,101-aals layer 542.4 bps between 12:33 and 12:34 388,91 bps (170,91 kB) 12%
B | ISPL-R2(213.200.567.154) GigabitEthernet0/ LG GigabitEthernetOy .6 707.2 bps betwesn 12:44 and 12:45 370,38 bps (162,77 kB | 12%
ISP1-R1 (213.200.67.155) GigabitEthernet0f1.3 GigahitEthernet0)1.3 409.6 bps between 12:30 and 12:31 191.15 bps (34 kB) 6%
[3P1-R1{Z13.200.67,155) GigabitEthernet0il. 8 404,27 bps bebween 12:59 and 13:00 143,04 bps (62,56 kB) 4%
[ | Tallaght-3640 (193.1.206.41) FastEthernstd)0. 104 150.8 bps between 12:39 and 12:40 4,66 bps (2,05 kB) <1 %

4.55 kbps between 12:30 and 12:31

3.2 kbps (1.37 MB)
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Multicast per Device Interface 239.254.0.0-239.254.255.255

In Interfaces

ud v 388

Time Range;
Source Device: esi- iy
Dest Address: [0+ 4,

I Results 1 ta 5 of 5

Device In Intetfare Description % Lsane Traffic © % of Takal Traffic Packets % of Tatal Packets

es1-7606-02 (10,0,89.18) | urknawn unkniown 0% 2,6 Mbps (6,53 GB) g7y, (I 7,06 kis (152 49 M) g7, (I
[ | [ |
[ | [ |

(
esl-7606-c2 (10,0,89.14) | GigahitEthernet3f13 | "Conmectionto s’ | 1% 637 kbps {16 GE) 17% 1.73kjs (3739 M) 17%

FastEthernet1f15 "Connection ko c4" 1% 2319 kbps (1,57 GB) | 16% 1,69 kjis (36,55 M) 16%

{
(
es1-7606-d2 (10.0,89.18)
es1-7606-d2(10,0.89.18) | Wlan3 1% E2.97 bps (13967 kB) | 1% 0.24)s(5.11K) 1%
{ )

es1-7606-02(10,0.89.18) | Yland 1% 52,97 bps (139.67KB) | <1% 0.24)s(5.11K) <1%

3.86 Mbps (9.7 GB) 10.48 k/s (226.47M)

| In Interfaces = o
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Multicast volume per Multicast Group

Destination Addresses - Crannog Software MetFlow Tracker - Microsoft Internet Explorer provided by Cisco Systems, Inc.
File Edit Wiews Fawvorites Tools Help | #
@ EBack - @ - Ig @ @ | p Search * Favaorites v@ | @ - & @ - D ﬁ ‘3
Address I@ http: ffes1-pcl freport. jsprtemplid=000 1 Boutput=t ablefunit=rminute&nunits=60&device=10.0. 59, 1S&dstaddr=224.0.0.0-239, 255,255,255 LI G0 | Links **
SFF - - [ ODOUBLETREE SUIT =] | Search web |~ 2 - @ - w- - © - (2- 0» X -
Destination Addresses
Time Range:
Source Devi
Resulks 1 ko 25 of 25
Address TrafFic 5 % of Total Traffic Packets % of Total Packets
[ 239.254.1.6 1.83 Mbps (783.29 MB) =L || 4,96 ks (17.56 M) =L ||
[ £39.254.1.9 1.5z Mbps (752.06 MEB) D% || +.95 kfs (17,53 M) DY ||
L 239.254.1.0 1.52 Mbps (761.71 ME) e ] 4.95 ks (17.82 M) O ]
[ 239.254.1.7 1.81 Mbps (775.55 MEB) 9% || 4,93 ks (17.75 M) = ||
e 239.254.1.1 1.51 Mbps (775.02 ME) S | 4,93 ks (17.74 M) o |
L 239.254.1.5 1.51 Mbps (775.02 ME) e ] 4.93 ks (17.74 M) O ]
[ £39.254.1.3 1.51 Mbps (777.5 ME) D% || 4,92 ks (17.72 M) DY ||
L 239.254.1.2 1.51 Mbps (777.5 ME) e ] 4.92 ks (17.72 M) O ]
[ 239.254.1.4 1.81 Mbps (777.32 MB) =L || 4,92 ks (17.72 M) =L ||
Lo 239.254.1.5 1.51 Mbps (F74.57 MB) % || 4,91 kfs (17.66 M) DY ||
i« 239.254.4.1 1.77 Mbps (760,93 ME) e ] 4.82 ks (17.35 M) O ]
L 233.1.1.1 201,29 kbps (56.33 MB) =19 | 196,57 /5 (FO7.66 k) 1%
o 239.254.2.2 91.31 kbps (39,19 ME) =1%: 248,25 [5 (593.7 k) =1%
e 239.254.2.1 90.53 kbps (35.98 MB) <1%: 246.95 [s (559.04 k) 1%
L 232.1.1.1 72.53 kbps (31.25 MB) =1%: 197.9 s (F12.43 k) =1%
L 232.1.1.2 45,66 kbps (20,88 ME) =1%: 132,23 /5 (476.02 k) =1%
Lo 239,254, 4.2 29.26 kbps (12.56 MB) 1% 79.51 /s (286,25 k) 1%
o 232.1.1.3 24,33 kbps (10,44 MB) =1%: 66.11 f5 (238.01 k) =1%a
L 232.1.1.5 24,33 kbps (10,44 ME) =1%: 66.11 f5 (238,01 k) =1%
L 232.1.1.4 24.26 kbps (10,42 MB) =1%: 65,96 /5 (237.47 k) 1%
o 224.0,0.2 .82 kbps (1.21 ME) =1%: 7.36 s (26,49 k) =1%
e 224.0.1.40 186.93 bps (82,15 kBE) <1%: 0.31 s (1.13 k) 1%
L 274.0,1.39 59.77 bps (39,45 kE) =1%: 0.21 js (757 =1%a
L 224.0,0.5 57.53 bps (38.6 kE) =1%: 0.12 Js (428) =1%
Lo 224.0,0.1 £.03 bps (2,65 kBE) 1% 0.02 js (593 1%
@ Done I_ I_ I_ I_ I_ m Local inktranek 5
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Source Addresses of Multicast 239.254.4.1

Source Addresses

= IR A== =

Time Range: e (12 A -12:12 PM
Source Device: . 4
Dest Address:

14 || % x »x Results 1 ko 1z af 12

Source Address | Traffic < %% of Total Traffic Packets %% of Tokal Packets
126,52,2,34 1.43 Mbps (612,43 ME) B2% 3,88 kis (13,96 M) B2%s
26.55 kbps (12,35 ME) 2% 75.4 /5 (262,26 K) 2%,
28.72 kbps (12,32 MBE) 2% 78.03 s (280,92 k) 2%
28.67 kbps (12,5 MEB) 2%, 77.91 fs (260,49 k) 2%,
28,37 kbps (12,17 MBE) 2% 709 s (277,53 k) 2%
28,33 kbps (12,16 MEB) 2%, 76.99 /5 (277,15 K) 2%
26.51 kbps (12,15 ME) 2% 76.92 f5 (276.9 k) 2%,
28.18 kbps (12.1 MBE) 2% 76,59 15 (275,71 k) 2%
26.16 kbps (12,09 ME) 2%, 76.53 /5 (275,51 k) 2%,
28.1 kbps (12,06 MB) 2% FE.3F Is (274,94 k) 2%
28.1 kbps (12.06 ME) 2%, 7E.36 /5 (274,91 K) 2%
27.94 kbps (11,99 ME) 2% 75.93 /5 (273,35 k) 2%,

D(ODD0|0|0|0|0|0|0[D

1.74 Mbps (746.22 MB) 4.73 k/s (17.01 M}

|S-:n_|rr:e Addresses ;l GE0 |
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Full Fields _flows

Flows - Crannog Software NetFlow Tracker - Microsoft Internet Explorer provided by Cisco Systems, In

Fil= Edit Wiew Favworites Tools Help |$

@Back - e - Ia @ ‘\{h|pSearch ‘L_'r\\?Favorites @| @v & @ - D ﬁ _“ﬂ

Address IE http: ffes1-polfreport. jsprtemplid=_flowsoutput=tablefunit=minutefnunits=608&device=10,0.59, 31 8«device=10.0.59, 14&device=10.0.59, 1 6&device=10.0.89, 1 58device=10.0,89, 12&device=10.D.SQ.SI&dstaddr=239.254L|

F - - OroueleTReE sUIT || Searchweb |- [ FE- [ 42 - @ - w - <2 - © - G- Ok E -

=
Flows
t 5D
Tine Range: C

Source Device:
Dest Address: 2

1¢€ | (<< »» ¥» Results 1 to 25 of 17556
Sample Time # Device MName Address In Interface Ok Interface | Source Address | Dest, Address | Protocol | Source Pork | Dest. Port | Identified App. | ToS | Traffic Class | Source Mask | Dest, Mask | Mext Hop | Source AS
1165000620 es1-7606-d2 10.0.89.15 FastEthernst1/15 unknown 126,32.2,.33 239.254.1.3 LD o a unknown 1) unknown a a 0.0.0.0 1)
1165000620 es1-7E06-d2 10.0.89.18 unknown 239.254.1.2 LDP ul o unknown u] unknaown o o u]
1165000620 es1-7606-dz2 10.0.89.15 unknown 239.254.1.3 LUDF a i} unknown u] unknown i} i} u]
1155000520 es51-7o06-d2 10.0.89.15 239.254.1.4 [W]nsy u] u] unknown 1] unknaown u] u] 1]
1165000620 es1-7606-dz2 10.0.89.15 unknown 239.254.1.3 LUDF a i} unknown u] unknown i} i} u]
1165000620 es51-7606-d2 10.0.89,15 unknown 239.254.4.1 LDF u] u] unknion u] unknown u] u] u]
1165000620 es1-7606-dz2 10.0.89.15 unknown 4 239.254.1.7 LUDF a i} unknown u] unknown i} i} u]
1165000620 es1-7606-dz2 10.0.89.15 unknown ] 239.254.1.5 LUDF a i} unknown u] unknown i} i} u]
1165000620 es1-7606-d2 10.0.89.15 3 239.254.1.8 LD o a unknown 1) unknown a a 1)
1165000620 es1-7606-d2 10.0.89.15 3 239.254.1.4 LD o a unknown 1) unknown a a 1)
1165000620 es1-7606-d2 10.0.89.15 <] 239.754,1.0 DP o 0 unknown il unknown 0 0 il
1165000620 es1-7A06-d2 10.0.89,18 unknown %] 239.254,1.2 UDP ul u] unknown u} unknown u] u] u}
1165000620 es1-7606-dz2 10.0.89.15 unknown ] 239.254.1.2 LUDF a i} unknown u] unknown i} i} u]
1165000620 es1-7606-dz2 10.0.89.15 unknown ] 239.254.1.6 LUDF a i} unknown u] unknown i} i} u]
1165000620 es1-7606-dz2 10.0.89.15 unknown x| 239.254.1.1 LDF a o} unknown u] unknown o} o} u]
1165000620 es1-7606-d2 10.0.89.15 L s 239.254.1.9 LD o a unknown 1) unknown a a 1)
1165000620 es1-7606-d2 10.0.89.15 unknown 26,32.2.33 239.254.1.3 LD o a unknown 1) unknown a a 1)
1165000620 es1-7606-dz2 10.0.89.15 unknown 239.254.1.2 LUDF a i} unknown u] unknown i} i} u]
1165000620 es1-7A06-d2 10.0.89.18 unknaown 239.254.1.7 UDP ul o unknown u} unknaown o o u}
1165000620 es1-7606-dz2 10.0.89.15 unknown 239.254.4.1 LUDF a i} unknown u] unknown i} i} u]
1165000620 es1-7E06-d2 10.0.89.15 FastEth 239.254.1.1 [W]n o) u] u] unknown 1] unknaown u] u] 1]
1165000620 es1-7606-dz2 10.0.89.15 unknown 239.254.1.7 LUDF a i} unknown u] unknown i} i} u]
1165000620 es51-7o06-d2 10.0.89.18 unknaown 239.254.1.2 LDP ul o unknown u] unknaown o o u]
1165000620 es1-7606-dz2 10.0.89.15 unknown 239.254.1.7 LUDF a i} unknown u] unknown i} i} u]
1165000620 es51-7606-d2 10.0.89,15 unknown 239.254.1.9 LDF u] u] unknion u] unknown u] u] u]
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LSE

wersations - Crannog Software NetFlow Tracker - Microsoft Internet Explorer

Fi Edit  Views Faworites Tools  Help #

@Back - O @ @ @ pSearch *Favorites @ @v @;v r?} @ _.‘ﬂ

Aaddress @ report=templid?: 30001 2% 2600utput?: 30t abledr efine=Go2kemplid=001280utput =t able stirne=1 1 65237 2000002etime=1 1 6524 0:300000&instid=808resolve=av ailable &Format=html2start=18nrecords=1000&0order=2_Traffic

Conversations —

Results 1 bo 1000 of 2240666

Source App. Dest, address Dest, App. TrafFic < %= of Total TrafFic Packeks %% of Total Packeks
3340/TCP SO0220TCP (Ise2) 42,16 Mbps {17.67 GB) S0 . 4.1 kfs (14,75 M) T | |
3162/TCP 5022 TCP (Ise2) 3,23 Mbps (1,35 GE) 2% | 1,55 kfs (5.58 M) FE T |
2943/ TCP 9432/ TCP 980,84 kbps (420,93 ME) 1% | 93.15 [5 (335.34 k) 1%
ZE42[TCP 94532 TCP 920.5 khps (394,95 ME) 1% | 86.3 [s(317.9K) 1%
2955/TCP Q43ZITCP §35.75 kbps (358,67 ME) 1% | 714 s {2649 k) =1%a
2515/TCP Q432ITCP 752,72 kbps {323.03 ME) <1% | 7072 s {2546 k) =1%
3100/TCP Q432 TCP 720.1 kbps (309,03 ME} =19 | 63,21 /5 (245.54 k) =1%%
3245/ TCP 2432 TCP £59.58 kbps (295,93 ME) 1% 64,65 [5 (232.72 k) 1%
ZEEE/TCR 9452 TCP £35.02 kbps (272,52 ME) 1% &1.26 s (220.55 k) 1%
2812(TCP Q432ITCP 618,38 kbps {265,358 MEB) =1% 58.11 [s{209,19 k) =1%a
30001/TCP 32003 TCP 602,66 kbps (258,63 MEB) =1% 65,37 5 (235,35 k) =1%
5022 TCP (lse2) I3 TCP 586,08 kbps (251,52 ME) 1% 1.59 kis (5,73 M) LT |
2818/TCP 2432 TCP S7Z2.08 kbps (245,51 ME) 1% S4.96 (s (197.54 k) 1%
2454/ TCP 9452 TCP S45.15 kbps (253,95 ME) 1% 52,88 /s (190.36 k) 1%
3167 TCP Q432ITCP 522,593 kbps {224,358 MEB) =1% 50.43 [5 {161.56 k) =1%a
2432/ TCP I3 TCR S17.38 kbps (222,03 ME} =1% 46,04 /5 (165,74 k) =1%
9432/ TCP IS1ZITCP S517.37 kbps (222,03 ME) 1% 46.04 [s (165.73 k) 1%
Z166/TCP 94532 TCP 498,41 kbps (213,59 ME) 1% 47.13 (s (162.67 k) 1%
3074 TCP 7 Q432ITCP 466,42 kbps (200,16 ME) =1% 44,23 s {159.22 k) =1%a
S0/TCP {htkp) 10.224.200.200 4423TCP 453,99 kbps (199,12 ME}) =1% 53.21 s {191.57 k) =1%
3115/TCP 9432/ TCP 461,15 kbps (197,92 MEB) 1% 45.68 [s (164.96 k) 1%
Z7EE[TCP 2432 TCP 445,36 kbps (191,13 ME) 1% 43.39 [s (156.22 k) 1%
9452 TCP 1083 TCP 427.1 khps (183,29 MEB) 1% 604 s (136,93 k) 1%
3241/TCP Q432ITCP 423.3 kbps (181,66 MB) =1% 41.32 /s {148.76 k) =1%a
2793/ TCP 432/ TCP 413,02 kbps (177,25 ME} =1% 30,69 /5 (142,83 k) =1%
2945/ TCP 9432/ TCP 402,34 kbps (175,67 ME)} 1% 140,32 /s (505,16 k) 1%
9452/ TCP 4950/ TCP 405,65 kbps (175,358 ME) 1% 36,36 [s (130,96 k) 1%
9432/ TCP F064ITCR 405,57 kbps {175,534 ME) = 1% 36,4 /s (131.03 k) =1%a
9432/ TCP IT4BTCP 408,56 kbps {175,533 ME) =1% 36,36 /5 (130,91 k) =1%
9432/ TCP 1553 TCP 403,54 kbps (175,33 ME) <19 36,35 /5 (130,86 k) =1%%
1705/UDP FS00/UDF 407.26 kbps (174,75 ME) 1% 176.76 /s (636.34 k) 1%
ZESTCR 3 9452 TCP 592,19 kbps (168,51 ME) 1% E6.42 [s (138.32 k) 1%
30001,TCP 10.234.595.103 32003 TCP 387,54 kbps {166.44 ME) =1% 35.71 [s{128.55 k) =1%a

10.233.4.129 1156/TCP 10.234.5858.161 Q4Z2ITCP 375,85 kbps (162,59 ME) =1% 129,89 /s (467,61 k) =1%
10,238, 2452/ TCP 9432/ TCP 378,56 kbps (162,46 ME) 1% 35.57 [s(128.04 k) 1%

@ Done | | | | | | 'ﬁj Local inkranet
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NetFlow Tracker — What does it provide

« Identifying Multicast groups from network traffic v°

« What Multicast groups were/are in use v’

« Identifying the volume of Multicast traffic v°

e How much in total or on a per address basis 4
« Over adefined time period v

 Which interfaces are carrying traffic v

« What addresses on each interface v'
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OneView and Audience Appreciation
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OneView New release

¥ Crannog Software - One ¥iew - admin - Mozilla Firefox

File Edit Wisw (eTa] Bookmarks Tools Help 0:::0
@ - |$ - @ @ @ I D http: flocalhostfhome . jsp LI @ G0 IQ

| || Crannog Softwa... I || ©werview (Pluta P. .. I ", Jetspeed 2 Enter. .. I Bl HTML DOM Event ... I || Apache Tomcakys. .. I || Corwersaktions - ... I E3
g CRANMNOGSOFTWARE admin g LoGoOUT

Conversations

e |~ | 2

Source Dewic

Traffic Rake | Facket Rate

Source Addresses

Tinme Range:
Source Dewvice:

Traffic Rate | Packet Rake

Source address

209,120,136, 196

Obps=s
15:15

S53.71.136.27
10,1.242. 145

Source Address Peak. Average

Z09.120.13536.196 Z.63 Mbps between 15:46 and 15:47 353.24 kbps (106
80.253.125.15 165,97 kbps between 15:41 and 15:42 136.06 kbps=s (40§
193.1.27.150 272.94 kbps between 15:33 and 15:34 53,11 kbps (20, 7¢
193.1.27.156 61Z2.6 kbps bebween 15:55 and 15:56 &5.67 kbps (19,72
193.1.123.75 345,35 kbps between 15:50 and 15:51 &4.05 kbps (19,28
193.1.122.17 74.45 kbps bebween 15:24 and 15:25 53.53 kbps (19.0% _

Copyright d
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OneView New Editor

e CRANNOGSOFTWARE admin g LOGOUT

MName

Description |this is iy page three

ge Lavouts

D S [9]
Traffic Rate } Packet Rate = = = =
Bohree RIS oR - ENE]
Tine Range: 5 B E:I

Source Device:

wWindows
Traffic Rate | Packet Rate Report Type Test Portlet *l

= Mew
Marne |sdfas
Description

|5dfg
: — Use existing report of this type
209,120,136, 196 ; ; - Test portlet .

add

B0.253.125.15
209.132,177.100

dbps
15:15
209,120.136.126 2.63 Mbps bebween 15:46 and 15:47
80.253.125.15 165.97 kbps bebween 15:41 and 15:42
1935.1.27.150 272.94 kbps bebween 15:33 and 15:34
1935.1.27.156 &612.6 kbps between 15:55 and 15:56
193.1.123.75 345,38 kbps bebween 15:50 and 15:51

83.71.136.27
10.1.242, 145

1931 122 17 T4 45 khns hebieean 1524 and 15725
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Netflow Alerting
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Data Sources - In The Application

How long to cache report

. Lets you know when the report was last run,
before re-polling

how many rows were returned and how long it

Right click to add
new data source, left

click to edit. took to “get”
2 MetFlow Tracker Alerter ¥2.0b3 {Beta) -0 x|
Menu
] Data Sources A name \‘ .
D ey — \u:e1 Recogniged Apps|
D Source 2 Conversations Description kgurce 10 Recagnised Appﬁ |
[ Source 3 Address Pairs Polling Period (S The “Clean” URL
(] Alarm Destinations | Pelima Peried (Secs) 20| used to gather data
S UUlLLELE /| Last Updated 26-Jul-2006 14:46:02, 10 rows which took 2094 msecs from a particular
Trigger Groups 3 .
[ Alerts Lt http:fitracker. mynetwatch. netrepor jsp 7t tracker server. This

emplid=0026&device=80.253.125148u Hs*cleaned” when
nit=rminute&nunits=G&nunitsago=14&0ut 4’_/_—'’’,,,,,«-—'-"""""'—’
putstabledformat=csvenrecords=10&0t you press the save

hers=false button

Save | | Remowe
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Trigger — In The Application

Right click to add Select from the available data
new Trigger, left sources and press “Save”
click to edit. L
Should this trigger
match all rows or any
< MetFlow Tracker Alerter ¥2.0b3 {(Beta) ] 3 rOWr)
Menu ’
] Data Squrces Name [High eb Usage /
[) souce 1 Recognised Apps |- : : Columns for all reports are automatically
[ sogee 2 Comversations ;| Description [ N
0 solfee 3 pgcrese pare |- y presented when a source has been
(5 Alarm Qestinations /| Souree | -] / committed to by pressing “Save”

e | maten O Al ® Any f
[ High Web Usage i
D High Conversations AR Traffic % of Total Traffic Packets % of Total Packets

D High Address Pairs i =L EL ; ; ;
[} High App Usage ljﬁgg’;* = o= El Directly edit each field by double
3 wedtum 4pps | Lz =20 clicking, blank cells are not
DE e evaluated. Populated cells are
gger Groups 2 . .
(] Alerts evaluated straight away (even if
(3 Hign Apps \ save isn’t pressed)
4 \
| adapow | RemoveRow |

All populated fields in a row
are evaluated

Save Remove

———Add/Remove rows as
requested

making networks assets, not overheads
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Trigger Groups — In The Application

Right click to add Select to match
new trigger group, any/all triggers
left click to edit. within this group
4. NetFlow Tracket Alerter ¥2.0b3 (Beta) ;lglﬂ
Menu

Diata Sources N

Alarm Destinations ame Al | D d

_ [p— et ol drop down menu
- _—lists all available

Trigger Groups B I
R i| Match Can @ Any | :
T Alets | pvai _ : _ triggers
: vailable Triggers High Comwersations | -]
High Weh Usage I
| ___Add/Remove selected

High Address Pairs .
trigger from group

™~ Lists what triggers
are currently in this

group

| Sawve | | Remowve

making networks assets, not overheads
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Alerts — In The Application

Right click to add
new trigger group,
left click to edit.

How long to cache report

before re-polling

Z MetFlow Tracker dlerter ¥2.0b3 (Beta)

Menu

=101 %]

[ Data Sources
D Alarm Destinations

[ Triggers
[ Trigner Groun

T mlerts
[ Berts]

Name |Aler18

Description |

Test Period (Mins) Eg

Alert Trigger | ITrigger 1 L~
Alarm Destination | |pjease Select A Destination ~

Last Updated

[¥] Enabled

|Sa\re“Remwe‘

| Last Run 31-Jul-2006 22:23:26. Runtime:1844msec |4—/

v

l Refresh

on Jul 31 22:23:28 BST 2006:Alert:Alerts--
on Jul 31 22:23:28 BST 2006:Alert:Alerts--
on Jul 31 22:23:28 BST 2006:Alert:Alerts--
on Jul 31 22:23:28 BST 2006:Alert:Alerts--
on Jul 31 22:23:28 BST 2006:Alert:Alerts--
on Jul 31 22:23:28 BST 2006:Alert:Alerts--
on Jul 31 22:23:28 BST 2006:Alert:Alerts--
on Jul 31 22:23:28 BST 2006:Alert:Alerts--
on Jul 31 22:23:28 BST 2006:Alert:Alerts--

Trigger:Trigger 1--Match:Source Address:.
Trigger:Trigger 1--Match:Source Address:.
Trigger:Trigger 1--Match:Source Address:.
Trigger:Trigger 1--Match:Source Address:.
Trigger:Trigger 1--Match:Source Address:.
Trigger:Trigger 1--Match:Source Address:.
Trigger:Trigger 1--Match:Source Address:.
Trigger:Trigger 1--Match:Source Address:.
Trigger:Trigger 1--Match:Source Address:.

*82.129.35.201;
*80.67.86.78;%
*87.248.208.30;
%207.226.181.2

*149.170.236.1
*69.16.169. 1001
*216.128.28.94;"
*80.67.86.30;% o
*62.67.56.221;%

q] I

I

Copyright © Crannog Software www.crannog-software.com 59

Drop down menu
lists all available
triggers & groups

Drop down menu
lists all available
destinations

Shows the last time
this alert was
checked

This will refresh the
“Last Updated” item
and the alert list

List showing the last
10 alerts.

making networks assets, not overheads




CRANNOGSOFTWARE

NetFlow Tracker - Thank you

think outside the box

Thank you for your time
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Two Tier Central Architecture

Netflow Analyzer

Central
Database

STORAGE

Netflow Collector WEB PRESENTATION

Summarised

Collection

Flow fata
7/

-
- J
-~ 4
-~ 4
P /
7’
Vs
Flow data 4
Vs
/7 ’/ /,
7 - /7

J Flow data -
/ -
-
-
-
-
-
-
-

- Vs

Global IT Infrastructure
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Netflow Tracker collection architecture

No Summarisation at collection

ollection Layer o ollection Layer o

netflowtracker netflowtracker

MYSQL

";\ netflowtracker
Database S Database
21N

All Flow Records L All Flow Records

OneView

Mediation
Database
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Traffic ID Feature

—IN» 6 —OUTe

Payload IP Header | Payload | IP Header | | Payload IP Header [
NBAR ACLs
MQC Classification
Traffic ID

NetFlow Input Filters — | NetFlow Export with Traffic ID |

NetFlow Record

Router Address

Tracker ID Mapping

Source Address

Tracker Record

Destination Address

Router Address

Source Port

Source Address

Destination Port

Destination Address

ClassID

Source Port

Destination Port

TrafficlD

NetFlow Record Traffic ID
Router Address ClassID 1 | TrafficlD 1
Router Address ClasslD 12 | p| TrafficlD 2
Router Address ClasslD 22 || TrafficlD 3
Router Address2 ClasslD 98 | pm| TrafficlD 1
Router Address2 ClasslD4 | TrafficlD 2
Router Address3 ClassiD 2 [ TrafficlD 1
Router Address3 ClassID 1 —  TrafficlD 2
Router Address4 ClassiD 2 [ TrafficlD 1
Router Address4 ClassiD 1 —  TrafficlD 2
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