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PIM-SM Shared Tree Join
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(*, G) State created only

(*, G) Join  seee==p along the Shared Tree.

Shared Tree ==

H=
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PIM-SM Sender Registration

T T
1
T &
=

Sour@e —F@ —- P @‘|
1
— /

e
-lﬁ (S, G) State created only
Traffic Flow === along the Source Tree.
==
Shared Tree =—3»

Source Tree =—3p= _H

(S, G) Register —-—- > (unicast)  Receiver
(S, G) Join  seeeeep

RST-261 © 2002, Cisco Systems, Inc. All rights reserved. 6



PIM-SM Sender Registration

i Cisco.com

»

Source—Fy—)

(S, G) traffic begins arriving

Traffic Flow =3 at the RP via the Source tree.

Shared Tree =—3»
Source Tree =3
(S, G) Register - > (unicast)  Receiv
(S, G) Register-Stop === (ynicast)

RP sends a Register-Stop
back to the first-hop router
to stop the Register process.

D
=
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PIM-SM Sender Registration
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along SPT to RP.

From RP, traffic flows down
the Shared Tree to Receivers.

Traffic Flow =3

Shared Tree =3
Source Tree =—3p=

I

=

==

-lﬁ Source traffic flows natively
==
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PIM-SM SPT Switchover

i Cisco.com
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Traffic Flow ===
Shared Tree =—3>
Source Tree =—3p

(S, G) Join seeeeep
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PIM-SM SPT Switchover

I T TTTTTTT T ITT Cisco.com
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Traffic Flow =3 |t£
L~ Traffic begins flowing down the
Shared Tree =3 ~| J J

new branch of the Source Tree.
Source Tree =—3p=

_ Additional (S, G) State is created
(S, G)RP-bit Prune s3>

along along the Shared Tree to
prune off (S, G) traffic.

Receive

=
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PIM-SM SPT Switchover

s Cisco.com
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(S, G) Traffic flow is now
pruned off of the Shared Tree
and is flowing to the Receiver
via the Source Tree.
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Traffic Flow =3

Shared Tree =3
Source Tree =—3p=
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PIM-SM SPT Switchover
e T T T ToTOOTTT Cisco.com

RST-261

Traffic Flow =3

Shared Tree =3
Source Tree =3
(S, G) Prune s3>
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PIM-SM SPT Switchover

i Cisco.com
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Source —F‘@‘—)
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(S, G) Traffic flow is now only

Traffic Flow == flowing to the Receiver via a
Shared Tree ——3 ~ single branch of the Source
Source Tree =——>» —H Tree.

Receiver
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MBGP—Multiprotocol BGP

I T T T T T T T Cisco.com

MBGP overview

MBGP capability negotiation
MBGP NLRI exchange

New MBGP syntax

Unicast to Multicast NLRI Translation
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MBGP Overview
i i

RST-261

MBGP: Multiprotocol BGP
Defined in RFC 2283 (extensions to BGP)
Can carry different types of routes
IPv4 Unicast
IPv4 Multicast
IPv6 Unicast
May be carried in same BGP session
Does not propagate multicast state info
Still need PIM to build Distribution Trees
Same path selection and validation rules
AS-Path, LocalPref, MED, ...

© 2002, Cisco Systems, Inc. All rights reserved.
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MBGP Overview

—|||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||.|. Cisco.com
Separate BGP tables maintained

Unicast BGP Table (U-Table)

Multicast BGP Table (M-Table)

BGP ‘niri’ keyword specifies which BGP Table

Allows different unicast/multicast topologies or policies
Unicast BGP Table (U-Table)

Contains unicast prefixes for unicast forwarding
Populated with BGP unicast NLRI
Multicast BGP Table (M-Table)

Contains unicast prefixes for RPF checking

Populated with BGP multicast NLRI

RST-261 © 2002, Cisco Systems, Inc. All rights reserved. 17



MBGP Update Message
L Cisco.com

The MBGP UPDATE Message

| Length (I Octet)

Unfeasible Routes Length (2 Octets) Prefix (Variable)

\\

/] I\

Withdrawn Routes (Variable)
Attribute Type

Total path Attribute Length (2 Octets) Attribute Length

Path Attributes (Variable) Attribute Value

Network Layer Reachability Information (Variable)
Length (I Octet)

. ) ) Prefix (Variable)
New Multiprotocol Attributes added to Path Attributes:

MP_REACH_NLRI
MP_UNREACH_NLRI

RST-261 © 2002, Cisco Systems, Inc. All rights reserved. 18



MBGP Update Message
Address Family Information (AFI)

Identifies Address Type (see RFC1700)
AFl =1 (IPv4)
AFl =2 (IPv6)

Sub-Address Family Information (Sub-AFl)

Sub category for AFI Field

Address Family Information (AFI) =1 (IPv4)
Sub-AFI =1 (NLRI is used for unicast)
Sub-AFI =2 (NLRI is used for multicast RPF check)

Sub-AFI =3 (NLRI is used for both unicast and
multicast RPF check)

RST-261 © 2002, Cisco Systems . Inc. All rights reserved . 19



PIM RPF Calculation Detalls

e T T T T T T T T T T TF T T Cisco.com

Decreasing
Preference

Static (First Match)
Mroute Route/Mask, Dist. RPF

Calculation

Table (Default Dist. = 0)

(Use best
(BeSt Pa.th) Distance ”F, RPFE Ne|ghbc>
Route/Mask, Dist. unless

(iBGP Def. Dist.=20) . Longl?s_,t
(eBGP Def. Dist.=200) Match'” is
enabled.
If enabled
. L M h :
vnicast (Longest Maic ) use longest
Routing Route/Mask, Dist. Mask )

Table

Global Command: i p nulticast | ongest-match

RST-261 © 2002, Cisco Systems, Inc. All rights reserved. 20



MBGP—Capability Negotiation

BGP routers establish BGP sessions through the
OPEN message

OPEN message contains optional parameters

BGP session is terminated if OPEN parameters
are not recognized

New parameter. CAPABILITIES

Multiprotocol extension
Multiple routes for same destination

RST-261 © 2002, Cisco Systems . Inc. All rights reserved . 21



MBGP—Capability Negotiation

—|||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||I Cisco.com

Keyword on neighbor command

nei ghbor <foo> renote-as <asn> nlri nulticast unicast

Configures router to negotiate either or
both NLRI

If neighbor configures both or subset, common
NRLI is used in both directions

If there is no match, notification is sent and
peering doesn’t come up

RST-261 © 2002, Cisco Systems , Inc. All rights reserved . 22



MBGP — Capability Negotiation

i Cisco.com

AS 321

@ 1 192.168.100.0/24 2 @

router bgp 123
nei ghbor 192. 168. 100. 2 renote-as 321 nlri unicast nulticast

Sender

RST-261 © 2002, Cisco Systems, Inc. All rights reserved. 23



MBGP — Capability Negotiation

i Cisco.com

AS 321

@ 1 192.168.100.0/24 2 @

router bgp 321
nei ghbor 192.168. 100.1 renote-as 123 nlri unicast nulticast

Sender

RST-261 © 2002, Cisco Systems, Inc. All rights reserved. 24



MBGP — Capability Negotiation
L Cisco.com

ceiver

RST-261

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

MBGP Session for Unicast and

100.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.

e~ ey =~

NDNNDPNDNDNNDNNDNNDNNDNDNDN

Multicast NLRI
192.168.100.0/24 2

open active, |ocal address 192.168.100.1
went from Active to QpenSent

sendi ng OPEN, version 4

OPEN rcvd, version 4 |
rcv OPEN w/ option paraneter type: 2, len: 6

OPEN has CAPABI LI TY code: 1, length 4

OPEN has MP_EXT CAP for afi/safi: 1/1 der
rcv OPEN w/ option parameter type: 2, len: 6
OPEN has CAPABILITY code: 1, length 4

OPEN has MP_EXT CAP for afi/safi: 1/2

went from OpenSent to OpenConfirm

went from OpenConfirmto Established

192.192.25.0/24

© 2002, Cisco Systems, Inc. All rights reserved. 25



MBGP—NLRI Information

i i Cisco.com
Unicast BGP Table

Net wor k Next - Hop Pat h
*>j 160. 10. 1. 0/ 24 192.20.2.2 [
*>| 160. 10. 3. 0/ 24 192. 20. 2. 2 [

p—e- | *>j 192.192. 2.0/ 24 192.168.200.2 300 200 i

BGP Update from Peer

MP_REACH NLRI: 192.192.2/24
AFIl: 1, Sub-AFI: 1 (unicast) |

AS_PATH: 300 200 — Multicast BGP Table
MED:

Next-Hop: 192.168.200.2

Net wor k Next - Hop Pat h
*>j 160. 10. 1. 0/ 24 192.20.2.2 [
*>i 160. 10. 3. 0/ 24 192.20.2.2 [

o Storage of arriving NLRI information depends on
AFI/SAFI fields in the Update message
e Unicast BGP Table only (AFI=1/SAFI=1 or old style NLRI)

RST-261 © 2002, Cisco Systems, Inc. All rights reserved. 26



MBGP—NLRI Information

e T TTTTTTTTTTT T T T eCeovmmmT Cisco.com
Unicast BGP Table
Net wor k Next - Hop Pat h

*>| 160. 10. 1. 0/ 24 192. 20. 2. 2 [
*>i 160. 10. 3. 0/ 24 192. 20. 2. 2 i

BGP Update from Peer

MP_REACH NLRI: 192.192.2/24

AFI: 1, Sub-AFI: 2 (multicast) | .
AS_PATH: 300 200 Multicast BGP Table

MED:
Next-Hop: 192.168.200.2

Net wor k Next - Hop Pat h

*>j 160. 10. 1. 0/ 24 192.20.2.2 [

*>i 160. 10. 3. 0/ 24 192.20.2.2 [
—-| *>j 192.192.2.0/24 192.168.200.2 300 200 i

o Storage of arriving NLRI information depends on
AFI/SAFI fields in the Update message
 Unicast BGP Table only (AFI=1/SAFI=1 or old style NLRI)
 Multicast BGP Table only (AFI=1/SAFI=2)

RST-261 © 2002, Cisco Systems, Inc. All rights reserved. 27



MBGP—NLRI Information
e TTT T T T TvATTTITT Cisco.com

BGP Update from Peer

Unicast BGP Table

MP_REACH NLRI: 192.192.2/24
AFI: 1, Sub-AFI: 3 (both)

AS_PATH: 300 200
MED:
Next-Hop: 192.168.200.2

Net wor k Next - Hop Pat h

*>j 160. 10. 1. 0/ 24 192.20.2.2 [

*>| 160. 10. 3. 0/ 24 192. 20. 2. 2 [

*>j 192.192. 2.0/ 24 192.168. 200.2 300 200 i

Multicast BGP Table

Net wor k Next - Hop Pat h

*>j 160. 10. 1. 0/ 24 192.20.2.2 [

*>i 160. 10. 3. 0/ 24 192.20.2.2 [
*>)192.192.2.0/24 192.168.200.2 300 200 i

o Storage of arriving NLRI information depends on
AFI/SAFI fields in the Update message
 Unicast BGP Table only (AFI=1/SAFI=1 or old style NLRI)
 Multicast BGP Table only (AFI=1/SAFI=2)
« Both BGP Tables (AFI=1/SAFI=3)

RST-261 © 2002, Cisco Systems, Inc. All rights reserved.
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MBGP—NLRI Information

T T T TTT T TTTTT T Cisco.com
Congruent Topologies

BGP Session for Unicast and AS 321
AS 123 Multicast NLRI

192.168.100.0/24

router bgp 321
gejee a2 nei ghbor 192.168.100.1 renote-as 123 nlri unicast nulticast

network 192.192.25.0 255.255.255.0 nlri unicast nulticast
no aut o- summary

192.192.25.0/24

Sender

RST-261 © 2002, Cisco Systems, Inc. All rights reserved. 29



MBGP—NLRI Information

T T T TTT T TTTTT T Cisco.com
Incongruent Topologies

Unicast Traffic 192.168.100.0/24

Multicast Traffic

192.168.200.0/24
192.192.25.0/24

router bgp 321 Sender

network 192.192.25.0 nlri unicast nulticast

nei ghbor 192. 168. 100.1 renpte-as 123 nlri uni cast
nei ghbor 192. 168. 200. 1 renote-as 123 nlri nul ti cast

RST-261 © 2002, Cisco Systems, Inc. All rights reserved. 30



MBGP Syntax Change
NLRI Syntax

il Cisco.com

router bgp 5
network 171.69.214.0 mask 255.255.255.0 nlri unicast multicast
nei ghbor 171.69.214.38 renote-as 2 nlri unicast
nei ghbor 171.69.214.50 renote-as 2 nlri nulticast

Address-Family Syntax

router bgp 5
no bgp default ipv4-unicast
nei ghbor 171.69. 214. 38 renote-as 2
nei ghbor 171.69.214.50 renote-as 2

address-fam |y i pv4 uni cast

nei ghbor 171.69. 214. 38 activate

network 171.69.214.0 mask 255. 255. 255.0
exit-address-famly

address-fam ly ipv4 nmulticast

nei ghbor 171.69. 214.50 activate

network 171.69.214.0 mask 255. 255. 255.0
exit-address-famly

RST-261 © 2002, Cisco Systems, Inc. All rights reserved. 31



MBGP Syntax Change

I T T T T T T T Cisco.com

NLRI syntax is in 12.0S
‘address —family’ syntax introduced in 12.0(7)T,12.1.

12.0ST maintains both syntax structures. 12.0ST provides an
easy option to move to new syntax:

RouterA(config)#router bgp 18
RouterA(config-router)#bgp upgrade-cli

12.0S retains NLRI syntax until 12.0(22)S where both NLRI and
address family config exists in Hybrid mode. Hybrid, allows
NLRI and address family syntax in same configuration.

RST-261 © 2002, Cisco Systems, Inc. All rights reserved.
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ST to S Merge

12.0.21S

3

12.0(22)S
merge

12.0S

12.0ST

1 =traditional nlri 120s
2 = bgp_reorg with AF
3 = post merge 120s

RST-261 © 2002, Cisco Systems . Inc. All rights reserved .

Cisco.com

33



Unicast-Multicast NLRI Translation

BGP stubs that don’'t have MBGP support
need to get their routes into the MBGP
backbone

Stub gets external routes via existing BGP
peering

Use translate-update command

nei ghbor <foo> translate-update [nlri unicast nulticast]

RST-261 © 2002, Cisco Systems . Inc. All rights reserved . 34



Unicast-Multicast NLRI Translation

S T T T T T T TT T T Cisco.com

BGP Only

Stub AS MBGP AS MBGP AS

LO0 192.170.1.1

192.192.25.0/24

router bgp 1

nei ghbor 192.168.1.1 renpte-as 4
nei ghbor 192.168.1.1 transl| at e- update AS 3

nei ghbor 192.180.1.1 renote-as 3 nlri unicast mnulticast |@| MBGP AS

nei ghbor 192.170.1.1 renpte-as 2 nlri wunicast nulticast
LOO0 192.180.1.1

RST-261 © 2002, Cisco Systems, Inc. All rights reserved. 35



Unicast-Multicast NLRI Translation

e TTTT T T T T I TATTIIevCenm Cisco.com
@AS 2
BGP Only MBGP AS u
10019217011 MBGP AS
00 192.168.1.1 Dos 168,100 0/2
AS 4 == — AS 1

q

nicast Update

NLRI: 192.192.25/24
AS_PATH: 4

MED:

Next-Hop:

192.192.25.0/24

AS 3 BGP AS

==

LOO0 192.170.1.1
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Unicast-Multicast NLRI Translation

e TTTT T T T T I TATTIIevCenm Cisco.com
BGP Only MBGP AS
Stub AS 10019217011 \MBGP AS

‘

-

LO0192.168.1.1

& 7,192.168.100.0/24_a=Fy
AS 4 AS

192.192.25.0/24

1

Multicast Updates

MP_REACH_NLRI: 192.192.25/24
AFIl: 1, Sub-AFI: 2 (multicast)

AS PATH: 1,4

MED:

Next-Hop:

LOO0 192.170.1.1

RST-261 © 2002, Cisco Systems, Inc. All rights reserved. 37



Unicast-Multicast NLRI Translation

e TTTT T T T T I TATTIIevCenm Cisco.com
BGP Only MBGP AS
Stub AS 10019217011 \MBGP AS

‘

LO0192.168.1.1

AS 4 @ 192.168.100.0/24 @

192.192.25.0/24

MBGP AS

Unicast Updates

NLRI: 192.192.25/24 LO0 192.170.1.1
AS_PATH: 1,4

MED:
Next-Hop:
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MBGP—Summary

Solves part of inter-domain problem
Can exchange multicast routing information
Uses standard BGP configuration knobs

Permits separate unicast and multicast
topologies if desired

Still must use PIM to:
Build distribution trees

Actually forward multicast traffic
PIM-SM recommended

RST-261 © 2002, Cisco Systems . Inc. All rights reserved . 39
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MSDP Concept

T T T Cisco.com

Simple but elegant
Utilize inter-domain source trees

Reduces problem to locating
active sources

RP or receiver last-hop can join
Inter-domain source tree

RST-261 © 2002, Cisco Systems . Inc. All rights reserved . 41



MSDP Concepts

I T T T T T T T Cisco.com

Works with PIM-SM only

RP’s knows about all sources in a domain
Sources cause a “PIM Register” to the RP
Can tell RP’s in other domains of its sources

via MSDP SA (Source Active) messages

RP’s know about receivers in a domain
Receivers cause a “(*, G) Join” to the RP
RP can join the source tree in the peer domain

via normal PIM (S, G) joins

RST-261 © 2002, Cisco Systems, Inc. All rights reserved.
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MSDP Overview

L Cisco.com
MSDP Example

MSDP Peers

Source Active SA
Messages -

Domain E

RP

Domain C

Join (*, 224.2.2.2)
Domain B PSA\

Domain D

SA Message
192.1.1.1, 224 2 2 %
SA Message
192.1.1.1, 224 2 2=
Domain A

Register
192.1.1.1, 224.2.2.2
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MSDP Overview

MSDP Example

MSDP Peers

RST-261 © 2002, Cisco Systems, Inc. All rights reserved.

Cisco.com
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MSDP Overview

MSDP Example

MSDP Peers

Multicast Traffic =

= sl

RST-261 © 2002, Cisco Systems, Inc. All rights reserved.

Cisco.com

45



MSDP Overview

MSDP Example

MSDP Peers

Multicast Traffic =

RST-261 © 2002, Cisco Systems, Inc. All rights reserved.
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MSDP Overview

MSDP Example

MSDP Peers

Multicast Traffic =

= sl

RST-261 © 2002, Cisco Systems, Inc. All rights reserved.
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MSDP Design Points

I T T T T T T T Cisco.com

MSDP peers talk via TCP connections

Source Active (SA) messages
Peer-RPF forwarded to prevent loops
RPF check on AS-PATH back to the peer RP
If successful, flood SA message to other peers

Stub sites can be configured to accept all SA messages
(similar to static default for routing)

Since they have only one exit (e.g., default peer)
SA messages stored in local cache
On by default
Reduces join latency

RST-261 © 2002, Cisco Systems, Inc. All rights reserve d.
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MSDP Peers

I T T T T T T T Cisco.com

MSDP establishes a neighbor relationship
between MSDP peers

Peers connect using TCP port 639
Peers send keepalives every 60 secs (fixed)

Peer connection reset after 75 seconds if no MSDP
packets or keepalives are received

MSDP peers almost always run BGP
May be an MBGP peer, a BGP peer or both

RST-261 © 2002, Cisco Systems, Inc. All rights reserved. 49



MSDP SA Messages

I T T T T T T T Cisco.com

MSDP Source Active (SA) Messages

Used to advertise active Sources in a domain

Can also carry 1st multicast packet from source
Hack for Bursty Sources (ala SDR)

SA Message Contents:
IP Address of Originator (RP address)
Number of (S, G)’s pairs being advertised
List of active (S, G)'s in the domain

Encapsulated Multicast packet

RST-261 © 2002, Cisco Systems, Inc. All rights reserved. 50



Recelving SA Messages

I T T T T T T T Cisco.com

SA Message RPF Check

Accept SA’s via single deterministic path
Ignore all other arriving SA’s
Necessary to prevent SA’s from looping

Problem
Need to know MSDP topology of Internet
But, MSDP does not distribute topology datal!

Solution
Use (m)BGP data to infer MSDP topology
Impact:
The MSDP topology should follow (m)BGP topology
An MSDP peer will generally also be an m(BGP) peer

RST-261 © 2002, Cisco Systems, Inc. All rights reserve d. 51



Recelving SA Messages

RPF Check Rules depend on peering
Rule 1: Sending MSDP peer = i(m)BGP peer
Rule 2: Sending MSDP peer = e(m)BGP peer
Rule 3: Sending MSDP peer = (m)BGP peer

Exceptions:

RPF check is skipped when:
Sending MSDP peer = Originating RP
Sending MSDP peer = Mesh-Group peer

Sending MSDP peer = only MSDP peer
(i.e. the ‘default-peer’ or the only ‘msdp-peer’ configured.)

RST-261 © 2002, Cisco Systems, Inc. All rights reserved. 52



RPF Check Rule 1

S T T T T T T TT T T Cisco.com

 When MSDP peer = 1i(m)BGP peer
Find “Best Path” to RP in BGP Tables
Search MRIB first then URIB
If no path to Originating RP found, RPF Fails

Note “BGP peer” that advertised path
(i.e. IP Address of BGP peer that sent us this path)

Warning:
This is not the same as the Next-hop of the path!!!
I((m)BGP peers normally do not set Next-hop = Self.
This is also not necessarily the same as the Router-ID!
Rule 1 Test Condition:
MSDP Peer address = BGP peer address?
If Yes, RPF Succeeds

RST-261 © 2002, Cisco Systems, Inc. All rights reserved. 53



Rulel: MSDP peer = 1(m)BGP peer

T T Cisco.com
- =~
7
RP sz ASS AS7 "\RP
172.16.6.1

172.16.5.1

/

ource

i(m)BGP peer address =172.16.3.1
(advertising best-path to RP)

- N
@FZ-lGA-l 172.16.3.1 MSDP Peer address = 172.16.3.1

|
\ /
\ /
\
~ RP //

~
~ - ..@‘- - SA RPF Check Succeeds

show i p nmbgp 172.16.6.1

MSDP Peer address =i(m)BGP Peer address

BGP Peer —— BGP routing table entry for 172.16.6.0/ 24, version 8745118
MSDP Peer o= e a= satshs:( (1 gvaidl ?&bl e, dg)est #1)

, (receive use
SA Message Dmmmm)>

172.16.5.1 (nmetric 68096) from|172.16.3.1]|(172.16.3.1)
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Rulel: MSDP peer = 1(m)BGP peer

T Cisco.com
- =~
7
RP sz ASS AS7 "\RP
172.16.6.1

172.16.5.1

/

ource

i(m)BGP Peer address =172.16.3.1
(advertising best-path to RP)

MSDP Peer address =172.16.4.1

MSDP Peer address !=i(m)BGP Peer address

SA RPF Check Fails

show i p nmbgp 172.16.6.1

BGP Peer —— BGP routing table entry for 172.16.6.0/ 24, version 8745118
MSDP Peer o= e a= sa;hs:( (1 gvaidl ?&bl e, dg)est #1)

, (receive use
SA Message Dmmmm)>

172.16.5.1 (nmetric 68096) from|172.16.3.1]|(172.16.3.1)
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Rulel: MSDP peer = 1(m)BGP peer

—_'“III|||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||!!: Cisco.com
- = -~

Common Mistake #1:

Failure to use same addresses for
MSDP peers as i(m)BGP peers!

7
RP s ASH AS7 "\RP
/ 172.16.6.1 172.16.5.1
Source

i(m)BGP Peer address =172.16.3.1
(advertising best-path to RP)

MSDP Peer address =172.16.20.1

MSDP Peer address !=i(m)BGP Peer address

SA RPF Check Fails

show i p nmbgp 172.16.6.1
BGP Peer —— BGP routing table entry for 172.16.6.0/ 24, version 8745118
MSDP Peel e e o Paths: (1 avail able, best #1)

7 5, (received & used)
SA Message E====)> 172.16.5.1 (netric 68096) from[172.16.3.1](172.16.3.1)
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Rulel: MSDP peer = 1(m)BGP peer

—_'“III|||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||E
- = -~

7
s ASS

>

AS7 "\RP

Cisco.com

Common Mistake #2:

L =c"_ 1

i

\

Failure to follow i(m)BGP topology!

/ 172.166.1 172.165.1 \ Can happen when RR’s are used.
Source \
>~ - - — i(m)BGP Peer address =172.16.1.1
P ~ ~ / (advertising best-path to RP)
o N

@ 72.16.4.1 172.16.3.1 @ MSDP Peer address = 172.16.3.1

E

' =< :

\ (TR SICELEERNY

\

N\

N
~

-

%l MSDP Peer address !=i(m)BGP Peer address
7
—_

SA RPF Check Fails

RP

BGP Peer AS100

MSDP Peer

SA Message Dmmmm)>

show i p nmbgp 172.16.6.1
BGP routing table entry for 172.16.6. 0/ 24,
Pat hs: (1 avail able, best #1)
7 5, (received & used)
172.16.5.1 (nmetric 68096) from|172.16.1.1]|(172.16.1.1)

ver si on 8745118

RST-261

© 2002, Cisco Systems, Inc. All rights reserved.
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RPF Check Rule 2

When MSDP peer = e(m)BGP peer
Find (m)BGP “Best Path” to RP
Search MRIB first then URIB

If no path to Originating RP found,
RPF Fails

Rule 2 Test Condition:

First AS in path to the RP = AS of e(m)BGP
peer?

If Yes, RPF Succeeds
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Rule2: MSDP peer = e(m)BGP peer

— IHJI|||IIIIIIIIIII|||||IIIIIIIIIII|||||IIIIIIIIIII|||||IIIIIIIIIIIﬂﬂ! Cisco.com
P - ‘ -
RP o A@ AS7

L =c"_ 1

/ 172.16.6.1

Source

First-AS in best-pathto RP =3
AS of MSDP Peer =3

AS1
”~
”

®ﬁ72.16.4.1

First-AS in best-path to RP = AS of e(m)BGP Peer

SA RPF Check Succeeds

/ Router A's BGP Tabl e
Net wor k Next Hop Pat h
*> 172.16. 3.0/ 24 172.16.3.1 i

172.16. 3. 0/ 24 172.16.4.1 T 3 i
RP *> 172.16. 4.0/ 24 172.16. 4.1 1
172.16. 4. 0/ 24 172.16.3.1 3 1 i
BGP Peel  eo— AS100 *> 172.16.5.0/ 24 172.16.4. 1 37 i
172.16. 5. 0/ 24 172.16.3.1 1 3 7 i
MSDP Peer == == = *> 172.16.6.0/24  172.16.4.1 [3]7 5 i
SA Message DEmmm=)> 172. 16. 6. 0/ 24 172.16.3.1 1 3 7 5 |
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Rule2: MSDP peer = e(m)BGP peer

_ (R AR R RRRR A RRRRAN ARt Cisco.com
- = “ -~

7
RP o A@ AS7

L =c"_ 1

/ 172.16.6.1

Source

First-AS in best-pathto RP =3
AS of e(m)BGP Peer =1

AS1
”~
”

&ﬁ?Z.lGA.l

First-AS in best-path to RP !'= AS of e(m)BGP Peer
SA RPF Check Fails!

/ Router A's BGP Tabl e
Net wor k Next Hop Pat h
*> 172.16.3.0/24  172.16.3.1 3 i
172.16.3.0/24  172.16.4.1 1 3 |
T PEERITS, ik 9
. 4. . . 0. |
BGP Peol  emm— AS100 *> 172.16.5.0/24  172.16.3.1 3 7 i
172.16.5.0/24  172.16.4.1 1.3 7 i
MSDP Peer == == = *> 172.16.6.0/24  172.16.3.1 [3]7 5 i
SA Message DEmmm=)> 172. 16. 6. 0/ 24 172.16.4.1 1 3 7 5 |

2}
o
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Rule2: MSDP peer = e(m)BGP peer

T T T Cisco.com

A closer look at the effects
on Intradomain

AS100
1.1.1.1

Source

2.2.2.2 becomes announcer of next hop for E.
2.2.2.2 must be MSDP *and* MBGP peer address

for B and C. Providers may want more flexibility by BGP Peer e

. . . MSDP Peer o= am e
eMSDP peering further into their network.
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RPF Check Rule 3

I T T T T T T T Cisco.com

When MSDP peer = (m)BGP peer
Find (m)BGP “Best Path” to RP
Search MRIB first then URIB
If no path to Originating RP found, RPF Fails
Find (m)BGP “Best Path” to MSDP peer
Search MRIB first then URIB
If no path to sending MSDP Peer found, RPF Fails
Note AS of sending MSDP Peer
Origin AS (last AS) in AS-PATH to MSDP Peer
Rule 3 Test Condition:
First AS in path to RP = Sending MSDP Peer AS ?
If Yes, RPF Succeeds
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Rule3: MSDP peer = BGP peer

_ (R AR R RRRR A RRRRAN ARt Cisco.com
- = “ -~

7
RP o A@ AS7

L =c"_ 1

/ 172.16.6.1

Source

First-AS in best-pathto RP =3
AS of MSDP Peer =3

AS1
”~
”

®ﬁ72.16.4.1

First-AS in best-path to RP = AS of MSDP Peer

SA RPF Check Succeeds

Router A's BGP Tabl e
/ Net wor k Next Hop Pat h
g, *> 172.16. 3. 0/ 24 172.16.3.1  [3];
172. 16. 3. 0/ 24 172.16.4.1 T 3 i
*> 172.16. 4. 0/ 24 172.16. 4.1 1
172. 16. 4. 0/ 24 172.16.3.1 3 1 i
BGP Peer *> 172.16. 5. 0/ 24 172.16. 4. 1 37
172. 16. 5. 0/ 24 172.16.3.1 1.3 7 i
MSDP Peer == == = *> 172.16.6.0/24  172.16.4.1 [3]7 5 i
SA Message Cmmmm)> 172. 16. 6. 0/ 24 172.16.3.1 13 7 5 i
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Rule3: MSDP peer = BGP peer

_ (R AR R RRRR A RRRRAN ARt Cisco.com
- = “ -~

7
RP o A@ AS7

L =c"_ 1

/ 172.16.6.1

Source

First-AS in best-pathto RP =3
AS of MSDP Peer =1

AS1
”~
”

&ﬁ?Z.lGA.l

First-AS in best-path to RP I= AS of MSDP Peer
SA RPF Check Fails

Router A s BGP Tabl e
\ / Net wor k Next Hop Pat h
/ *> 172.16.3.0/24  172.16.3.1 3 i
172.16.3.0/24  172.16.4.1 1 3 i
*> 172.16.4.0/24  172.16.4.1  [1]i
172.16.4.0/24  172.16.3.1 3 1 i
BGP Peer *> 172.16.5.0/24  172.16.4.1 3 7 |
172.16.5.0/24  172.16.3.1 1.3 7 i
MSDP Peer == == = *> 172.16.6.0/24  172.16.4.1 [3]7 5 i
SA Message > 172. 16. 6. 0/ 24 172.16.3.1 13 7 5 |
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Rule3: MSDP peer = BGP peer

—'HIII|||||IIIIIIIIIII|||||IIIIIIIIIII|||||IIIIIIIIIII|||||II{IIIIIIII|||||EE Cisco.com

AS1
”~
7

@%72.16.4.1

RP Y

More flexibility with
MSDP peer placement

First-AS in best-path to RP =3

BGP Pee AS of MSDP Peer =3
MSDP Peer o= e e First-AS in best-path to RP = AS of MSDP Peer

SA Message mEmmm=)> SA RPF Check Succeeds
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MSDP Configuration

S T T T T T T TT T T Cisco.com

Configure peers

I p medp peer <ip-address> [connect-source <i/f>]

Configure default peer

I p nedp default-peer <ip-address> [prefix-list acl]

Mesh groups

I p medp nesh-group <nanme> <i p-address>

RST-261 © 2002, Cisco Systems . Inc. All rights reserved . 66



MSDP Configuration

T T T Cisco.com

Filtering

Can filter SA in/out, groups, with acls or route-maps

For configuration commands see:

ftp:/fftpeng.cisco.com/ipmulticast/msdp-commands

For MSDP BCP (Best Current Practice) Draft:
draft-ietf-mboned-msdp-deploy-00.txt
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Agenda

T T T Cisco.com

PIM-SM review (forwarding)
MBGP (routing)
MSDP (source discovery)

MBGP/MSDP Examples

RRRRRRR

SSM (Source Specific Multicast)
MVPN (Multicast VPN)
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MSDP Application—Anycast R

T TTTTTTT T T T TTTTTTTTTTTeTTTTeTITTeTTeeTTI T Cisco.com

draft-ietf-mboned-anycast-rp-05.txt

Within a domain, deploy more than one
RP for the same group range

Give each RP the same IP address
assignment

Sources and receivers use closest RP

May be used intra-domain (enterprise) to
provide redundancy and RP load sharing
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MSDP Application—Anycast RP

I T T T T T T T Cisco.com

Sources from one RP are made known to
other RPs using MSDP

When an RP goes down, sources and
receivers are taken to new RP via unicast
routing

Fast convergence
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Anycast RP—OQOverview

RST-261 © 2002, Cisco Systems, Inc. All rights reserved.

Cisco.com
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Anycast RP—OQOverview

RST-261 © 2002, Cisco Systems, Inc. All rights reserved.

Cisco.com
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Anycast RP Configuration

Cisco.com
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ISP Requirements at the MIX

S T AT
Current solution: MBGP + PIM-SM + MSDP

Environment
ISPs run iIMBGP and PIM-SM (internally)
ISPs multicast peer at a public interconnect
Deployment

Border routers run eMBGP
The interfaces on interconnect run PIM-SM

RPs’ MSDP peering is fully meshed
All peers set acommon distance for eMBGP

RST-261 © 2002, Cisco Systems, Inc. All rights reserved.
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ISP Requirements at the MIX

T T T TTT T TTTTT T Cisco.com
Peering Solution: MBGP + PIM-SM +MSDP

Public

Interconnect ISP B

ISP A

ISP C
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Recommended I\/ISDP SA F|Iter

“ ...... “ ------ || """ II """ || |||.|

Cisco.com

ftp://ftp-eng.cisco.com/ipmuIticast/msdp-sa-fiIter.txt

access-| i st
access-|1i st
access-| i st
access-| i st
access-| i st
access-| i st
access-| i st
I-- auto-rp
access-| i st
access-|1i st

access-1|i st

access-| i st
access-| i st
access-|1i st
access-| i st
access-| i st
I-- Default
access-| i st
access-| i st

I domai n-1 ocal

111 deny
111 deny
111 deny
111 deny
111 deny
111 deny
111 deny
gr oups

111 deny
111 deny

I -- scoped groups

111 deny

111 deny
111 deny
111 deny
111 deny
111 perm t
SSM- r ange.
111 deny
111 perm t

ip
ip
ip
ip
ip
ip
i p

Ip
Ip

ip

Ip
i p

appl i cati ons

any
any
any
any
any
any
any

any
any

any

127.
172.
192.

any
not
any
any

host
host
host
host
host
host
host

host
host

239.0.0.0 0. 255. 255. 255
I-- | oopback, private addresses (RFC 1918)
10. 0. 0. 0 0. 255. 255. 255 any
0. 0.0 0. 255. 255. 255 any
16. 0. 0 0. 15. 255. 255 any
168. 0.0 0. 0. 255. 255 any

any

do MSDP in this range
232.0.0.0 0. 255. 255. 255

any

224.
224.
224.
224.
224.
224.
224.

224,
224.

==

cocoooco0o0
PRRERPEN

1.39
1.

40

Rwhod

M crosoft-ds
SVRLOC

SA - Dogf i ght
SVRLCOC- DA

hp- devi ce-di sc




Single-Homed, ISP RP, Non-MBGP

T TTTTTTTT T T T T Cisco.com
PIM Border Constraints

Tail-site Customer Transit AS109

@posO/O 1.1.1.1 pos0/0 1.1.1.2@ P
/ i

//,
@ i nt pos0/0

| p pi m spar se- dense- node

192.168.100.0/2

I p pi msend-rp-announce LoopbackO scope 255
I p pi msend-rp-di scovery LoopbackO scope 255

I nt pos0/0
i p pi msparse-dense- node
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Single-Homed, ISP RP, Non-MBGP

L Cisco.com
Checking PIM Border (RP Mapping)

Tail-site Customer Transit AS109

@posO/O 1.1.1.1
/
‘ tail -gw#show i p pimrp mappi ng

PI M G oup-to- RP Mappi ngs

pos0/0 1.1.1.2@

192 16¢ G oup(s) 224.0.0.0/4
' RP 3.3.3.7 (loopback.transit.net), v2vi
Info source: 1.1.1.2 (tail.transit.net), via Auto-RP

Uptinme: 21:57:41, expires: 00:02: 08

RST-261 © 2002, Cisco Systems, Inc. All rights reserve d. 78



Single-Homed, ISP RP, Non-MBGP

e
Checking PIM Border (RP Mapping)

Cisco.com

Tail-site Customer Transit AS109

P

@pOSO/O 1.1.1.1 pos0/0 1.1.1.2@

/

==

Transit-tail #show i p pi mrp mappi ng
192.168.10C Pl M G oup-t 0- RP Mappi ngs

This systemis an RP (Auto- RP)

This systemis an RP- mappi ng agent

G oup(s) 224.0.0.0/4
RP 3.3.3.7 (|l oopback.transit.net), v2vl
Info source: 3.3.3.7 (loopback.transit.net), via Auto-RP
Uptime: 22:08:47, expires: 00:02:14

RST-261
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Single-Homed, ISP RP, Non-MBGP

e Cisco.com
Border RPF Check

Tail-site Customer Transit AS109

0s0/01.1.1.1 0s0/01.1.1.2
.@F__ﬁp C €7
/ N\

i
ip route 0.0.0.0 0.0.0.0 1.1.1.2

192.168.100.0/2

I p route 192.168.100.0 255.255.255.0 1.1.1.1

router bgp 109

network 192.168.100.0 nlri unicast nulticast
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Single-Homed, ISP RP, Non-MBGP

N T T Cisco.com
MSDP RPF Check

Tail-site Customer Transit AS109

pos0/01.1.1.2

@posO/O 1.1.1.1 @
/ N ;

/
LT
U - no RP/ no MBDP

192.168.100.0/2

- no downstream RP
- no downstream NMSDP peering
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Single-Homed, Customer RP, Non-MBGP

T TTTTTTTT T T T T Cisco.com
PIM Border Constraints

Tail-site Customer Transit AS109

RP@pOSO/O 1.1.1.1 p0s0/01.1.1.2

/

N
int pos0/0

| p pi m spar se- node
I p pi m bsr-border
I p multicast boundary 1

-~

192.16¢

_ ip medp sa-filter out 1.1.1.2 111
R ip msdp sa-filter in 1.1.1.2 111

Note: Access-list 111 = Recommended SA Filter
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Single-Homed, Customer RP, Non-MBGP

T TTTTTTTT T T T T Cisco.com
PIM Border Constraints

Tail-site Customer Transit AS109

RP pos0/01.1.1.2

@posO/O 1.1.1.1 @

==

P

i nt pos0/0
| p pi m spar se- node
| p pi m bsr-border
I p multicast boundary 1

192.168.100.0/2

ip nmedp sa-filter out 1.1.1.1 111
Ip medp sa-filter in 1.1.1.1 111

Note: Access-list 111 = Recommended SA Filter
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Single-Homed, Customer RP, Non-MBGP

e Cisco.com
Border RPF Check

Tail-site Customer Transit AS109

RP pos0/01.1.1.2

@posO/O 1.1.1.1 @
/ N ;

i
ip route 0.0.0.0 0.0.0.0 1.1.1.2

192.168.100.0/2

I p route 192.168.100.0 255.255.255.0 1.1.1.1

router bgp 109

network 192.168.100.0 nlri unicast nulticast
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Single-Homed, Customer RP, Non-MBGP

T Cisco.com
MSDP RPF Check

Tail-site Customer Transit AS109
RP

@posO/O 1.1.1.1 pos0/0 1.1.1.2@

y

ip nedp peer 1.1.1.1 connect - sour ce pos0/ 0

192.168.100.0IZZ \/\

ip nmedp peer 1.1.1.2 connect-source pos0/0 |
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Single-Homed, Customer RP, MBGP

T TTTTTTTT T T T T Cisco.com
PIM Border Constraints

Tail-site Customer Transit AS109

Rp@pos()/o 1.1.1.1 p0s0/01.1.1.2

/

N
int pos0/0

i p pi m spar se- node
i p pi m bsr-border
192 16¢ | P multicast boundary 1

-~

_ ip medp sa-filter out 1.1.1.2 111
R ip msdp sa-filter in 1.1.1.2 111

Note: Access-list 111 = Recommended SA Filter
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Single-Homed, Customer RP, MBGP

T TTTTTTTT T T T T Cisco.com
PIM Border Constraints

Tail-site Customer Transit AS109

RI:)@posO/O 1.1.1.1 pos0/0 1-1-1-2@

==

P

i nt pos0/0
| p pi m spar se- node
| p pi m bsr-border
I p multicast boundary 1

192.168.100.0/2

ip nmedp sa-filter out 1.1.1.1 111
Ip medp sa-filter in 1.1.1.1 111

Note: Access-list 111 = Recommended SA Filter
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Single-Homed, Customer RP, MBGP

e Cisco.com
Border RPF Check

Tail-site Customer Transit AS109

Rp@posOIO 1.1.1.1 pos0/0 1.1.1.2@

/
.@‘ router bgp 100

network 192.168.100.0 nlri unicast nulticast
nei ghbor 1.1.1.2 renote-as 109 nlri unicast nulticast

nei ghbor 1.1.1.2 update-source pos0/0
router bgp 109

192.168.100.0/2
nei ghbor 1.1.1.1 renote-as 100 nlri unicast nulticast
nei ghbor 1.1.1.1 update-source pos 0/0
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Single-Homed, Customer RP, MBGP

T Cisco.com
MSDP RPF Check

Tail-site Customer Transit AS109
RP

@posO/O 1.1.1.1 pos0/0 1.1.1.2@

y

ip nedp peer 1.1.1.1 connect - sour ce pos0/ 0

192.168.100.0IZZ \/\

ip nmedp peer 1.1.1.2 connect-source pos0/0 |
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Dual-Homed, Customer RP, MBGP
Incongruent Multicast—Unicast

e TTT T T T TvATTTITT Cisco.com
PIM Border Constraints Transit AS109

Customer AS100 pos0/0 1.1.1.2
rp _ P0s0/01.1.1.1

Multicast
Transit

0s1/01.1.2.1

Transit AS110

int pos0/0 0s0/0 1.1.2.2
i p pi msparse- node p\ /\

i p pi mbsr-border

I p multicast boundary 1 ‘E

i nt posl/0

192.1¢

Unicast
Transit

ip nedp sa-filter out 1.1.1.2 111
ip medp sa-filter in 1.1.1.2 111
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Dual-Homed, Customer RP, MBGP
Incongruent Multicast—Unicast

e TTT T T T TvATTTITT Cisco.com
PIM Border Constraints Transit AS109

Customer AS100 pos0/0 1.1.1.2
rp _ P0s0/01.1.1.1

Multicast
Transit

0s1/01.1.2.1

\ Transit AS110
~_ pos0/0

o 1/1%
==

192.168.10( i ht pos0/0
i p pi m spar se- node

I p pi mbsr-border
Ip multicast boundary 1

Unicast
Transit

ip medp sa-filter out 1.1.1.1 111
ip nmedp sa-filter in 1.1.1.1 111
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Dual-Homed, Customer RP, MBGP
Incongruent Multicast—Unicast

e TTTT T T T TTTIvCTeenT Cisco.com
PIM Border Constraints Transit AS109

Customer AS100 pos0/0 1.1.1.2
rp _ P0s0/01.1.1.1

Multicast
Transit

0s1/01.1.2.1

Transit AS110

pos0/01.1.2.2

Unicast
Transit

Hey, this site knows no nulti cast
so there is no PIMto constrain
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Dual-Homed, Customer RP, MBGP
Incongruent Multicast—Unicast

e TTT T T T TvATTTITT Cisco.com
Border RPF Check Transit AS109

Customer AS100 pos0/0 1.1.1.2
rp _ P0s0/01.1.1.1

Multicast
Transit

0s1/01.1.2.1

==

Transit AS110

pos0/0 %
=2

router bgp 100 | :
network 192.168.100.0 nlri unicast multicast L”"CaSt
nei ghbor 1.1.1.2 renote-as 109 nlri nmulticast Transit

nei ghbor 1.1.1.2 update-source pos 0/0
nei ghbor 1.1.2.2 renote-as 110 nrli uni cast
nei ghbor 1.1.2.2 update-source pos 1/0

RST-261 © 2002, Cisco Systems, Inc. All rights reserved. 93
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Dual-Homed, Customer RP, MBGP
Incongruent Multicast—Unicast

e TTT T T T TvATTTITT Cisco.com
Border RPF Check Transit AS109

Customer AS100 pos0/0 1.1.1.2
rp _ P0s0/01.1.1.1

Multicast
Transit

0s1/01.1.2.1

Transit AS110

pos0/01.1.2.2

—
router bgp 109 Unicast

nei ghbor 1.1.1.1 renote-as 100 nlri rmul ticast Transit

nei ghbor 1.1.1.1 update-source pos 0/0 \\\\—/«\\\\\_d////
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Dual-Homed, Customer RP, MBGP
Incongruent Multicast—Unicast

e TTTT T T T TTTIvCTeenT Cisco.com
Border RPF Check Transit AS109

Customer AS100 pos0/0 1.1.1.2
rp _ P0s0/01.1.1.1

Multicast
Transit

0s1/01.1.2.1

Transit AS110

pos0/01.1.2.2

Unicast
Transit

router bgp 110
nei ghbor 1.1.1.1 renote-as 100 |
nei ghbor 1.1.1.1 update-source pos0/0 \\—/«\\\\\__////
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Dual-Homed, Customer RP, MBGP
Incongruent Multicast—Unicast

i i Cisco.com
MSDP RPF Check Transit AS109

Customer AS100 pos0/0 1.1.1.2
rp _ P0s0/01.1.1.1

Multicast
Transit

0s1/01.1.2.1

==

Ip nedp peer 1.1.1.2 connéfct-s,giqirce pos0/ 0 Transit AS110
4{ wlo 1.1.2.2
192.168.100.0/2
‘E
ip nsdp peer 1.1.1.1 connect-source pos0/0 ( Unica.st
Transit

Again, no multicast clue..
Then no MSDP peeri ng. —
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Dual-Homed, Customer RP, MBGP

Congruent Multicast—Unicast

PIM Border Constraints Transit AS109

Customer AS100 pos0/0 1.1.1.2
pos0/01.1.1.1

Unicast & Multicast
Transit

0s1/01.1.2.1

i nt pos0/0

i p pi m spar se- node Transit AS110
i p pi mbsr-border pos0/0 1.1.2.2
0 168 ip nul ticast boundary 1 ‘\ //\
192.168. .
i nt posl/0 @
I p pi msparse- node u

I p pi mbsr-border
Ip multicast boundary 1

ip medp sa-filter out 1.1.1.2 111
ip medp sa-filter in 1.1.1.2 111
I p medp sa-filter out 1.1.2.2 111
ip medp sa-filter in 1.1.2.2 111

RP Unicast & Multicast
Transit
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Dual-Homed, Customer RP, MBGP
Congruent Multicast—Unicast

e TTT T T T TvATTTITT Cisco.com
PIM Border Constraints Transit AS109

Customer AS100 pos0/0 1.1.1.2
pos0/01.1.1.1

Unicast & Multicast
Transit

0s1/01.1.2.1

Transit AS110

192.168.100 N/~ *
i nt pos0/ 0

| p pi m spar se- node : :
e bsr - bor der RP Unlcas_;ricnl\s/litsltlcast

I p nulticast boundary 1

ip nedp sa-filter out 1.1.1.1 111
ip medp sa-filter in 1.1.1.1 111
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Dual-Homed, Customer RP, MBGP
Congruent Multicast—Unicast

e TTT T T T TvATTTITT Cisco.com
PIM Border Constraints Transit AS109

Customer AS100 pos0/0 1.1.1.2
pos0/01.1.1.1

Unicast & Multicast
Transit

0s1/01.1.2.1

Transit AS110

pos0/01.1.2.2

RP Unicast & Multicast
Transit

I nt pos0/0
| p pi m spar se- node
I p pi m bsr-border
I p mul ticast boundary 1

ip medp sa-filter out 1.1.2.1 111
ip nmedp sa-filter in 1.1.2.1 111
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Dual-Homed, Customer RP, MBGP

Congruent Multicast—Unicast

Border RPF Check Transit AS109

Customer AS100 pos0/0 1.1.1.2
- pos0/01.1.1.1

Unicast & Multicast
Transit

0s1/01.1.2.1

Transit AS110

pos0/01.1.2.2

Receivi rout er bgp 100 Jnicast & Multicast
network 192.168.100.0 nlri unicast nulticast Transit
nei ghbor 1.1.1.2 renote-as 109 nlri unicast nulticast
nei ghbor 1.1. 1.2 update-source pos0/0

nei ghbor 1.1.2.2 renote-as 110 nlri unicast nulticast ’A\\\\\__////

nei ghbor 1.1.2.2 update-source posl/0

|
192.168.100 "~
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Dual-Homed, Customer RP, MBGP
Congruent Multicast—Unicast

e TTT T T T TvATTTITT Cisco.com
Border RPF Check Transit AS109

Customer AS100 pos0/0 1.1.1.2
pos0/01.1.1.1

Unicast & Multicast
Transit

0s1/01.1.2.1

Transit AS110

pos0/0 %
=
-—

‘mD  Unicast & Multicast
router bgp 109 Transit

nei ghbor 1.1.1.1 renote-as 100 nlri unicast nulticast

nei ghbor 1.1.1.1 update-source pos 0/0
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Dual-Homed, Customer RP, MBGP
Congruent Multicast—Unicast

e TTT T T T TvATTTITT Cisco.com
Border RPF Check Transit AS109

Customer AS100 pos0/0 1.1.1.2
pos0/01.1.1.1

Unicast & Multicast
Transit

0s1/01.1.2.1

Transit AS110

pos0/01.1.2.2

RP Unicast & Multicast
Transit

router bgp 110
nei ghbor 1.1.2.1 renote-as 100 nlri unicast nulticast
nei ghbor 1.1.2.1 update-source pos0/0
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Dual-Homed, Customer RP, MBGP
Congruent Multicast—Unicast

i i Cisco.com
MSDP RPF Check Transit AS109

Customer AS100 pos0/0 1.1.1.2
rp _ P0s0/01.1.1.1

/

.Ilfﬁp nsdp peer 1.1.1.2 connect-source pos0/0
ip nedp peer 1.1.2.2 connect-source posl/0 Transit AS110

Z( wlo 1.1.2.2
192.168.100.0/2
=<
S

RP Unicast & Multicast
Transit

Unicast & Multicast
Transit

0s1/01.1.2.1

Receiver I p nsedp peer 1.1.1.1 connect-source pos0/0

i p medp peer 1.1.2.1 connect-source pos0/0
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MSDP Mesh-Group Example

T TTT T T Cisco.com
ip medp peer R2
ip nmedp peer R3 SA not forwarded to other
ip nmedp nmesh-group My-G oup R2 members of the mesh-group
ip medp mesh-group My-Group R3 R1

.@'
% \K/?i RP
US\@ N

RP

==

RA . RS

SA
SA
R3

ip nmedp peer R1
ip nmedp peer R3
ip medp peer R4
ip medp nmesh-group My-Group R1
ip medp mesh-group My-Group R3

nmsdp peer R1
nsdp peer R2
nsdp peer R5
msdp nesh-group My-Goup R1
nsdp nesh-group My-G oup R2

T T T TTOT

MSDP mesh-group peering
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Intradomain MSDP peering scenarios

—“IIIII|||IIIWIIIIIH|||||||||||||||||||EE Cisco.com
U%— J

( Mesh 2 )

To Rrevent loops, 2" Tier
mesh\g\mups must not
peer dire\c’tIX with each
other. \

Heirarchical mesh groups
can help reduce MSDP peerings \ /

-

==

* Mesh

-
\
\
N

MSDP Peef o= o= o=
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GLOP—Static Allocation of 233/8

Temporary allocation of 233/8
rfc2770

Statically assigned by mapping AS
number into middle octets

http://gigapop.uoregon.edu/glop/index.html

Provides each AS with /24 addresses to
use while waiting another solution
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GLOP—Static Allocation of 233/8

CompanyA owns AS 5662. How do we use GLOP
to come up with a multicast address range?

5662 written in binary is: 0001011000011110

Map the high order octet to the second octet of
the address, and the low order octet to the third
octet:

00010110|00011110
00010100=22 00011110=30

AS 5662 gets 233.22.30.0/24 for multicast use
over the internet

RST-261 © 2002, Cisco Systems, Inc. All rights reserved. 107



GLOP—Static Allocation of 233/8

T TTTTTTT T T T TTTTTTTTTTTeTTTTeTITTeTTeeTTI T Cisco.com

Another way to calculate the GLOP address is
take the hexadecimal value of 5662, which is
161E. 16 hex equals 22 decimal and 1E hex
equals 30 decimal. Again, we get 233.22.30.0/24.

The lazy (smart?) way to calculate your GLOP
address space is by entering it here and it will
calculate if for you:

http://www.ogig.net/glop/
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Agenda

PIM-SM review (forwarding)
MBGP (routing)

MSDP (source discovery)
MBGP/MSDP Examples

Cisco.com

SSM (Source Specific Multicast)

RRRRRRR

MVPN (Multicast VPN)

© 2002, Cisco Systems, Inc. All rights reserved.
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Source Specific Multicast (SSM)

I T T T T T T T Cisco.com

Uses Source Trees only.

Assumes One-to-Many model.
Most Internet multicast fits this model.
IP/TV also fits this model.

Hosts responsible for source discovery.
Typically via some out-of-band mechanism.

Web page, Content Server, etc.

Eliminates need for RP and Shared Trees.
Eliminates need for MSDP.
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SSM Overview

Hosts join a specific source within a group.
Content identified by specific (S,G) instead of (*,G).
Hosts responsible for learning (S,G) information.

Last-hop router sends (S,G) join toward source
Shared Tree is never Joined or used.

Eliminates possibility of content Jammers.
Only specified (S,G) flow is delivered to host.

Simplifies address allocation.

Dissimilar content sources can use same group without
fear of interfering with each other.
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PIM Source Specific Mode

:

I Source

Cisco.com

Receiver learns of source, group/port
Receiver sends IGMPv3 (S,G) Join
First-hop sends PIM (S,G) Join directly

IGMPvV3 (S, G) Join

A B
(S, G) Join

==

==

toward Source

= =
Out-of-band

D
source directory,
example: web server

C

==

F

>

E

J

Receiver

¢
|

RST-261

© 2002, Cisco Syste
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PIM Source Specific Mode

AR R AR RRRRRRR Cisco.com

Source
I Result: Shortest path tree rooted

at the source, with no shared tree.

%@@@ I

Out-of-band
source directory,
example: web server

I Receiver
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SSM Configuration

I T T T T T T T Cisco.com

Global command
Ip pimssm{default | <acl>}

Defines SSM address range
Default range = 232.0.0.0/8
Use ACL for other ranges
Prevents Shared Tree Creation
(*, G) Joins never sent or processed
PIM Registers never sent or processed
Available in I0OS versions
12.1(5)T, 12.2, 12.0(15)S, 12.1(8)E
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SSM Configuration of Legacy Routers

Only Last-Hop routers must be upgraded.
Core may be upgraded later.

Must insure no Shared Trees in SSM range.
Use ‘i p pi maccept-regi ster’ at RP.
Prevents sources from registering in 232/8.
Use ‘i p pi maccept-rp’ on all routers.
Prevents (*,G) Joins from being processed for 232/8.
Use ‘i p nmsdp sa-redistribute’ at RP.
Stops SA message origination in 232/8.
Use‘ip nedp sa-filter’ on MSDP peers.

Prevents forwarding of SA messages in 232/8.
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SSM — Summary

Uses Source Trees only.
Hosts are responsible for source & group discovery.
Hosts must signal router which (S,G) to join.

Solves multicast address allocation problems.
Flows differentiated by both source and group.
Content providers can use same group ranges.

Since each (S,G) flow is unique.

Helps prevent certain DoS attacks
“Bogus” source traffic:
Can’t consume network bandwidth.
Not received by host application.
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Where Is SSM?

[ T R
Framework

draft-holbrook-idmr-igmpv3-ssm-02.txt
draft-ietf-ssm-arch-00.txt

BCP proposal
draft-ietf-mboned-ssm232-02.txt

draft-ietf-ssm-overview-02.txt
Supported In:
IOS 12.X
Windows XP, FreeBSD, Linux

ftp://ftpeng.cisco.com/ipmulticast/ssm/index.html#Stacks
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Agenda

T T T Cisco.com

PIM-SM review (forwarding)
MBGP (routing)

MSDP (source discovery)
MBGP/MSDP Examples

SSM (Source Specific Multicast)
MVPN (Multicast VPN)
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Agenda

T T T Cisco.com

Wwhy Multicast VPNs (MVPN’s)

Mu
Mu

ticast V

ticast V

PN Terminology

PN Overview

Configuring Multicast VPN’s

RST-261 © 2002, Cisco
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Why Multicast VPNs

T T T Cisco.com

Until now only unicast has been supported in MPLS/BGP
VPN

VPN customers need multicast connectivity
Applications that require multicast
Internet multicast connectivity

Service Providers want to offer additional services
e.g. Video streaming to its VPN customers
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Why Multicast VPNs

T T T Cisco.com

MPLS VPN customers want to run multicast within their
VPNs

Multicast deployment is expanding
MPLS VPNs do not support multicast today
Multicast options in MPLS VPNs today
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Multicast VPN — Challenges

S T T T T T T TT T T Cisco.com

« Workaround has been point-to-point GRE tunnels from CE
to CE

* Not scalable with many CE routers
Traffic overhead
Administration overhead
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Multicast VPN — Requirements
N T T T T TT T T I o Cisco.com

Service provider may have a preferred PIM
operating mode in the core.

VPN customer may have a preferred PIM
operating mode in his/her network.

PIM mode used in the core and VPN should be
Independent.

Implementation must support any PIM operating
mode Iin customer and provider networks.

PIM Bidirectional (PIM-BIDIR)

PIM Source Specific Multicast (PIM-SSM)
PIM Sparse-Mode (PIM-SM)
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Cisco’s Implementation

il Cisco.com

Based on Multicast Domains.
Provider builds independent multicast network in the core.

All arriving customer multicast traffic is encapsulated and
multicast across Provider Network.

A separate multicast group is used inside of Provider
Network for each customer VPN.

Provider’'s multicast address space is independent of all
customer address space.

Avoids VPN overlap of customers’ multicast addresses.
Scheduled for 12.2(12)T on 7200 and 7500.
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Multicast VPN — Terminology

I T T T T T T T Cisco.com

VPN: Virtual Private Network

Although different VPN models exist, the discussion here is
for MPLS based VPNs

VRF: VPN Routing and Forwarding
per-site forwarding tables
MVPN: Multicast VPN
A VPN that supports multicast natively
MVRF: Multicast VRF

A VRF that supports unicast and multicast tables
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Multicast VPN — Terminology

Multicast Domain (MD):

Set of MVRFs that can send multicast to each other.
MDT: Multicast Distribution Tree

A multicast tree, built in the core network that tunnels
customer multicast traffic between sites.

Default-MDT:

Tunnels PIM control traffic and multicast data between
sites.

Data-MDT:

MDT group created on demand for MVPN (S,G) pairs,
usually high bandwidth traffic.

RST-261 © 2002, Cisco Systems, Inc. All rights reserved. 126



Multicast VPN — Overview

S T T T T T T TT T T Cisco.com

Customer’s Point of View

e Multicast Domain inside of Provider

Blue Network connects each MVPN.

Blue Multicast Domain

Provider
Blue

Blue
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Multicast VPN — Overview

L Cisco.com
Provider’s Point of View

« Each Multicast Domain consists of a
Bl Default-MDT.

» Each Default-MDT uses a separate
Multicast Group inside of Provider’s
Network
Prowder
Blue
& Xﬁ* B
(*,239.1.1.2)
\_/ \
@/
Blue
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Multicast VPN — Overview

L Cisco.com
Provider’s Point of View

* Arriving customer multicast traffic is
encapsulated in multicast and flooded
over appropriate Default-MDT.

Source

Blue

Receiver
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Default MDT — A Closer Look

PII\/I Control Traffic Flow

S=192.1.1.1
G=239.255.1.1

C - PIM control packet
S=192.2.2.2

D=224.0.0.13

Payload: PIM Join/Prune
(Join 192.1.1.1, 239.255.1.1)

LOO0 10.3.3.3 .@'

L0010111

Provider
Net

\(*’23 1.1, 1)

Def aul t - MDT

LOO0 10.2.2.2

Cisco.com

Receiver &
$=192.1.1.1 2 PE 4
G=239.255.1.1
C - PIM control packet P - data packet
S=192.2.2.2 S=10.2.2.2
D=224.0.0.13 D=239.1.1.1
Payload: PIM Join/Prune (C-PIM control packet)
(Join 192.1.1.1, 239.255.1.1)
RST-261

© 2002, Cisco Systems, Inc. All rights reserved.
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Default MDT — A Closer Look

I\/IuIticast Data Traffic Flow

S=192.1.1.1
G=239.255.1.1

LO0 10.3.3.3 \
LOO 10.1.1.1 ‘ﬁ?

C - data packet
S=192.1.1.1
D=239.255.1.1

Payload: (multicast data)

Provider
Net

\(*’23 1.1, 1)

Def aul t - MDT

LOO0 10.2.2.2

Receiver
S=192.1.11
(G=239.255.1.1 §

C - data packet P- data packet
S=192.1.1.1 S=10.1.1.1

D=239.255.1.1 D=239.1.1.1

Payload: (multicast data) Payload: (C - data packet)
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Default MDT — A Closer Look

T T T TTT T TTTTT T Cisco.com
Advantages and Disadvantages
Source

S=192.1.1.1 T
G=239.255.1.1 \

.@I LOO0 10.3.3.3 @i'

LO0 10.1.1.1

Provider
Net

Unwanted Data

LOO0 10.2.2.2

Receiver
S=192.1.11
G=239.255.1.1

r— &&= ==

LOO0 10.4.4.4 %

S
Advantag ; Reduces multicast state in the P routers in the core.

Disadvantage : Can result in wasted bandwidth.
Solution : Use separate Data-MDTs for high rate sources.

RST-261 © 2002, Cisco Systems, Inc. All rights reserved.
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Data MDTs — Concepts

i Cisco.com

High-Rate
Source

S=192.1.1.1 (A

.@I LOO0 10.3.3.3 @.'

v\(*,23 1.1.1)

Def aul t - MDT

LOO0 10.2.2.2

LOO0 10.4.4.4 é.@;

Receiver
S=192.1.11
G=239.255.1.1 %

» Traffic exceeds Data-MDT threshold configured on PE router.
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Data MDTs — Concepts

S T T T T T T TT T T Cisco.com

High-Rate
Source

S=192.1.1.1 (A
G=239.1.1.1 ‘gj\ /\m

.@I LOO0 10.3.3.3 @~'

LO0 10.1.1.1

P- control packet
S=10.1.1.1

D=224.0.0.13

Payload: (PIM MDT-Data)
S$=192.1.1.1, G=239.1.1.1
MDT Group =239.2.2.1

Provider

v\(*,23 1.1.1)

Def aul t - MDT

LOO0 10.2.2.2

Receiver
S=192.1.11
G=239.1.11

LOO0 10.4.4.4 %

* PE router signals switch to Data-MDT using new group, 239.2.2.1
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Data MDTs — Concepts

S T T T T T T TT T T Cisco.com

High-Rate

Source
S=192.1.1.1 (A
G=239.1.1.1 ‘gj\

LOO0 10.3.3.3 @. '
P- control packet
S$=10.2.2.2
D=224.0.0.13
Payload: (PIM Join)
S=10.1.1.1, G=239.2.2.1

\(*’23 1.1, 1)

Def aul t - MDT

(*,239.2.2.1)

L00 10.2.2.2 t a- NDT

Receiver
S=192.1.11
G=239.1.11

LOO0 10.4.4.4 %

* PE routers with receivers sends Join to group 239.2.2.1.
« Data-MDT is built using group 239.2.2.1.
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Data MDTs — Concepts

High-Rate

Source
.@I LOO0 10.3.3.3 @. ’

S=192.1.1.1 (A
G=239.1.1.1 ‘gj\
LO0 10.1.1.1

Provider
Net

(*,

LOO0 10.2.2.2

i ] ?ﬁ% ==
o111 (& €T L00 10445 gl
G=239.111 3¢ S

» High-rate data begins flowing via Data-MDT.
» Data only goes to PE routers that have receivers.

RST-261 © 2002, Cisco Systems, Inc. All rights reserved.
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v\(*,23 1.1.1)

Def aul t - MDT

9.2.2.1)
t a- MDT
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Data MDTs — Concepts

S T T T T T T TT T T Cisco.com

High-Rate
Source

S=192.1.1.1 E (A

G=239.1.1.1 h’\ /\/\
% @ L00 103,33 | €D

C - data packet ‘ﬂg L0O0 10.1.1.1 ‘ﬁ?

S=192.1.1.1
D=239.1.1.1
Payload: (multicast data)

P- data packet
S=10.1.1.1

D=239.2.2.1
Payload: (C - data packet)

\(*’23 1.1, 1)

Def aul t - MDT
(*,239.2.2.1)

t a- MDT
LOO0 10.4.4.4 %

LOO0 10.2.2.2

Receiver
S=192.1.11
G=239.1.11

C - data packet
S=192.1.1.1

D=239.1.1.1
Payload: (multicast data)
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Configuration of Default-MDT

Default MDT Group address

Must be configured.

Group address MUST be the same for all
MVRFs belonging to the same MVPN

Group address MUST be different for all
MVRFs belonging to different VPNs that are

configured on the same PE router
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Default-MDT Group Address Example

T TN Cisco.com
ip vrf blue
ip vrf red | rd 1:80

rd 1:99 route-target export 1:80

route-target export 1:99 route-target inport 1:80

route-target inport 1:99 e mdt default 239.1.1.1

ndt default 239.1.1.2 ip vrf blue

rd 1: 80

route-target export 1:80

route-target inport 1:80
Red ndt default 239.1.1.1
ip vrf red Prowder
rd 1:99
route-target export 1:99 Net Blue
route-target inport 1:99
mdt default 239.1.1.2
Red
ip vrf blue @
rd 1:80
route-target export 1:80 @
route-target inport 1:80 h’
nmdt default 239.1.1.1 ip vrf red
rd 1:99 Red
Blue route-target export 1:99
route-target inport 1:99
nmdt default 239.1.1.2
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More Information

e T T T T T T T T T T TF T T Cisco.com

Multicazt Mada Eazy
et Plarae and dooznaea Gake

* White Papers

- Web and Mailers

» Cisco Press
I 23 ..
AN

CCO Multicast page:
http://www.cisco.com/go/ipmulticast
Questions:
cs-ipmulticast@cisco.com
Customer Support Mailing List:

tac@cisco.com RTFB = “Read the Fabulous Book”
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